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1 Basic Information

KYOCERA Net Manager System Documentation

KYOCERA Net Manager New | Provides an overview of the new features available

Features Guide in KYOCERA Net Manager.
KYOCERA Net Manager Describes administration and configuration
Administrators Guide features such as accounting, cloud licensing,

remote terminal management, upgrade, server
backup, uninstallation.

KYOCERA Net Manager Describes the installation and configuration of the
Embedded Terminal Guide KYOCERA Net Manager Embedded Terminal and
use of Terminal Manager.

KYOCERA Net Manager Provides instructions for installing software and
Installation Guide initial configuration, searching printing devices,
adding users, creating print queues, assigning
terminals to printing devices, and setting up printer

drivers.
KYOCERA Net Manager Describes the KYOCERA Net Manager web
User Guide interface and the KYOCERA Net Manager

Embedded Terminal.

What is KYOCERA Net Manager?

KNM is a server-based web application that manages your print devices and

user policies to provide secure printing and copying and to provide accounting of
print-related expenses. Efficient use of your printing resources is provided by the
Print&Follow function which allows users to securely print to any printer managed by
KYOCERA Net Manager.

KYOCERA Net Manager offers many advantages:

Authentication

Access the devices in one step by PIN, ID card or user name/password or in a
two-step authentication combination such as ID-Card and PIN

Security

Secure printing, data encryption and the Print&Follow function ensure that
your documents can only be accessed and printed by authorized people
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Reporting
KYOCERA Net Manager keeps detailed statistics about all aspects of printing
and printers, scanning and copying, projects, accounting and users and groups

Personalized Features

KYOCERA Net Manager allows IT administrators to show different functions
and applications per user based on the user’s requirements

Easy Scan

One click changes the destination of your scanned documents and their
metadata. You may choose between your home folder, fax server, or email
address

Mobile printing
Print documents from your mobile device by sending the job to the KYOCERA
Net Manager server or using the mobile app
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2 Overview of KYOCERA Net
Manager

This chapter gives you an overview of the organization of KYOCERA Net Manager,
and points to chapters or other guides to reference for full information.

Home screen

When you first log in to KNM, the Home screen presents options for navigating the
system.

OJKYOCERE - | & Home

&' Refresh 124 Generate data for support (Y Log out

Quick links

|] Jobs i Printers Bl Users #5 Reports | & Settings || Lag

License

Version:  7.0.1 (build 63)
Edition: MNet Manager Pro

B T of Unlimited
MRS o oport valid until: o 06/27/2019, Standard

1of 10 10 %

Embedded terminals: ¢ ot valid until: o 06/27/2019, Standard

0of 10 0%

Embedded Lite terminals: Support valid until: o 06/27/2019, Standard

Features:  Archiving of print, copy, fax and scan jobs

Show License page

Quick Access options

Directly under the logo menu and Home tabs are three quick access options:
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(JKYOCERE - @ Home

k” Refresh 01 Generate data for support | {J Log c:-utl

Quick links

=] Jobs (M Printers L.C'_. Users ','T Reports | & Settings Log

=)

Refresh
Click to refresh the home screen with current data.

Generate data for support

When you contact KNM support, you can provide them with details about
your system. Click this option to generate a .zip file to use when contacting
KYOCERA Net Manager support. The Log file generated for support includes
the following information:

* KNM log as XLSX
* KNM log as CSV (fallback in case the XLSX is invalid)

*  KNM-helpdesk.xml - XML file with all necessary information about KNM
configuration

* Optional: Logs directory from KNM data folder (added if Include log files is
checked)

The maximum number of log rows that can be exported is 15000.

Log out
Click to log out of KNM.
Quick links

The next menu bar presents Quick links, used to jump directly to some commonly
used screens:

(JKYOCERE - | 1 Home

&' Refresh 124 Generate data for support | (4 Log out

Quick links

=] Jobs (M Printers L,':'_, Users ','T Reports | & Settings || Log

Jobs
View and manage print jobs.
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Printers
Add, configure, delete, edit properties for printers being managed by KNM.

Users
Manage user and group properties.

Reports
Select and configure system reports to run or schedule.

Log
View system logs, select types of logs to view, export logs to Excel or CSV

format.
Licenses

Under the Quick links icons, the License section displays the system version, edition,
number of printers being managed, number of licenses being used and support
expiration date. Click the Show License page link at the bottom of the section to jump
to the Settings: License page, where you can manage licenses and your customer
information.

License

Version: 7.0.1 (build 63)

Edition: Met Manager Pro

Drinters: 1 of Unlimited
M Support valid until: o 06/27/2019, Standard
_ . 10of10 10 %
Embedded terminals: ¢t valid until: of 06/27/2019, Standard
0of 10 04

Embedded Lite terminals: ¢+ valid until: o 06/27/2019, Standard

Features: Archiving of print, copy, fax and scan jobs

Show License page

Quick Setup Guide

The next section shows the Quick Setup Guide, which walks you through initial
configuration steps post installation. For more information, see the KYOCERA Net
Manager Install Guide.

KYOCERA Net Manager 2-3



Overview of KYOCERA Net Manager

Quick Setup Guide

J Time zone —- DONE
Edit

¢ Customer Information — DONE
The Company
111 Main 5t, United States

Edit

License
MNumber of licenses to activate: 4. Activate by 07/29/2018

-

[ Activate

¢ Support - DONE
Printers until & 06/27/2019, Embedded terminals until & 06/27/2019, Embedded Lite terminals
until & 06/27/2019

vg Administrator email - DONE

Administrator email: admin@company.com
Edit

J Qutgoing SMTP Server — DONE
Edit

J Printers - DONE

MNumber of printers: 1

Discover printers | Add printers manually

J Queues - DONE

MNumber of queues: 1

Add another queue

¢ Users - DONE

Number of users: 1

Add users manually | Import users

KYOCERA Menu

The other default tab on the main KNM screen is the KYOCERA logo, a drop-down
menu with links to basic administration functions.
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OJKYOCERE ~| | 4 Home

"j_" Home

= Printers
@l Queues
Alert History

7& Event Motifications

4t Users
=] Jobs
£ Quota Boosts

L] Projects
LS Reports

.7 Voucher Batches
EE Payments

& Settings

) Log
| Audit Log
Administrator 1
KYCCERA Met Manager R

The following options are found on the logo menu:

* Printers: same as clicking Printers from the Quick links options on the Home
screen

* Queues: add and manage print queues

» Alert History: by default, this page displays alerts for all printers. You can
select a date or date range and a specific printer to filter the alerts listing

‘8 KYDCERS - Alert st ey

Date:

Frmier Subaben Al Code ey
Printer F5.CS28MAHP_T6 maree1 & Other
- FS-CASMON 13 input ) wlnput- Request to change medium
.. FS-CEGS0ON 13 input.] & Inputs Media supphy £mpty

- ESCHE300M_1E ingut 1 & tnpat: Media supply empty
- FLCRES00N 13 gl & fioe
. P5-CSDENME T input2 b Inpu: Medla tray mizsing a1 H
84 ECrCISIAsD 1K sk 1 P - 2 2
pos page 10

+ Event Notifications: Manage and set up notifications for selected events

8 Swarch

+ Users: same as clicking Users from the Quick Links options on the Home screen

+ Jobs: Same as clicking Jobs from the Quick Links options on the Home screen
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Settings Menu

« Credit Statement: If credit is enabled, there will also be a link to view credit
statements.

* Quota Boosts: Admins can boost quotas for users or groups in urgent
situations; see Accounting
* Projects: Add, delete and manage projects; see Accounting

* Reports: same as clicking Reports from the Quick Links options on the Home
screen

» Voucher Batches: create, manage, export and print vouchers for distribution; see
Accounting

+ Payments: Generates a report about payments

+ Settings: detail in the next section

* Log: same as clicking Log from the Quick Links options on the Home screen

* Audit log: see System Log chapter.

* Log out: another option for logging out of KNM

Click Settings to access options for managing the KNM system.

& Settings
=4 License
== Server Type & Cloud

% General ~
T¥ Personalization
£ Task Scheduler

% Network
A - .
2= Authentication servers

B snmMP

+ License: Add, manage and activate licenses and support licenses

+ The top portion of the License screen displays the current status of licenses and
version of KNM and has a link to export the HW Code for this installation on this
hardware

* The middle section displays the current licenses with links to activate, delete,
add new licenses and manage support licenses

* Add or edit your company information in the Customer Information section

+ Enable or disable Virtual machine high availability, if licensed, in the last section
+ Server Type & Cloud: Configure this installation of KNM as a standalone, master

or site server; see Server Type & Cloud.
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* General: Manage some basic system settings on this screen; see Basic System
Settings

+ Personalization: Manage customizations such as logos, messages and help links.

+ Task Scheduler: Manage scheduled operations such as backup, log backup,
system maintenance tasks and user synchronization; see Basic System Settings

» Network: Manage communication security, server types, proxy settings, firewalls
and authentication servers; see System Settings

+ Authentication servers: Add, edit and test authentication servers

+ SNMP: View and manage SNMP settings, see SNMP v3 support

+ Easy Cluster: A high availability feature managed from this screen; see Easy
Cluster

I_EI Easy Cluster will not display by default and must be configured.
4

» Printers: Basic overall settings for printers such as admin username and
password, card access, enabling local print spooling. Use the Filter for terminal
menu to view only settings for a particular terminal type.

% Printers
T Printer Discovery
B Terminal Actions
(= Scanning & QOCR

&t Price List

» Printer Discovery: Add, edit, enable and run printer discovery for specified IP
ranges; see Printing Devices

» Terminal Actions: Terminal actions define the appearance and the features
that will be shown on the Embedded terminal of the user. You may define
different features and appearance for different departments, even users; see
Printing Devices — Terminal Actions for more

* Scanning & OCR: Enable and disable KNM submodules. You can modify the
look of the notification email for the scan process and define the connection to
the Optical Character Recognition (OCR) software; see Scan Management

» Price list: Define price categories for printing services and associate price lists
printers; see Accounting

» Users: Settings that affect all user accounts; see Users and Groups

KYOCERA Net Manager 2-7



Overview of KYOCERA Net Manager

ry
oty Users

a Policies

J‘L User Synchronization

E Credit

§ Cuota

Rights

» Policies: Manage the two policy types: Print job and Printer policies; see Users
and Groups

» User Synchronization: Add, edit and enable synchronization sources and run
synchronization task; see Users and Groups

« Credit: Enable and manage credit settings; see Accounting

* Quota: Enable and manage quota settings; see Accounting

» Rights: Add or remove user or group rights, such as Manage printers,
Recharge credit, etc; see Users and Groups

Jobs

£ Projects
% Reports
Bl Code Books
BB External Code Books
« External Systems
| Log & Audit

E System Management

Jobs: Manage general settings for printing; see Print Job Management

Projects: See Accounting

Reports: Add custom reports and set permissions on existing reports

Code Books: Define your own code lists and add multiple codes for each of them.

Code lists can be used as parameters for specific functions of KNM terminals; see
the Embedded Terminal Guide

« External Code Books: Access code books from other sources

External systems: Configure access for integrating applications that are external
to KNM

Log & Audit: Manage Log Notifier rules
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+ System maintenance: Set retention limits for jobs, users, log history and
permanently delete users, printers and data that has been deleted elsewhere in
KNM
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3 Basic System Settings

Most of the Net Manager system settings are available from the Settings tab. To open
this tab, select the Settings option from logo menu. After the Settings tab is open,
select the required submenu.

General Settings

General

4 General

Administrator email: * | administrator@ kyocera.com

KYOCERA Net Manager sends important system notifications to this emai

Time zone: * | Los Angeles (UTC-07:00 DST) A
All KYOCERA Met Manager services must be restarted if the system time zone has changed
Default language: * | English (United Kingdom) e

Default language is used 1) when user has no language set 2) for naming built-in users, groups, queues and

other objects 3) for default text of email notifications
Additional languages: -
Additional languages are used for custom fields
Currency:
3-letter cumrency code

Number of digits after the decimal point: |5

Column delimiter in CSV: * |; s

4 Disk space checker
Checks free space on the volume where jobs are stored and stops KYOCERA Met Manager if the critical level is reached. Sends an email notification to
the administrator when warning or critical level is reached.
Warning level: * | 2048 MEB
Critical level: * | 100 MEB

4 log

Log debug level messages: [
re informaticn for troubleshooting purposes only.
will impact performance.

o Save K Cancel

Fields in the General section:

Administrator email
Main email for communicating with KYOCERA Net Manager.

Time zone

Time zone provides options in a drop-down list. If you make a change to Time
zone, you will be prompted to restart the HTTP Server (Apache).
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Default language

Defines the language of all the email sent from Net Manager as well as the
language used for the connected embedded terminals and interactive Net
Manager readers.

Additional languages
Other languages used for custom fields.

Currency

Defines the currency used in Credit, Report and Quota. The Currency format
sets how the currency symbol is used.

Number of digits after the decimal point
Can be set from 0 to 5.

Column delimiter in .CSV
Defines the delimiter in source/destination files used for all the import/export
operations from/to CSV file format. The default value is based on regional
settings of the operating system.

Disk space checker

Log

Disk Space Checker protects the system from failure caused by insufficient disk
space. Two levels can be specified.

» If the Warning level is reached, an alert email is sent to the Net Manager Admin.

« It the Critical level is reached, an alert email is sent to the admin and the Net
Manager service is automatically stopped to prevent file corruption in the Net
Manager database.

Both events are displayed in the Net Manager log at the same time.

If enabled, Log debug level messages will have an impact on your system
performance. Enable this option only for troubleshooting or at the request of support.

Personalization

Use Personalization to set several custom display options.

Dashboard custom message

Change the message that displays on the web accounts of KNM users.

Custom help

Provide a link to users for specialized or custom help. Enter a Title and provide the
URL in the Link field. This specialized link displays on the user's home page in the
KNM web interface.
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GJKYOCERE - 0 wore
& Refreth (&) Log out

e dd 8 new gadget
Quick links Jobs

Special Help Link

e

o Edit Set pasewerd 0 Generate PN

Custom application logo

Add your company's logo to appear in the web interface, in reports, on

credit vouchers, and in Smart Job Manager. Supported picture formats

are .jpg/.jpeg/.png/.bomp and the recommended size is 398px x 92px. To import the
logo, click +Add, then Choose File, locate the logo file and click Save at the bottom
of the tab. A preview of the new logo displays on the tab.

Terminal personalization

Custom logo

Set your company's logo to be used on all embedded terminals. Supported picture
formats are .jpg/.jpeg/.png/.bmp and the recommended size is 340px x 92px. To
import the logo, click +Add, then Choose File, locate the logo file and click Save at
the bottom of the tab. A preview of the new logo displays on the tab.

Themes for Embedded Terminal

Embedded terminal icons and colors can be customized via themes that can be
purchased from KNM.

Custom link in Smart Job Manager

Add a link to your own web-based help that will be displayed in Smart Job Manager.
To add the custom help link, enter the title and the link of your custom help, and click
Save at the bottom of the tab.

Adding and managing gadgets on the dashboard

You can add a gadget to the Home tab dashboard. Once the gadget appears, you can
edit, delete, or change the gadget's position. Users and Administrators have different
lists of available gadgets.
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1 Click Add a new gadget.

[ 4
Add a new gadget X
Gadget: | [empty] v

License Cancel
Quick links

— Printers with issues m
System status Lite terminals until &* 09/30/2019

' 09/30/2019, Standard Top Active: Groups

: Top Active: Printers

y. fax and scan jobs Top Active: Users Administrator email - DONE

Quick Setup Guide Administrator email: admin@kyoc

2 Inthe Gadget drop-down list, select a gadget and click OK.

3 To relocate a gadget, hover over the gray bar at the top of the gadget until a
cross symbol appears. Click, hold, and drag the gadget to a new location.

4 To delete a gadget, click the drop-down menu and select Delete.

Quick links Quick Se

< Jobs (M Printers L Users #5 Reports | & Settings Log "( Delete !

Task Scheduler

Task Scheduler let you plan regular operations in Net Manager such as scheduling
user import and sending regular reports to email or folder. User imports can be
planned directly from the Task Scheduler menu. Reports can be scheduled from the
Reports menu.

Predefined tasks include: Database and settings backup, Disk space checker,
History deletion, Log backup, Printer Discovery, System maintenance, and User
Synchronization.

Automatic database and log backup process

There are two automatic backup tasks in the Task scheduler: Database and settings
backup and Log backup. After installation is completed and the licenses are entered
into Net Manager, the backup system will start an automatic backup of the database
and log. The files are compressed and saved to the backup folder, C:\ProgramData
\Kyocera\KYOCERA Net Manager\Backup. The backup schedule and destinagion
folder can be modified in the settings window.
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.+ Database and settings backup x
General Rights
Enabled: *
Mame: * | Database and settings backup
Description:
4 Schedule
Repetition: * | Daily v
Every M-th day: * |1
Hours of run: * |3
hh:mm, hh, h:mm, hh am, hbh pm
For multiple values, separate with a comma or semicclon
4 Notification
Send a notification after | & Administrator -
performing the task: Select a user or enter an ema
Only in case of an error: |+
4 Backup
-

Destination folder: * | %app%\Backup
H#app is the KYOCERA Net Manager data folder.

Delete backup after* 7 days

' Save R Cancel

Automatic system maintenance process

System maintenance is needed for fixing system defects, error correction,
enhancements of capabilities, deletion of obsolete capabilities, and system

optimization.

Network Settings

General
This server hostname - Terminals, Smart Job Manager and other components use

this hosthame when communicating with the server.

3-5

KYOCERA Net Manager



Basic System Settings

Communication security

This option enables you to set security for communication with the Web Administrator
Ul, terminals, Smart Job Manager, and other Net Manager servers in the cloud. From
this menu, you can add or change your security certificate. Click Generate certificate
to generate a new, self-issued certificate.

If you set Enable only secure connection to ON, unsecured ports such as port 8080
become unavailable.

4 Communication Security
Security of communication with the Web Administrator Ul, terminals, Smart Job Manager and other KYOCERA Net Manager servers in the cloud
Enable only secure connection: 0

Certificate: myq.Jocal |22 Change certificate || .2| Generate certificate

Certificate in KNM

To implement the certificate in the system, open the KNM web interface and select
Settings > Network > Communication security. You must add the certificate issued
for the KNM server and the Private key. Both should be issued for the KNM server.
The supported certificate format is Privacy Enhanced Mail (PEM).

Certificate for devices with HyPAS Technology

To add a certificate to your printing device, type the device's IP address on port

8080 or 8083. The port varies by device. For information, refer to the documentation
for your device. Type the Admin User name and Password (User name: Admin,
Password: Admin). Select the Certificate > Server Certificate tab and add the
security certificate to the printer. Click Import. The root certificate must be added. This
procedure is required for secure communication between the terminal and the server.
To enable this function, the certificate must be also uploaded to the server.

Most devices require a restart after certificate upload.

Secured communication in the Cloud

To ensure secure communication in the cloud, select Enable secure connection
while configuring Site server settings. ( Settings > Server Type & Cloud) The port is
changed to 8090 and communication is secured by the SSL certificate.

Encrypted print jobs between server and printer

The print jobs may be sent through the IPPS protocol.

+ Enable IPPS on the printing device.
* Open the queue that will use the encrypted jobs feature.

* In the Output to printer section, change the Protocol from Raw to IPPS (secure
connection). The port is changed from 9100 to 443.

Port 443 should not be used by any other application. Set an exception for KNM (on
this port) in the firewall settings of the server's operating system.
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Secured communication between local stations and print
server

To ensure secured communication between local stations and print servers, the
drivers must be installed on the local station and Smart Job Manager must be installed
on each of the stations. Microsoft Windows is the required operating system on the
local station. Before driver installation, install KNM Smart Job Manager. Install drivers
installed locally on the stations and set the target IP address to localhost, not the KNM
server. The application forwards all jobs to the server.

KNM HTTP server

KNM can be run in the secured mode when all the communication between the
system, printers and terminal is encrypted (secured by the SSL certificate). The basic
version of KNM uses port 8080. To use the encrypted version, you may access the
system through port 8090. You may disable the availability of the 8080 port in your
operating system's firewall settings.

If port 8090 is already used by any other application, you may change it in the web
interface Settings > Network > KYOCERA Net Viewer HTTP Server (Apache).

When changing the ports used for KNM, do not forget to make an exception for these
ports in your system firewall.

To access the system in the secured mode, type HTTPS://localhost:8090 into your
browser window.

Modify ports for HTTP (Apache) and SMTP server for
incoming files
You can change the communication ports for a Net Manager Apache server and the

incoming SMTP server.

Every port change requires an Apache server restart. When you click Save, the
following window displays. Make sure all checkboxes are selected and click OK.

Apply new settings X

For the changes to take effect, the following tasks need to be done. If you uncheck a task,
you should do it manually.

+| Restart HTTP Server (Apache]

+| Reset all terminals

WARNIMG: All ongoing user sessions will be terminated

+| Reconfigure M5 Cluster monitoring script (&pacheMaonitor jse)

¥ | Reconfigure Kyocera Provider

W OK o¥% Skip
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This SMTP server is not used for outgoing communication. For outgoing
communication, define the connection to an SMTP server that will forward system
messages.

KYOCERA Net Manager SMTP server

Match the port in this section to a scanning device's SMTP settings.

Configuring an outgoing SMTP server

Configure an SMTP server to send reports to email, send error messages to users,
send automatically generated PINs to users, and forward scanned jobs in Scan
Management.

1 Click Configure the outgoing SMTP server in the Quick Setup Guide.

2 In the Outgoing SMTP server area, enter the SMTP server's IP address or
hostname into the Server text box.
3 If the mail server listens on a port other than 25, match it to the value in the Port
text box.
4 If used, select the Security protocol: SSL, STARTTLS, or None.
5 Select Validate certificate, if required.
6 [Optional] Add the User and Password if the credentials are required by the
SMTP server.
7 Enter an address in the Sender email text box to display as the sender for the
PIN, alert and report emails (the default is KNM@KNM.local).
8 Click Test to check the availability of the mail server.
4 Qutgoing SMTP server
Server:* |example.com
Port:* (25
Security: | Nene v
Validate certificate:
User:
Password:
Sender email: * |KNM@KNM local
ﬁ/Test
O Click Save.

10 Close the Settings: Network tab.

HTTP proxy server

Proxy server settings may be required for transmitting data when activating the license
(see Saving customer information and license activation). Enter the proxy server IP
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address or hostname, a communication port and access data. After license activation,
the proxy server data can be deleted.

4 HTTP Proxy Server

Used for communication via HTTP protocol with the Internet. For example, when activating a license.

Use Proxy Server: o

Server:

User:

Password:

KYOCERA Net Manager FTP server

If KNM has been configured to act as an FTP server for scanned documents, this
section will appear in the Network options. For more on configuring the FTP server,
see Scan Management / KNM as FTP Server.

4 KYOCERA Net Manager FTP Server

KYOCERA Net Manager FTP server is used by some embedded terminals to store documents scanned by users.

Enabled: 0

Firewall

This feature will open all ports necessary for to run the system in the server's firewall.
When some of the ports are changed the system will open the new ones. Ports
required for installation are automatically configured.

Kyocera provider

Provides port settings for eight areas:

* Mobile Print IPP

* Mobile Print IPPS

» Authentication/Authorization
» Driver access, Mobile access
» Spooler service

* Log information event

» Job status event

» Thrift access

+ User Session service

SNMP v3 support

SNMP v3 is supported in KNM. SNMP v3 extends SNMP v1/v2c and adds
administration and security. An Administrator can assign an SNMP profile to an
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individual device and applies only to this device. The default SNMP profile in Global
settings is used for any device with no assigned profile.

Printer Discovery allows you to discover devices based on their SNMP profile.

Setting the default SNMP version

Creating new SNMP profiles

1 Go to Settings > Network > SNMP.

2 Select the SNMP version and then select Default.

= SNMP

== Add SNMP profile ¥ &

Default MName
v SMNMP V1
SMNMP vac
SMMF v3

Edit " Default

XK | &' Refresh

SNMP version

vl

vac

v3

Parameters

SNMP read community: public
SMMP write community: public
SNMP read community: public
SNMP write community: public
Security name: SECID

on protocol: MD5

You can create and manage new SNMP profiles that can be assigned to devices.

1 Go to Settings > Network > SNMP.
2 Click +Add SNMP Profile.

3 Enter settings and click Save.

The following settings apply to the different SNMP versions:

SNMP Profile Parameters SNMP Version Choice
Name All versions
SNMP version All versions
(set by selection of
the profile type)
SNMP read community v1, v2
SNMP write community v1, v2
Authentication / Protocol v3 None
MD5
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SNMP Profile Parameters SNMP Version Choice
SHA1

Authentication / Security name v3

Authentication / Password v3

Privacy / Protocol v3 DES
3DES
IDEA
AES128
AES192
AES256

Privacy / Password v3

Context v3

Testing SNMP v1 or v2c profile settings
1 Go to Settings > Network > SNMP.
2 Double-click the default SNMP version name and select Test in the Properties

window that opens.
3 Enter the IP address of a device and click OK.

2 SNMP va2c
& Refresh General

SNMP version Parar Name: * | SNMP v2c
) SHM
vl SNM SNMP version: |v2c

Shlbdi

Enter an address and OID, which will be used for a

connection test i
1 |
Address: 110,10.31.143 ,#/ Test #K Cancel
0olD: |1.3.6.1.21.1.1.0
o OK & Cancel

K] ——

I__I= OID stands for object identifier.
7
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Testing SNMP v3 profile settings

SNMP v3 uses two types of credentials — Authentication and Privacy (message
encryption). The default password for both of them is '"Admin001".

1 Go to Settings > Network > SNMP.

2 Double-click the SNMP v3 name and select Test in the Properties window that
opens.

3 Enter the IP address of a device that supports SNMP v3 and click OK.

= SNMP v3 x

General

Mame: * |SMMP v3
olic

blic SNMP version: w3
lic 4 Authenticati
nlic uthentication
Protocol: * | MD5 v
D5 : .
T Security name: | SECID
Password: | esessses
# Privacy
Protocol: * | DES v
Password: |ssssssss

Enter an address and OID to be used for 2
connection test

Address: [10.10.31.143 ¥ Test ® cancel

OID: 126121010

W 0K % Cancel

I__I= 1 SNMP v3 is turned off by default. If a test fails, check the SNMP
# protocol setting.

Setting SNMP profile for a device
1 Go to Printers.

2 Double-click the name of a device.
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3 Inthe General tab of the Properties window select the SNMP version to use
for this device.

om; TASKalfa 2551ci_1 R
General | Groups | Queues
< General

Mame: * TASKalfa 2551ci_1
Location:
IP address/Hostname: * | 10.10.31.143
Scanner IP address:
Fiery IP address:
SNMP profile: | SMMP w3

Use driver of model: | Default
SNMP v2c

Fax module:

Coverage accounting: * [ SNMP w1

Price List: -

4 Click Save.
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4 Printing Devices

To view all the printing devices, select Printers from the logo menu. If any devices are
not visible, you may not have active licenses for the devices.

== New group = New Printer v 3° Actions v [l Tools ¥ | All columns v (&' Refresh | Search £
4 ol Searches Status Alert MName IP address Model
+ All o Inactive Brother HL-L2340D series_6 10.10.30.48 Brother HL-L2340D series
- Active @ Inactive ECCSYS M3521cdn_T ECOSYS M5521cdn
L2 s o Inactive ECOSYS M5521cdw_8 ECOSYS M5521cdw
- With lssue . .
Local @ Inactive ECOSYS M5521edw_8 ECOSYS M5521cdw
#~ Local
. @ Inactive HFP Color Laser)et MFP M477fnw_4 HP Color Laser)et MFP ...
#~ Unclassified
; Deleted @ Inactive RICOH Aficio MP C305_3 RICOH Aficio MP C305
L Al printers & Inactive TASKalfa 2551¢i_1 TASKalfa 2551ci
@ Inactive TASKalfa 6551ci_3 TASKalfa 6551ci
@ Inactive TASKalfa 7551ci_2 TASKalfa 7551ci

You can filter the list by selecting one of the following items under Search:

All
A list of all printers.

Active
Only active printing devices.

User session
Only printing devices that are currently in use.

With issue
Printing devices reporting trouble.

Local
Locally connected printing devices (USB, LPT).

Unclassified
Printing devices that do not belong to any group.

Deleted
Deleted printing devices.

Adding printing devices manually

You can add printing devices to KNM manually.
1 Go to the Printers main tab.

2 Click + New Printer.
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3 In the drop-down menu, select + New Printer (insert).

== New group ’EH' Mew Printer v] 7 Actions v [ Tools » |
4 |n| Searches == New Printer (Insert) | Alert MName
+ All & Discover printers Brothe
# Active o Inactive ECOSY:
& User session $ Inactive ECOSY
+ With Issue . )
# Inactive ECOSY!
+ Local :
# Unclassified ¢ Inactive FP Cal
2| Deleted & Inactive RICOH
L All printers 9 Inactive TASKal

4 Enter the device name and IP address in the printer properties panel and click
Save.

Printing device configuration settings

Each individual printing device has its own properties panel. To open the panel,
double-click the printing device on the list of printing devices on the Printers main tab
(or right-click the printing device, and then click Properties).

There are three configuration tabs:

* General - Configure the device settings
* Groups - Add the device to groups
* Queues - Add the device to queues

Printers - General configuration settings

Click New printer to display printer Properties. Some printer properties can be edited
manually; others are automatically downloaded from the printer after it is connected to
the network and activated.
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IP address/Hostname: * | 10.10.51,143

: |
L5

Terminal type:* | Embedaed i
Login methods:* @ Simple
! i card
e
|| User rame and password
0 ID Card and PiN
O10 adsnapunors
Terrningl ID: |DOCOEEAFBRGE "
‘Secondary termingl ID: e
Cemmomation
Brand: |kyocera |
Modet: |TASKalfa 2551c |
Serial number: |ZHC3500005 |
MAC sddress: |00-CO-EE-AF-85-6E |
Contact |
Purchase date: =|
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Printer Properties

Name Custom name of the device. Any string can be
used.
Location If required, the placement of the device should

be specified.

IP address/Hostname

IP address or hostname of the device.

Scanner IP address

IP address of the scanner if the device scanner
uses a different IP from the printer.

Fiery IP address

IP address of the Fiery module if the device is
equipped with one.

SNMP Profile

Create and manage new SNMP profiles that to
assign to devices.

Use driver of model

If your device is not listed in the current
database of supported models, choose a
device with a similar name.

Fax module

If selected, all printed faxes are accounted to
fax user. Select only if the device is physically
equipped with fax module. Select this option
when fax is equipped so that fax usage is
reflected to the reports.

Coverage accounting

Select to use coverage accounting.

Price list

Assign a price list to a device.

Admin user name

Administrator credentials for this device.

Admin password

Administrator credentials for this device.

Terminal type

If the device has terminal software installed,
this field will be visible. Choose the terminal
type that is used by the device from the drop-
down list.

Make selections for Login methods and fill in
the fields for the terminal ID.

The secondary terminal ID is used when a
device is equipped with another terminal
(for example, with special authentication
technology).

Information (information imported from the device)
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Printer Properties

Brand Information about the manufacturer of the
device
Model Model name

Serial number

Device serial number automatically detected

MAC address

Device MAC address automatically detected.
The MAC address is used for device
identification in Net Manager. Only one device
per MAC address can be activated.

Asset number

Unique device identification used for statistics
and alerts.

Contact

Contact of the individual responsible for toner,
paper, etc.

Purchase date

Date of device purchase

Notes

Additional information about the device.

Toner Capacity

Capacity of the device toner containers
(automatically detected if available on the
device)

Page Counters

Page Counters

Device total counters automatically detected
from the device

Printer total counter adjust for
load balancing

Counter adjustment for Tandem printing

Adding printing devices to groups

1 After selecting the Groups tab under Printer properties, click +Add.

KYOCERA Net Manager
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= TASKalfa 3010i(J)_5 *x
General ~ Groups = Queues

+ A == Remove Default

Nam Default

test group -

2 In the Select group dialog box, select the groups where you want to add the
device, and click OK.

I_E! You can also add a device by selecting All under Searches and
# dragging printers onto groups.

Removing printing devices from groups

1 Select the group or groups to remove.

2 Click Remove.

— 1 You can also remove selected printing devices from a group on the

" Printers main tab. Select the group, select the printing devices to
remove, click Actions, and click Remove from group.

Adding printing devices to queues

1 After selecting the Queues tab under Printer properties, click +Add. A search
dialog box displays.

= HP Color LaserJet MFP M477fnw_2 -
General Groups Queues

Inherited from a group

= Add|== Remove .~ Edit

MName Type
Job roaming Print&Follow
Email_Web Print&Follow
lob roaming delegated Delegated printing

2 In the dialog box, find the queue where you want to add the device, and click
OK.
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@l Delegated | - ‘

o &K & Cancel ‘

Removing printing devices from a queue

1 On the Queues tab, select the Queue you want to remove.
2 Click Remove.
= HP Color LaserJet MFP M477fnw_2 x
General Groups Queues

Inherited from a group

= Add|== Remove| o~ Edit

Mame Type
lob roaming Print&Follow
Email_web Print&Follow
lob roaming delegated Delegated printing
TestQueus Print&Follow
TestQueue Print&Follow

Changes to MAC addresses

A device with a changed MAC address is moved to the deleted queue. It can be
returned to the ready queue however, the device cannot be reactivated using the
original MAC address. You cannot replace a device that uses the same IP address.

Adding devices with Printer Discovery

For first time configuration, accept the default settings. For configuration options, see
"Printer Discovery general settings" and "Printer Discovery action settings".

1 Go to Printers > + New Printer > Discover printers.
2 Click + Add discovery.

3 Enter an IP address range.
4

Click Save.
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Actions

Enabled: * n]

Description: ‘

IP range: () Manual

10.10.16.0 110.10.31.255 x
To
== Add

(0 sV file
Exclude: = add

Save the printer | |P address ¥

address as:
Initiated by terminal: * ]

When an embedded terminal connects to KYOCERA Net Manager and
there is no printer with the same |P address, KYOCERA Net Manager will
execute a Printer Discovery whose IP address range matches the IP
address of the terminal.

Set printer name by: * (8 Name template
() Csv file
MName template: * ‘ smodel?s %id%

Parameters: %model, %ipByted%, %sn%, %id%, Yhostname®s,
FsnmpHostname5, S%:FQDN%

SMMP profile: | Default r
SNMP timeout: ms

v Save R cancel

5 Select the new Printer Discovery and click Run.
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i Printer Discovery
& Scheduled printer discovery is disabled. Changa
ﬂi‘ Add discovery | I Run 57 Edit o Enabled| ¥ | & Refresh Search

Enabled IP-range Actions Description
v 10.1031.1-10.1031.255 [ Actions: 0 Local

6 To add discovered printers:

<= Add to KYOCERA Net Manager «

= Addall covered printe
== Add selected P ac
Option Description
Add all discovered printers Click the +Add to button and click Add
all
Add selected printers Click the +Add to button and click Add
selected
Printer Discovery general settings
Option Description
Enabled Set Enabled to ON.
Description The description is optional.
IP range You can define the IP range manually or by importing

a .csv file. Click +Add under IP range to add multiple
IP address ranges or +Addnext to Exclude to exclude
multiple IP addresses.

Save printer address as | You can define the device added to the system by its
IP address or hostname.

Initiatied by terminal When an Embedded Terminal connects to KNM and
there is no printer with the same IP address, KNM
executes Printer Discovery with an IP address range
that includes the IP address of the terminal.

Printers name template | Name Template

Special parameters define the template for the
naming of printers. The following parameters
are available: %model%, %ipByte4%, %sn%,
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Option

Description

%id%, %hostname%, %snmpHostname%, and
%FQDN% (fully qualified domain name).

.csv file

Select a .csv file to import that includes your
devices. You can select the first column in
the table from the following options: empty, IP
address, serial number, or hostname.

SNMP

You can choose the SNMP profile to associate with all
discovered devices and set the default timeout.

Printer Discovery actions settings

In the Actions tab, you can set actions to be done during the discovery process.
Actions are optional; you do not have to define them if they are not needed. Options
that can be used for printer discovery are described in the following table.

Option

Description

Filter

Use Filter to define how actions will be applied for
specific models. You may select the models by their
names. Separate multiple models with commas.

You may also filter the devices by color or copier.

Every run actions

Add to queue

Adds the device to one queue or multiple queues.

Terminal type

Activates Embedded Lite or Embedded Terminal.
Available only for supported devices.

Add printer to group

Adds printers to defined groups.

Remove current groups

Removes printers from their current groups.

Price list

If the Price list is set, you can automatically assign it to
the printers.

Coverage accounting

Activates color coverage accounting. Three level color
accounting must be supported and activated on the
device.

Location

Use the %location% parameter to obtain the printer's
location via SNMP, manually enter a location or leave
empty.

First run actions
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Option

Description

Activate

Activates the device from an available license.

Create direct queue

Creates a direct queue for the device. The name of the
queue is the same as the name of the printer.

Copy settings from the
queue

Choose an existing Direct queue from which to copy
settings.

Print test page

Sends a test page to the selected device.

Print as

Selects the account under which the test page is
printed.

Install windows printer

Installs the Windows printer (including ports) from the
driver for this device. Set up is required.

Full path of a file with
the printer driver

Sets the complete path to the folder with the driver
installation file and the OEMSETUP.INF file.

Printer model

Selects the model from the list.

Full path of a file with
the driver settings

(Optional) Sets the complete path to the driver settings
file.

Using Printer Discovery to discover location and hostname of
devices

Printer Discovery can discover the location and hostname assigned to the device. It
can also assign a location to discovered devices.

Discovering device hostname
1 Go to Settings > Printer Discovery.
2 Select a configured Discovery option and click Edit.

3 Under Printers name template, enter %snmpHostname% in Name template.
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4 Printers name template

Set printer name by: * (8 Name template

C5V file

Mame template: * | %model®_%id% ?«BsnmpH:nstname?-q

Parameters: %emodel%, %ipByteds, %osn%, Yid%, %hostnamess

FesnmpHostnameo

4 SNMP

SMMP profile: | Default ¥
SNMP timeout: |300 ms

o Save K Cancel

4 Click Save and run a Printer discovery.

The hostname will appear in the Printer Discovery results.

I__I= If the search fails, the device's IP address will be used instead.
K4

Adding device location to printer information with Printer
Discovery

The location listed in the device can be discovered and used as the location in KNM
printer information. You can also assign custom text to use as the location for any
discovered printers.

1 Go to Settings > Printers > Printer Discovery.
Select a configured Discovery option or add a new one, and select the Actions
tab.

2
3 Double-click an existing Action to change or click +New action to add an
action.

4

Choose what to type into the Location field.
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& Settings & Printer Discovery . Actions ®
% License @ Scheduled printer discovery is disabled. Change Filter
&2 Server Type & Cloud = Add discovery | B Run &7 Edit o Enabled | X Mod

B sites @ Refresh | Sear

Enabled IP range Actions
- 10.189.16.20 - 10.189.16.50

& General

@ Network
4 Task Scheduler
e Easy Cluster b
8 Printers

F, Printer Discovery A printerto gioup =

Bl Terminal Actions Remove current groups:

=3 Scanning & OCR

Price List -
2 Price List
c %

= erage nting:
& Users

@ Policies Location: |

a :
B User Sunchronization

There are three possible choices:

Custom text
Sets the printer location information based on your custom text.

%location%
Set printer location to location returned from the device.

Empty
Leaves device location as it is (existing device) or empty (new device).

5 Click Save.
6 Run Printer Discovery.

7 To add discovered printers:

<= Add to KYOCERA Net Manager «

== Addall covered printe
== Add selected P ac
Option Description
Add all discovered printers Click the +Add to button and click Add
all
Add selected printers Click the +Add to button and click Add
selected

8 On the Printers tab, double-click the printer name to see the location in the
printer properties screen.

Activating printing devices

Unless automatically activated during discovery, a newly added device is not active.
This means the device is not available for use and some of the device data is not
displayed (serial number, type, counters, etc.)

KYOCERA Net Manager 4-13



Printing Devices

= New Group o Mew printer = Bl Tools » | All columns > & Refresh
a4 | Searcher | Status | Properties Name
- Al ¢ Inactive Show alert history TASKalfa 2550¢i_1
o Active 5 Inactive B Set price st in bulk | TASKalfa 2551¢i 3
+~' User session 8 Inactive b | Actiats ECOSYS P5026cdw_2
+~~ With Issue
- Local ¥ Activate all {h:]
+~' Unclassified |
2 Deleted @ Create direct queve |
L All printers = Remote setup
K Delete (Delete)
[ Select all [Ctrl+A)

Activating selected devices

1 On the list of printers on the Printers main tab, select the devices that you want
to activate, and click Actions.

2 Inthe Actions drop-down list, select Activate.

Activating all devices

Although there is no limit on the number of printing devices you can add to KNM, you
cannot activate more printing devices than your license allows.

1 Click Actions.

2 Inthe Actions drop-down box, select Activate all.

Deactivating printing devices

1 On the list of printers on the Printers main tab, select the devices that you want
to deactivate, and click Actions.

2 In the drop-down box, click Deactivate.
Deleting and undeleting printing devices
If you delete a printing device, you will not be able to use it, but its data is permanently

stored in the KNM database. If you want to use the deleted printing device, undelete it
and reactivate it.

= 1 KNM uses the device's MAC address to identify it. This address is unique.
# This means that you cannot activate the same device twice.
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Deleting printing devices

& New Group de New printer - i Took ~ (1] All columns + € Refresh
4 0 Searches | Status | Properties Name
- Al @ Ready 7 Show alert history TASKalfa 2551ci_3
#~ Active @ Ready (@ Set price list in bulk ECOSYS PS026¢dw_2
&= Uses stsion, @ Ready TASKalfa 2550ci_1
4~ With Issue
+ Local
+~ Unclassified I Deactivate
2] Deleted @ Create dicect queue
L+ All printers H: Remote setup

K Delete ::i}i-gtfji

{1 Selectall (Ctri+A)

1 In the list of printing devices on the Printers main tab, select the printing
devices that you want to delete, and click Actions.

2 Inthe Actions drop-down box, click Delete.

To see the list of deleted printing devices, select the Deleted search option.

Undeleting printing devices

== New group == Mew Printer v | +* Actions | GG Tools ~ | ] Al
4 || Searches Status

o+ All & Deleted

o~ Active @ Deleted

+— User zession

+ With Issue

+— Local

+ Unclassified
E Deleted

[ All printers

(Delete)

& Undelete

Select all [(Cirl+A4)

1 In the group panel, under Searches, select the Deleted search option.
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2 In the list of deleted printing devices, select the printing devices that you want to
undelete and click Actions.

3 Inthe Actions drop-down box, click Undelete.

Although no longer deleted, the devices remain unavailable until activated.
Printing device groups

All printing devices in KNM can be divided into groups based on their location, model,

vendor, category, etc. On the Printers main tab, you can create new groups of printing
devices.

KNM functions that use groups include the following:

+ Assign groups to print queues
» Grant rights or apply restrictions to groups of users
» Setreport access only for selected groups

Creating groups of printing devices

1 On the group panel, right-click All printers and click +New Group on the
shortcut menu.

The new group properties panel opens.
© L Allprinters -
“i‘ I\ﬁv Group ‘

| & Edit

I__I= 1 If you want the new group to be placed under an already existing

# group, select the parent group, and click + New Group (or right-
click the parent group, and click + New Group on the shortcut
menu).

2 On the panel, enter the name of the new group, assign rights to users or groups
of users, and click Save.

e Group 2 -~

General

Name:*  Group 2

# Rights
View printers: | S All users -
View in reports: _gi. All users | -

o Save ¥ Cancel
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3 Select the users that will have rights to the group from the drop-down menus.

View printers

Permission to see and manage printers from this group on the user
interface

View in reports
Permission to see this group of printers in reports

Deleting groups of printing devices
1 On the group panel, right-click the group you want to delete.

2 Click Delete.

Exporting a list of printing devices as CSV

On the Printers main tab, you can export the list of printing devices with all the
information that displays on the current view to a CSV file.

1 Click Tools.
2 In the Tools drop-down box, select Export and save the file.

If color coverage has been enabled for the printer in KNM and in maintenance mode
on the physical device, you can add columns showing information on color pages.
Contact support for more information.

» PCCL1 - Print color pages (L1)
* PCCL2 - Print color pages (L2)
* PCCLS - Print color pages (L3)
+ CCCL1 - Copy color pages (L1)
* CCCL2 - Copy color pages (L2)
* CCCL3 - Copy color pages (L3)

Al AK AL AM AN AD
a Print color pages (L1) | Print color pages (L2) Print color pages (L3) Copy coler pages (L1)  Copy color pages (L2) | Copy color pages (L3}
) 0 4] 0 0 0 1]

Settings > Printers
Global settings are created in Settings > Printers > General.
Other settings are available at Settings > Printers:

Printer Discovery

This link goes to the same Printer Discovery section that is available from the
main Printerstab (+New Printer > Discover printers).
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Terminal Actions

Procedures for creating terminal actions are available in the Embedded

Terminal Guide.

Scanning & OCR

Enable and manage scan and OCR settings.

Price list

Settings for associating printing devices with price lists.

4 General
Default administrator user name:

Default administrator password:

Copeer operation panel idle time: *
Keep printing after logging out:
Allow a color job on a B&W printer:

Allow a A3/Ledger job on an Ad/Letter
printer:

Print all jobs after logging in:

4 Cards
Enabie registration of multiple cards:
Register cards as temporary:
Validity of temporary cards: *

" Advanced Expand

4 Local Print Spooling

Enabled:

Delete ready jobs clder than:
Print8iFollow:

4 Offline Login

Offfine Login allows 1o use printers

Enablea:

Cache user credentials for:

packages

Kyocera:

Tded 1. T a3

4 Job price calculation before release

The printer is set up to increase the page
counter value for A3 and Ledger format by:

with the Embedded tern

0] seconds

24 hours

12 hours

ninal aven if the network connection

72 hours

7.2.0.68 KNM.pkg (348 B}

2 - Europe, USA [defauli) ¥

o Save K Cancel
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Displaying printer errors and alerts
Display printer alerts

1 To see all error messages, go to Printers > Alert History from the logo menu.
A complete list of all the errors and alerts will be displayed.

:g KYOCERA ~ & Home (9 Printers ¥ Alert History
A Home s CSV &' Refresh
M Printers ' Resolved Printer
7 9:24:34,. - TASKalfa 45011
& Queues 7511014, 01/25/2017 8:20:41...  TASKalfa 2551¢i
7 Alert Higtary 743213, 01/24/2017 433:13...  TASKalfa 3010i()
% Event I\{;iﬁcations 732712, 01/24/2017 3:28:12.. TASKalfa 3010i()
_ 7 11:18:0,, 01/24/2017 1:30:08,,  TASKalfa 3010i()

2 To show alerts for specific devices, select a printer from the list, click Actions
and select Show alert history.

+ Mew printer = | 3° Actions Bl Tools ._I All columns » 'CJ Refresh || 5

earch o+
Status & Properties Locati... | Site  Model Brand
@ Ready ¥ Show alert his‘ccug2 a 3010i(J)_5 TASKalfa 3010i(1) Kyocera
f= | 1 b I
@ Ready L pselprce Istinb 25514i_1 TASKalfa 2551ci Kyocera
@ Ready ' 7550ci_16 TASKalfa 7350ci Kyocera
& Ready ) - A501i10 TASKalfa RS0TI Kuncara

3 To export the Alert history table to CSV, click Save as CSV on the Alert History

tab.
% KYDCERS - Aot it ey
£ ) Save as W 7 Aelerh
= - |Crrated Rerhved Printer Subyrsten At Code Srverty
Primer |oatarmemanm . DATR0EIE0 | FE.CISIEMIE, T8 markes1 » Dther 1 s
- |DADLRONEDAR08 . OADLTIEDN0E . PS-CRSS00N_13 ingut #input: Reguest to change madium 0 3
OG/DL/2016 13108 . DE/UL/20V6 1IN . F5-CESS0DN_13 nputl & s Madis supply vy a0 5
i Sewch OGDR/PNGAZTR . OF/TLZ0I6ITAME - FS-CAG00N 13 ingut1 & Input: Media supply empty 08 H
OGTNNEIZT0S . DE/NZNEIZIM . FS-CRSS00N 13 input1 alput Request 9 ch ol 3
OS2T/E0N6 LR . OWETIAOH LARS . PS-C25MEMRP_TE input2 & input- Medis tre ot 5
AEATONA 1R RAATORIE LG ECCISIAMD T8 amadiDash 1 R n 2
Count 82 1 f1 - ltem pes page 160

Display printers with issues

To filter the list of devices to show only devices reporting alerts or errors, open
the Printers tab and select With Issue.
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= New Group =k New printer = 3
4 o] Searches Status
' All @ Ready
- Active
- . @ Ready
#- User session
&~ With Iﬁe

»~ Local

£ Unclassified

2| Deleted

Actions ~ [ Tools v [ All columns « &' Refresh | Search

-
Alert MName Locati... Site | Model Brand IP address
L Input: Media ..  TASKalfa 3510i_4 TASKalfa 3510i Kyocera 0.10.31.1

s nput Media... oy ic us01i 14 TASKalfa 4501i Kyocera  10.1031.78

i Input: Reques...

I__I= Printers with issues can also be added as a gadget on the
,!

Dashboard.

Possible alerts or errors in

clude:

» Network unavailability of printing device or Net Manager terminal
» A serious printing device error
* Empty paper cassette or low toner

Event Notification

Event notifications are customizable email reports notifying recipients about changed
states of monitored printing devices. They are initiated by alerts of the printing

devices.

Events and Event Actions can be set on the Event Notifications main tab.

Events

== New event... Edit Active | &' Refresh Delete

Events
4§ Event Actions Active

| All printers 2 v

] £ € € ¢

v

MName Description
Call service

Check supplies

Cover open or Faper jJam

Cut of paper

Toner below 10%

Toner below 20%

Toner empty

There are seven predefined events. These events correspond to common situations,

such as empty toner or jammed

paper, or to states of printing devices that require

particular actions, such as calling technical support or checking supplies. The events
are triggered by the following states of a printing device:

Call service

The printing device requires authorized technical service.

Check supplies
Check printing device con

sumables.
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Cover open or Paper jam
Either a cover of the printing device is open or there is a paper jam.

Out of paper
The printing device is out of paper.

Toner below 10%
One or more toners of the device are almost empty.

Toner below 20%

One or more toners of the device are below 20%.
Toner empty

One or more toners of the device are empty.
There are two types of Event Actions.

Send email

This event action sends an email to a recipient with information about the
event.

Terminate user session

This action terminates a user session after an event occurs. A delay period
can be set before the termination. This feature can be useful when a paper jam
occurs and a user who is using credit is logged in. Since a user using credit
can only log in to another device after their session is terminated, they are
unable to do anything further until the paper jam is fixed. Using this feature, the
user session can be terminated when a paper jam alert occurs, thus allowing
users to print on a different device.

Creating a new event notification
The following is an example of creating a new Event Notification.

By default, toner level notification is set to 20%. It must be set to Active before it will
send a notification. To have a different toner level notification event, create a new
event and set it to Active.

1 Go to Event Notifications > Events.

Click + New event....

Enter a name for the event, such as, Toner below 10%.
Click Save.

Under Filters, click + Add.

O b ONDN

In the Code from field, select -1700: Supply level below X
%supplyLevelBelowX.
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CFiter
Enabled: -j

Code from: -
15301: Interpreter; Memaory increaseinterpreterhMemoryin..

Code to: )
1502: Interpreter: Memory decreaseinterpreterbMemaoryD...

severity: 1503: Interpreter: Cartridge addedinterpreterCartridged...
Training: |1504: Interpreter: Cartridge deletedinterpreterCartridge...
Group: |1505: Interpreter: Resource addedinterpreterResourcedd...

1506: Interpreter; Resource deletedinterpreterfResourceD..,

Group index:
Brand 1307: Interpreter: Resource unavailableinterpreterfesour...
rand: .
1508: Interpreter: Complex page encounteredinterpreter...
Model: |1801: alert: Removal of Binary Change EntryalertRemova...

-1601: Assign a catalogue item to a supplysupplylsMoti..,
-1602: supply replacement needs to be checkedsupplyR...
-1700: Supply level below X%6supplyLevelBelowX @ I
15000: Job suspendedjobSuspended -

7 Inthe X field, select the % level, such as 10.

Enabled:

n

Code from: | -1700: Supply level below X% - |

Code to

X

Training:

Group:

Group index:

Brand:

Model:

| H ks

<
R

[ % cancel |

8 Click OK.
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By default, the new filter is Active. Clicking the Active button toggles an event
notification between active and deactivated.

Configuring event actions

You can create actions with specific settings and custom email. Select from the
available events and compile the email message from available parameters. You can
apply these actions to all printers, or you can restrict them to groups of printers.

o= Add rule Edit Active | & Refresh Delete
Events
4 .75 Event Actions Active | Name Delay Event
4 || All printers
| PrinterGroup! 1 Cover open or Paper jam
0 Cover open or Paper jam

| PrinterGroup? 3 ¥ Send emai

1 Go to Event Notifications > Event Actions.

2 Click + New action.
You can select Send email or Terminate user session.

For this example, select Send email.

3 Set Enabled to ON and select an Event.

.+ Event Action: All printers

Enabled:

Event:* | [empty]

Action: | [Empty]

Call service
Delay: * | Check supplies
Toner empty
Toner almost empty
Out of paper
| Toner below 20%

Retry: *

Recipient: *
Parameters: %5PRINTER_CONTACT%

Subject: *
Message: *

\.PRINTER_MONOC}

NUMBERY, {PRN.MODEL}, {PRN.LOCATI
_COLOR), [PRN.SCANNER}, {SUPPLY.IN
QUP), {ALERT.TIME}

4 Enter the Recipient and a Subject for the email. In the Message field,
enter the information you want to have in the message. You can copy in the
parameters for the message from the text below the Message field.
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. Event Action: All printers x

Enabled:

Event: * | Cover open or Paper jam

Action: | Send email

Delay: * |0 minutes
Retry: * |0
Recipient: * | Barry User -
Parameters: 32PRINTER_CONTACT%

Subject: * |Cover open or Paper jam on printer (PRN.IP_ADDRESS)

Message: * | {PRN.IP_ADDRESS}
{PRIN.NAME}
{PRN.SERIAL NUMBER}
{PRN.MODEL}
{PRN.LOCATION}
{PRN.PRINTER_MONO}
{PRN.PRINTER_COLOR}
{PRN.COPIER_MONQ}
{PRN.COPIER_COLOR}
{PRN.SCANNER}
{SUPPLY.INFO}

o Save R Cancel

5 Click Save.
The new action displays in the Action list.

By default, the new event action will be set to Active. Clicking the Active button
toggles an event action between active and deactivated.

== Mew action * | & Edit &' Refresh | & Delete

Active | Name Delay Event

Cover open or Paper jam

¥  Send email 0 Cover open or Paper jam

Toner below 20%

=2nd ema L

- |
o
o
o
a

C

;

Remote setup

There are many settings that must be made on a printing device so KYOCERA Net
Manager to can manage the device.

You can log in to the device and make changes, but the Remote Setup feature will
allow you to set up a device or multiple devices remotely and install the needed
system components.

For more information, see Remote Installation from the KNM web interface in the
Embedded Terminal Guide.
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Terminal Actions - Set rights for printers and printer groups

An Administrator can change the access rights of a terminal action to a specific
printer, printer groups, or a mixture of both. By default All Printers is selected.

I_EI Rights to a folder in terminal actions cannot be changed.
4

|, | Panel Copy ®x
General
Enabled: -
Title: |an-us
Printers: * | || All printers -
Rights: * | g All users -
Style: * | Panel Copy v
+ Save ® Cancel
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Under normal circumstances, print jobs are sent to the server until released. This
means that every print job is sent from the user computer to the server and then from
the server to the printing device. This is fine for networks with strong bandwidth, but
might not be optimal for customers with many small branches and limited bandwidth to
the central server.

Local Print Spooling solves this problem. With Local Print Spooling enabled, the print
job is sent directly to an Embedded Terminal device and saved to its hard disk, where
it waits to be released.

Local Print Spooling allows you to spool print jobs directly to an Embedded Terminal
device instead of spooling through the KNM server. The Embedded Terminal device
requests authorization from the server and stores the authentication and user policies.
If the server goes offline, the print job can still be released directly from the Embedded
Terminal device.

The locally stored credentials allow you to send a Direct Print, Hold Print, or
Print&Follow job from your client computer and to collect the job from an Embedded
Terminal device with Local Print Spooling enabled.

For a list of devices that support Local Print Spooling and Offline Login, contact
support.

Advantages to Local Print Spooling include:

Bandwidth conservation

Network bandwidth is conserved by routing the print jobs directly between the
client computer and the HyPAS application in the Embedded Terminal device,
eliminating the roundtrip to the server.

High confidentiality

Print jobs and user information are not shared outside of the specified
Embedded Terminal device.

Availability of printing when the server is offline
Once credentials are locally stored, you can print, copy, scan, fax, and use
Panel USB even if the server is offline.

Limitations of Local Print Spooling include:

Mobile printing / Smart Job Manager
Not supported

Project Accounting

If the server goes offline, the Embedded Terminal device will allow you to log
on, but project accounting is not supported in offline mode.
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KX Driver

Although you can use any Embedded Terminal device which supports Local
Print Spooling, the KX Driver must be configured to use that specific device

IP, or you can use Port Monitor for failover. If you want to use additional
Embedded Terminal devices, install and configure KX Driver for those devices.

Limited Storage

Maximum storage available on the Embedded Terminal device for user
information and job records is device-dependent. Also, if there are other
HyPAS applications in addition to Local Print Spooling on the Embedded
Terminal device, they will reduce the amount of available memory.

Some functions are not available when an Embedded Terminal device is in deep
sleep

Print jobs are not spooled, and job data and user credentials are not
automatically deleted.

No display of color jobs
When color printing is restricted, local color print jobs are not displayed.

Server print jobs display before local print jobs
Local print jobs and server-based print jobs are sorted separately.

Some terminal actions are not supported in offline mode

In offline mode, only the following terminal actions are supported: Print All, My
Jobs, Panel Copy, Easy Copy, Panel USB, Panel Fax, and Send to FTP/SMB
and email with company SMTP server from Panel Scan.

I_E! The Embedded Terminal device will not print spooled jobs if the network
# cable is unplugged.

Local Print Spooling configuration

To use the Local Print Spooling feature, configure the following:

« KNM server
 Embedded Terminal device
+ Client computer printer driver (KX Driver)

Setting up Local Print Spooling

4 Local Print Spooling

ocal Print Spooling allows printers with the Embedded Terminal to receive print jobs and securely release them when user logs in. This significantly

owers network traffic to the KYOCERA Net Manager server,
Enabled:

Delete ready jobs older than: = |12 hours

Print&Follow: |+

1 Go to Settings > Printers.
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2 Configure the Local Print Spooling settings:

Enabled
Click to enable or disable the feature.

Delete ready jobs older than
Number of hours to hold jobs before deletion.

Print&Follow
Select to activate Print&Follow for Local Print Spooling.

3 Click Save.
The Apply new settings dialog box displays.

Apply new settings x

For the changes to take effect, the following tasks need to be done. If you uncheck a task,
you should do it manually,

Reset all terminals
WARNIMNG: All ongoing user sessions will be terminated.

o OK # Cancel

4 Keep the Reset all terminals option selected and click OK.

The settings are distributed to all connected terminals.

Configuring the KNM server to use an Embedded Terminal
device

1 Open Printers and double-click the Ready Embedded Terminal device. You
must have added and activated the printing device and have run Remote
Printer Setup previously.

2 Select one of the Login methods.

3 Click Save.

Configuring the Embedded Terminal device

When you run Remote Printer Setup, you are given an option to set up IP filters. The
filters limit connections to only the specified IP address of the KNM server. In this
case, for Local Print Spooling to work, the IP address of the device must be added
manually.

|= 1 If you did not set up IP filters, then do not set an IP filter for the device.
4
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1 Enter the IP address of the Embedded Terminal device in a web browser
and open Command Center RX. If you get a warning message, ignore it and
continue to the website.

2 Log on to Command Center RX using the device Admin credentials. The default
settings are User Name: Admin and Password: Admin.

3 Open Network Settings > TCP/IP.

4 Scroll down the page to IP Filters (IPv4) and click Settings.

Y - . Last Updated:
Home @‘ IP Filter(IPv4) Settings | 2018/09/19 05:11:10 @

9 Admin Network Settings - TCP/P

s oot Filter 1
10.10.19.91 ”

IF Address(IPv4) :

[E8 User Properties Subnet Mask 255.255.255.255
[ Device Information Pralacols ¥ LPD FTP
0 Remote Operation .
< PP I IPP over S5L
»).Jub Status > [ HTTR IHTTPS
1 Raw | sNMP

EAddress Book >l Filter 2
%Device Sefings > : [ il

IF Address(IPv4) : 10.10.30.231
%Fundion Seitings > Subnet Mask 255.255.255.255
Protocols : #LeD T
PP _|IPP over SSL
O HrTP [ HTTPS
¥ Raw L snmp

Protocol

w Security Setfings > Filter 3

=1 Filter 1 should already be pointing to the KNM server, as this is
# automatically set when you run the remote printer setup procedure,
unless Set up IP filters is cleared for Remote Printer Setup.

5 InFilter 2, enter the IP address of the Embedded Terminal device. Enter
255.255.255.255 as the subnet mask and select LPD, IPP, and Raw as the
protocols.

6 Click Save.

5-4 Administrators Guide



Local Print Spooling

Configuring the KX Driver

A printer port on your computer must be configured to point to the Embedded
Terminal device that is using Local Print Spooling. You can add a new port or edit the
configuration of an existing port.

1

© 0o N OO A~ WNDN

Open the KX Driver interface. On your computer, open Control Panel >
Hardware and Sound > Devices and Printers and right-click the printer you
want to use.

Select Printer Properties.

Select the Ports tab, and click Add port.

Select Standard TCP/IP Port and click New Port.

Click through the wizard.

In the Printer Name or IP Address field, enter the IP address of the printer or

the printer hostname.
Click Finish.

Select the port you just created and click Configure Port.

For Protocol, select RAW and one of the following four port numbers:

10010

Port for direct print. The job is automatically printed after it is received by
the printing device.

10011

Port for secured hold print. The job is spooled by the printer and waits
until the user logs in and prints it. It is not possible to print on another
printing device.

10012

Port for Local Print Spooling Print&Follow. The job is spooled by the
printing device. Once the user logs in to any of the devices connected to
the same subnet, information about this job is provided. The job displays
in the list of the available jobs and can be printed.

10013

Port for Local Print Spooling delegated print. This port works the same
way as the Local Print Spooling Print&Follow, except that the job can be
printed by delegates of the job sender.

I__I= 1 For the LPR protocol, change the port to 10020 and set the Queue
# Name to delegate. You must also change the port in the Windows
registry. Contact support for more information.
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10 Clear SNMP Status Enabled.

Configure Standard TCP/IP Port Monitor X

Port Settings

Port Mame:

Printer Mame or IP Address:

Protocol

Raw Settings

IP address of the
printing device

Direct //

L
I

10.10.31.143

OLPR

Port Mumber: 10010

LPR Settings

Queue Mame;
LPR Byte Counting Enabled

[ ]SMMP Status Enabled

Community Marme: public
SHBAP Dewice Index 1
11 Click OK.

Concs

12 Select the Device Settings tab and click User.

1 3 Enter a user name or leave blank to have KYOCERA Net Manager use the

Windows user name.
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User Settings ? *

Identification

User name: | | |

Department: | |

Units

@ Inches
() Millimeters
Language preference

Select language: English hd

14 Click Administrator and select the Net Manager tab.

15 Clear Net Manager and click OK.

iGeneral | Lock Settings | User Login | Job Accounting | Met Manager

10.10.18.190

(V=]

[=]
[r=]
e

Use Windows authentication

® Use specific name

Configuring Port Monitor

With the Port Monitor utility for KNM, a port can be easily configured for failover

capability. Please refer to the Installation Guide for more information and installation
instructions.

Port Monitor - Spool large jobs directly to devices

Port Monitor can send jobs above a certain size directly to devices, rather than
sending them to the server and having the server send the jobs to the devices. This
reduces network traffic and improves the document workflow.

Local print spooling must be enabled on the server and on the device.

I__I= 1 Install the latest version of Port monitor to see this feature. Previous
# versions must be uninstalled before installing the latest version.
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1 Open Port Monitor.
2 Select Send print job to device more than:

3 Set size of job in the drop-down menu. The size range is 1-9999 MBs.

Port MName:
ENM Port
Primary: KNM Server Secondary: Device
Auto detect site server address IP Address:
[ 10.10.19.159 J 10. 10.19.130
Queue Name: Port Mumber:
[ PrQuee | () 10010 - Direct
BerineeE () 10011 - Hold
-— ®/10012 - Print&Follow
{C) 10013 - Delegated printing
[7] Send print job to device more than : [512 - MB
o ] | conce
4 Click OK.

Print&Follow for Local Print Spooling

With the Print&Follow extension activated, jobs sent to one printing device can be
printed on any other printing device connected to the same local area network. If
there are more devices at the branch, the jobs spooled on the devices can be shared
between them. In this case, jobs sent to one device can be printed on other devices.
The Print&Follow feature is limited to devices on the same subnet.

U For local Print&Follow functionality, set the same time and time zone
o seton all of the participating devices. The easiest way to do this is to
synchronize the devices with a time server.

Delegated printing for Local Print Spooling

The delegated printing feature makes the spooled jobs available to delegates. This
way, all delegates of the job sender can print jobs sent via the dedicated delegated
printing port 10013 or LPR "delegate" queue.

5-8 Administrators Guide



Local Print Spooling

Using Delegated printing with Local Print Spooling

Local Print Spooling supports the Delegated printing feature, in addition to Direct,
Hold, and Print&Follow features.

=1 To use Delegate user printing in Offline mode, a user must have
# previously logged in in online mode.

1 Go to Users and double-click the name of a user to open the settings panel.
Click Delegates and select a delegate for the user.

2 Click Save.
A userl X
General Groups Queues Delegates
Delegates can print user's jobs sent to the delegated printing queue.

Delegates: |userZ -

+ Save ® Cancel

3 Go to Settings > Printers > Local Print Spooling and set Local Print
Spooling to Enabled.

4 Click Save.

4 Local Print Spooling

Spooling allows printers with the Embedded Terminal to receive print jobs and securely release them when user logs in. This significantly
etwork traffic to the KYOCERA Net Manager server.

Enabled:
Delete ready jobs older than: * 12 hours

Print&Follow: v

5 Open the driver Printer Properties and go to Ports > Configure Port.

6 In Port Settings, choose either the RAW protocol or the LPR protocol.

* For the RAW protocol, set the Port Number to 10013.

* For the LPR protocol, change the port to 10020 and set the Queue Name to
delegate. You must also change the port in the Windows registry. Contact
support for more information.
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Configure Standard TCP/IP Port Moenitor

Paort Settings

Port Mame:

Printer Mame or [P Address:

Protocol

(® Raw

Raw Settings
Port Mumber:

LPR Settings

0.10.30.202

10.10.30.202

(JLPR

10013

LPR Byte Counting Enabled

[] SMMP Status Enabled

7 Click OK.

public

1

8 Login to the device terminal as user2 (delegate of user1).

You will see the job as "(user1) [actual job name]".

Offline login

Proper operation depends on 100% reliable network connection. Connection problems
can prevent users from starting user sessions on printing devices and performing
copy, print, or scan operations. Setting Offline Login prevents these problems.

User information, including credentials, is cached at the device and if the server is
unavailable, cached data is used for user authentication. Users can log in and perform
all the operations that do not require network access to the server. When combined
with Local Print Spooling, the offline login feature offers a robust backup plan for

server outage.

Features not supported in offline mode

+ Credit, Quotas and Project Accounting
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» Scanning terminal actions (Panel Scan may be available)
* Unlock Panel terminal action

+ Edit Account terminal action

» Password login

* Network Fax

» Favorite jobs

» Restart of device during session — jobs printed during the interrupted session will
be accounted to the *unknown user account

U While the Offline Login feature is enabled, printing devices that support

o the feature and have an Embedded Terminal assigned cannot be added
to direct queues. On these devices, you can use the direct print option of
Local Print Spooling instead.

Offline login requirements

Enable SSL only mode on the server, by setting Enable only secure connections
to On on the Settings > Network page. UDP broadcasts have to be enabled on the
network.

4 Communication Security

Security of communication with the Web Administrator Ul, terminals, Smart Job Manager and other KYOCERA Net Manager servers in the cloud
Enable only secure connection: 0

Certificate: | myq jocal |2 Change certificate | |.2| Generate certificate

Enabling offline login

4 Offline Login

Offline Login allows to use printers with the Embedded terminal even if the network connection to
Enabled:

Cache user credentials for: = |72 hours

1 Go to Settings > Printers.
2 Set the Enabled switch under Offline Login to On.

3 Set the number of hours for Cache user credentials for.

= To use Offline Login, a user must have logged in using online
# mode at least once during the Cache user credentials period. The
default is 72 hours.

4 Click Save.
The Apply new settings dialog box displays.

KYOCERA Net Manager 5-11



Local Print Spooling

Apply new settings x

For the changes to take effect, the following tasks need to be done. If you uncheck a task,
you should do it manually.

Reset all terminals
WARNIMNG: All ongoing user sessions will be terminated.

o 0K # Cancel

5 Keep the Reset all terminals option selected and click OK.

w The Send Result Report option (Management Settings >

o Notifications/Reports) on the printing device's web interface
should be turned Off (it defaults to Error Only). Otherwise, when a
connection fails during an online session, a report about this event
is printed on the printing device and accounted to the logged user. If
the Offline login feature is off, the printed report is accounted to the
*unknown user account.

Result Report

Send Result Report -

E-mail/Folder :

Canceled before Sending :

On
Error Only
Nalme or LUe dalll

Recipient Format :

! Name and Destination

The settings are distributed to all connected terminals.

Local print spooling behavior when the KNM server is online

When the KNM server transitions from offline mode to online mode, active print jobs
are allowed to finish before the Embedded (HyPAS) Terminal device goes into online
mode. Print jobs can be either Direct Print, Hold Print, or Print&Follow.

Direct Print workflow when the server is online

» The KX Driver spools a Direct Print job to the Embedded Terminal Device

» The Embedded Terminal device checks with the remote KNM server to see if your
user credentials exist

» If your credentials are valid, the job is printed and your credentials are stored
« If your credentials are not valid, the job is not printed
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» The remote KNM server collects accounting information so that an Administrator
can generate usage reports

Hold Print and Print&Follow workflow when the server is online

Hold Print and Print&Follow have similar behavior. However, Print&Follow allows
you to print to all local Embedded Terminal devices once the login information and
authorization are stored locally. Hold Print only allows printing on the device with the
login information and authorization.

+ The KX Driver sends a Hold Print or Print&Follow job to the Embedded Terminal
device.

* The user enters authentication information into the Embedded Terminal device
using an ID card, PIN, ID card and PIN, ID card and password, or user name and
password.

* The Embedded Terminal device asks the remote KNM server for authorization
and authentication credentials and stores the ID card and PIN locally. Password
information is not stored.

* The user selects which jobs to print and they are released.

+ The remote server collects accounting information so that an Administrator can
generate usage reports.

Local Print Spooling behavior when the server is offline

When you are printing and the KNM server goes offline, the default behavior is that
your user session is immediately terminated and Hold Print and Print&Follow jobs are
canceled. Direct Print jobs will complete. You must log in again to complete your Hold
Print or Print&Follow jobs.

To have all of your print jobs complete when the server goes offline, open Settings >
Printer. Under General, select Keep printing after logging out.

I_E! If you have not been authenticated on the Embedded Terminal device

# atleast once, with an ID card, PIN, or ID card and PIN before the
server goes offline, you will not be able to log in, as there are no stored
credentials.

Direct Print workflow when the server is offline

* The KX Driver spools a Direct Print job to the Embedded Terminal device

* The Embedded Terminal device performs authentication with your stored
credentials and prints your jobs

« If there are no credentials, the job will not be printed

Hold Print and Print&Follow workflow when the server is offline

Hold Print and Print&Follow have similar behavior. However, Print&Follow allows
you to print to all local Embedded Terminal devices after the login information and
authorization are stored locally. Hold Print only allows printing on the device with the
login information and authorization.
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» The KX Driver sends a Hold Print or Print&Follow job to the Embedded Terminal
device.

» The user enters authentication information into the Embedded Terminal device
using an ID card, PIN, or ID card and PIN. You cannot use ID card and password,
or user name and password to log on, as passwords are not stored.

* The Embedded Terminal uses the stored credentials to validate authentication
information.

* The user selects which jobs to print and they are released.
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Both Client Spooling and Local Print Spooling are useful when the KNM server is
connected over a low-bandwidth or unreliable network connection.

The decision as to whether Client Spooling or Local Print Spooling is better for a
situation depends on the types of devices used in the branch office.

If the branch office only has printing devices without HDD or SSD storage, then
Client Spooling is the better option, as the user’s computer can spool and release
the job to the device when the user logs in.

If the branch office has printing devices with HDD/SSD storage, then Local Print
Spooling is the better option, as the devices can spool and release the print jobs
when the user logs in.

An important difference between the two features is that Client Spooling requires an
online server, while Local Print Spooling works when the server is offline.

As the Client Spooling print jobs do not go to the server, the following limitations apply:

Job filters are not applied

If the client computer is offline, the job is not printed, but it is marked as printed on
the server. The user is not notified.

Jobs cannot be marked as favorites
Job properties are not available in KNM
Job processing:

» The job is not parsed (number of pages, color, etc., are unknown)

» User detection: Methods requiring the job data file are not supported: @PJL
USERNAME=',,;

« Computer detection: Methods requiring the job data file are not supported:
@PJL HOSTNAME="...!

* The job name cannot be read from the PJL

» Job processing defined on the queue cannot be applied

» User policies cannot be applied

Client spooling requirements

Client Spooling requires:

Smart Print Services must be installed on the client computer and configured to
use Client Spooling

A Print&Follow queue must be configured in KNM so that it can be used by the
Client Spooling print driver

The KX Driver must be configured on the client computer

Client Spooling is different from other queue configurations in that it is set on the client
computer and the Net Manager plugin cannot be enabled in the KX Driver. This is
because the connection to KNM is managed by Smart Print Services.

KYOCERA Net Manager
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See the Installation Guide for more information on Smart Print Services.

Configuring KNM client spooling
1 In KNM, create a Print&Follow queue.
2 Set the User detection method to Job Sender.

3 Click Save.

Configuring printer driver for client spooling
1 Go to Devices and Printers on the client computer.

2 Open Printer Properties for the KX Driver you are going to use for Client
Spooling.

3 Select the Ports tab and click Add Port > Standard TCP/IP Port > New Port.
Configure Standard TCP/IP Port Monitor X

Port Settings

Port Mame: KM

Printer Mame or [P Address: 127.0.0.1

Protocol

O Raw @ LPR

Raw Settings

(=]
—_
(=]

LPR Settings

Cueue Mame: ClientSpool

LPR Byte Counting Enabled

[ ] SMMP Status Enabled

public

Corcs
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(o2}

Enter the following settings:

» Set Printer Name or IP Address to 127.0.0.1

+ Set the Port Number to 515

» Select LPR for the Protocol

+ Set the name of the Print&Follow queue that you created in KNM
» Select LPR Byte Counting Enabled

+ Clear SNMP Status Enabled

Click OK.
Print a test page using the Client Spooling driver.

Log in to the device and verify that the job has been sent.

KYOCERA Net Manager
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7 Smart Job Manager (SJM)

Easy Job Manager (EJM) 2.0 has been replaced by Smart Job Manager (SJM). The
functionality is the same and the installation and modification procedures are the
same, except for the location of the API key. The API key for SUJM configuration is
called the Client ID.

The Client ID is obtained from Settings > External systems > Smart Job Manager >
Show Information.

External system x

tle: [Srmart lob Manager
Chient 1Dy | DTC3695A-3289-4F058-9012-ED141F812807
Secret: [30349928073779296

o OK X Cance

Smart Job Manager service enables the following advanced features:

* Project Accounting

» User identification on shared computers

+ Credit Accounting (other than PCL5 drivers)
* Quotas (other than PCL5 drivers)

Smart Job Manager must be installed on the computer where the Net Manager print
drivers are installed. This is either the dedicated print server or a user computer,
depending on the print environment infrastructure and required functionality.

Smart Job Manager service communicates with the print spooler, extracts the data,
and sends the data to the server with the print job.

Smart Job Manager can pause the job in the spooler and keep it waiting for user
interaction. It communicates with the server bidirectionally, collects information from
the server, manages popup windows and provides dataflow between the user and the
server. This service is useful for project accounting and user identification on shared
computers.
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The following features are not supported in SUM. However, these features are
supported by the new client application Smart Print Services (SPS).

» Detecting pages from print spooler
« Secure printing

+ Client spooling

» Failover printing

You can also use EJM 1.0, which supports all features.
For Smart Job Manager installation instructions, see the Installation Guide.

For information on using Smart Job Manager to send jobs, see the User Guide.

SJM user interaction script

SJM allows a user to interact with the server by confirming or rejecting certain settings
suggested by the server by using PHP scripting in queue setting.

These user interaction dialogs are supported:

$this->dialogYesNo($text) Creates a dialog with $text as text
content and Yes, No buttons.

$this->dialogPrintNo($text) Creates a dialog with $text as text
content and Print, No buttons.

$this->dialogYesNoCancel($text) Creates a dialog with $text as text
content and Yes, No, and Cancel
buttons.

$this->terminate() Terminates script processing.

When a button is clicked by a user, the on{ButtonName} function is called, where you
can add code to accomplish desired actions.

I__I= 1 onCancel calls $this -> terminate() by default. It can be overwritten if
< needed.

Configuring SJM user interaction PHP script
1 Go to Queues and double-click a queue.

2 Select Scripting (PHP) > User interaction and enter PHP scripts for the user
interaction.

3 Click Save.

KNM settings required to print jobs in SUIM

In order to print jobs with SJM, one of the following conditions must be met:

* Projects are enabled, and the user has at least one project assigned
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* A user interaction script is set on the queue
* Queue has the user detection method set to one of the following:

*  Prompt for PIN/Card
*  Prompt for Username and Password
» Select the user from a list

= The user detection mode in KNM does not need to be the same as
# the user authentication mode used in SJM, as the SJM authentication
takes precedence and will authorize the user to print.

Configuring user detection method for a queue in KNM

1 Login to KNM as Administrator.
2 Open the queue on which the user will have rights.

3 Change the queue's User detection mode to one of the following:

* Prompt for a PIN/card
*  Prompt for a user and password
* Prompt to select a user from a list

User detection method: * | Prompt for a user and password

c?b?'l

lob sender

Sender's computer name

Print server's DNS name

Get job name from PJL:* | Sender's computer DNS name
lob metadata mode: * | Detect user from the job name

Prompt for a PIN/card

Computer dEtf{ﬁ:Dr? Prompt for a user and password

Regular expression:

4 To verify that the settings work, login to SJM with user credentials. Send a job to
the users queue on the client device where SJM is installed.
The number of pending jobs and the first job name displays. The user has the
option to Delete or Print.

=1 If there is more than 1 pending job, the user may select the Apply
# to all jobs check box to make the same decision for all print jobs.
Job name is no longer displayed if this check box is selected.
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Smart Print Services (SPS) provides additional features to those that Smart Job
Manager provides.

» Detecting pages from print spooler
» Secure printing

+ Client spooling

+ Failover printing

SPS is only available for Windows.

For information on installing and configuring Smart Print Services, see the Installation
Guide.

Client spooling

With the Client Spooling feature enabled, users' print jobs are not sent to the KNM
server, but stay stored at the users' computer. When a user prints their job while this
feature is activated, only the print metadata are sent to the server and the actual print
job does not leave the computer. After they authenticate themselves at a printing
device and select the jobs to be printed, the printing device notifies the server, the
server notifies the computer and the computer sends the job directly to the printing
device, where it is printed. This method decreases traffic to the server; good for offices
with limited network connectivity.

Failover printing

With the Smart Print Services application installed and running on the end user's
workstation, you can set a backup printing device to be used for print when connection
to the server is lost. The Failover printing feature serves as a backup tool in case of
server outage.

Local print monitoring

Besides monitoring network printing devices, KNM is able to monitor the number of
printed pages on devices connected locally via parallel port or USB port. The system
extracts the number of printed pages from the print spooler when it is processed by
the print driver.

This extraction requires installing the Smart Print Services Windows service on all
computers from which you print and setting up local print monitoring on each. All Jobs
sent to selected types of ports will be detected from the print spooler.

U Communication with the local printing device is one-sided and restricted
o tosending print data. It is not possible to confirm that printing actually
finishes. KNM charges for the whole number of pages extracted from the
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spooler when they are sent to the printing device, even if the print job is
canceled.

I__I= 1 Local printing devices monitoring is available only on computers with MS
< Windows.

Local printer accounting

After the print job is sent to a local printing device, the number of pages and other
information about the print job are saved to the Smart Print Services folder on the
sending computer. Once a connection with the server is established information is
automatically transferred to the server, so it is not necessary to have a permanent
connection to the server.

Once the server has connected and received the print job data, information about
the job appear in an Info entry in the log. Each entry contains information about who
printed, the printing device used, and the number of printed pages. The Net Manager
server automatically creates a new printer with a status of Local and a name in the
format of printer@computer (LPT@nb115).

Administrators can set a price list for local printers to include in monetary reports.

If the user printing through the local printer already exists in Net Manager, the jobs are
assigned to them; if not, the job is accounted to *unknown user.
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On the Settings > Jobs page, you can set options for managing print jobs. Main
areas on the screen are:

General/Maximum job size

Defines the maximum size of the job that can be received by the system. Jobs
over this limit are rejected.

Notification on job receiving errors

Select Notify the Administrator via email to inform the admin of jobs rejected
by the system.

Select Notify the job sender via email to send email (job sender is always
notified by Smart Job Manager).

Job parser

Enable to detect information about the job before it is printed, used for credit,
quota and PHP scripting.

Jobs via LPR protocol
Enable and set the LPR port.

Jobs via Email/Web
See full description that follows.

Job roaming

Used to share jobs between different servers. Select users and manage
queues for job roaming.

Jobs preview

This feature requires third party software. Set the path to the software you
would like use for previews and add it with the parameters required for the
software to function. Define input and output file parameters: %inFile%=input
file, %outFile%=output PDF file. Define for each emulation (PCL 5, PCL 6, or
PostScript) to be used.

4 Jobs preview
Enabled:

Tools: | PCLS v | "CA\Caonvertor_PDF\convpdf.exe" -dNOPAUSE Remove Prescribe * 3¢
-sDEVICE=pdfwrite -dPDFSETTINGS=/screen
-sQoutputflle=%inFile% "outFile%”

PCLG v ||"c:\Canvertor_PDF\convpdi.exe” -dNOPAUSE Remave Prescribe * 3¢
-sDEVICE=pdfwrite -dPDFSETTINGS=/screen
-sQoutputFlle=%inFile% "%DutFMe&:‘l

= Add
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Jobs archiving

This feature stores all jobs as PDF including job metadata to the archive folder.
Configure a DMS application which will pick up the jobs and clean the folder
regularly. Archiving print jobs uses the Jobs preview feature, which must be
turned on and configured. This feature requires a job archiving license.

Advanced
Metadata generator

Printing jobs via email, web user interface, or mobile app

Users can print jobs by sending an email to a special email account without installing
a print driver or applications such as MS Word on the client device.

The following formats are supported:

* PDF/a

* .jpeg, .bmp, tif, .png

o .ixt (UTF8)

+ MS Office, OpenOffice and LibreOffice documents. The corresponding suite must
be installed on the KNM server. MS Office must be MS Office 2007 or later with the
latest service pack.

« Email body in plain text and HTML

=1 All print jobs sent by email, web user interface, or mobile apps are
# assigned to the Email_web queue and can only print to devices
assigned to this queue.

Enabling printing from email and web printing

Once Jobs via Email/Web is enabled, all users with rights to the Email_Web queue
will have the Print File button displayed on their web user interface.

1 Go to Settings > Jobs > Jobs via Email/Web.
2 Set Enabled to ON.

3 Inthe Allowed Users drop-down box, select the users of this function.

U » If you select Always generate a new PIN after a job is
received , a new PIN is generated every time a user sends an
email with a print job.

» If the user already has a PIN, it is replaced by the new one.

» If you select this option, make sure that you select the Send new
PIN via email option on the Users settings menu, under PIN.
Otherwise users will not receive the new PIN and cannot access
their KNM accounts.
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User options for sending print jobs by email

If Jobs via Email/Web is enabled, a user can print a document by attaching it to an
email and sending to a special email account dedicated to printing.

An admin can set Default Print Options such as:

« B&W
* Economic mode
* Duplex

Users can change the parameters of their print jobs by adding keywords to the email
subject line. These changes have priority over the Default Print Options set by the
admin. Users can choose from the following keywords:

» #color - color print

* #mono - B&W print

» #duplex - print on both sides of a sheet of paper
+ #simplex - print on one side of a sheet of paper
* #ecoon - toner-save print mode on

» #ecooff -toner-save print mode off

The keywords can be used as any part of the subject line and do not have to be
separated. For example, an email with the subject: MyPrintJob #mono#duplex will
force the job to be printed in B&W and duplex.

Receiving print jobs sent via email on the KNM server

There are two ways of receiving print jobs sent via email on the KNM server.

+ Set KNM as an SMTP server and forward all emails with print jobs to KNM

+ Set KNM as an SMTP email client that fetches all emails from a special email
account on your SMTP server via POP3 or IMAP protocol

Configuring KNM as an SMTP server

This configuration forwards print jobs that are sent from the company mail server to
the KNM server.

1 Create an email account for receiving print jobs on the company mail server.

2 Redirect the emails to print@IP_Address, where IP_Address is the IP address
of the KNM server.

Any email received on this address will be processed as a print job and its
owner will be identified by their email address.

3 Go to Settings > Jobs > Email and select KYOCERA Net ManagerSMTP
server as the Method.

4 Click Save.
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Configuring KNM as an email client

This configuration has KNM monitor a special email account on the company mail
server. KNM then fetches any print jobs sent via email from the mail server.

4 Email

Always generate a new PIN after a job is
received:

Print email body:
Default print options: B&W Economic mode Duplex
ou can override the defaults by using keywords in the email subject
Method: () KYOCERA Met Manager SMTP Server
® POP3
IMAR

Enter an email box for receiving jobs. The box will be emptied automatically.

Security: * | [empty] v
Server: *
Port:* |0
User:
Password:

Polling interval: = |30 seconds

A Test

1 Create an email account for receiving print jobs on the company mail server.
2 Go to Settings > Jobs > Jobs via Email/Web.

3 In the Email section, select Method, either IMAP or POP3.
Additional options appear.

4 Enter the settings for accessing the mail server.
Security, Server, and Port are required.

User refers to the email account that receives the print jobs. Password is for
that email account.

5 Click Test to check that the connection to the mail server is working.

6 Click Save.

Processing print jobs in Office format

Print jobs that are in any Microsoft Office format and sent via email can be processed
with Microsoft Office, OpenOffice, or LibreOffice. The applications must be installed
on the server. The applications must be run under a user account with Windows
administration privileges.

To select the method of printing, go to Settings > Jobs > Office file formats.

Select one of two methods:
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Convert to PDF

KNM opens the document in the Office application, saves the job as PDF

and sends it directly to the printing device. The printing device must support
direct print of PDF. See "Creating an Account for Processing Print Jobs" for the
configuration procedure.

Via a Windows printer

KNM opens the document in the Office application and prints it using a
selected Windows printer (print driver). Select the printer from the drop-down
box. See "Printing via a Windows Printer" for the configuration procedure.

Creating an account for processing print jobs

A Windows account with full administration privileges is required for running
applications that are used to process print jobs sent via email.

1 Create a Windows Administrator account on the KNM server that will be used
when processing print jobs sent via email.

Log in to the new account.

Install the Office application package on the server.

L WODN

Run all of the applications that will be used for conversion, such as Word, Excel,
PowerPoint, etc. Close all welcome screens and dialog boxes that might appear
on application startup.

Open Windows Services, select MyQ > Open Services. In the Local Services
window select MyQ > Properties.

In the Properties window select the Log on tab.

Select This account and enter the name and password of the new
Administration account.

Click OK.

00 N O O

O In Easy Config, restart all services.

Printing via a Windows printer

With the Via a Windows printer option, you have to select one of the printers that are
locally installed on the KNM server. The selected printer is used for processing the
print jobs. You also have to change the printer security settings to allow KNM to print
from the print driver.

1 Go to Settings > Jobs > Office file formats > Method of printing and select
the Via a Windows printer option.
The Windows printer setting displays.

2 Select the printer from the drop-down box and click Save.

3 Go to Devices and Printers in Windows and right-click the printer.
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Job parser

In the drop-down box, click Printer properties.
In the dialog box, select the Security tab.

Select the new Administration account and select Allow for Print and Manage
this printer permissions.

Click OK.

N O oA

KNM uses the embedded print job parser to get additional information from a print job

during its processing on the server. You can use this information to apply additional
security rules, control the price of the job, and to avoid wasting paper by printing
simplex. The following data can be discovered by the job parser:

» Page description language (PDL)
*  Number of B&W pages

* Number of color pages

* Number of copies of the document
» Simplex / duplex option

» Paper format

The data can be used for:

» Offline Accounting for devices not supporting SNMP communication
« Pausing / deleting print jobs with a large number of pages

» Pausing / deleting simplex print jobs

» Pausing / deleting color print jobs

» Pausing / deleting A3 print jobs sent to A4 printer

+ Determine the price of the job for credit accounting

After you send the print job to KNM, check whether the parser works properly in
the log. The following information displays when the parser receives the print job
metadata:

Job #1514 received | Time: 1s | Sizet 514KB | User: pvokalova | Project: — | Name:
KYOCERA Net Man 150310 144706421 | Host: K130413133 | Queue: test | Metadata: —

:‘:l;- WiTals] I_i.

~rnertioan ofFartad
~ONNECTIon started

I_EI The job parser works with all print languages if used with the KX Driver.
4

Evaluating print job parameters

For KNM to precisely manage policies, quotas, and account credit functions, the
following print job parameters must be evaluated before it is printed:

* Number of pages
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« Color or B&W
» Paper size

These print job parameters are checked by the job parser. Job parsing is also required
for enabling PHP scripting on a queue.

The job parser generates job information that the device can then use to reject or
accept the job.

Job parsing works with third-party drivers and is disabled by default.
Enabling job parsing

1 Open Settings > Jobs.
2 Under Job parser, set Enabled to ON.

3 Click Save.

Print job monitoring

To view print jobs, go to KYOCERA > Users > Jobs. They are organized in
subfolders according to their current status. Print jobs can have one of the following
statuses:

Ready

Job is in queue waiting to be printed — waiting either for user authorization or
for completion of the previous print job.

Paused
Job paused automatically by the system or manually by the user.

Printed
Job printed and saved on the server.

Favorite
Jobs saved by the user for future reprinting.

Deleted
Job deleted from the server.

All
All of the above job statuses.

With the exception of deleted jobs, all other print jobs can be marked as a Favorite.
Favorite print jobs are not automatically deleted within the interval defined in

Settings > System Management > History > Delete jobs older than and are stored
on the server regardless of how old the print job is.

The availability of items in the Actions menu is dependent on the status of the print
job.
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Click Edit to display information including the print job name, job size, the computer
from which the print job was sent, the name under which the print job was saved, and
the directory with the job reception date. If the job contains metadata, then information
about the number of B&W and color pages, copies, duplex, paper format, and print
language are displayed.

There are two methods to see the job metadata — from the print spooler or by parsing
the print job.

Parameters for Queue, Owner, and Project are not fixed and can be changed
depending on the user rights.

Assigned print queue change

The print queue can be changed only if the user has access rights to the new queue.

1 Open the job details by double-clicking a job and click the drop-down list next to
for Queue.
A list of queues displays.

2 Select the new queue and click OK.
The new print queue name will be displayed in job details.

Only queues that the logged on user has rights to will appear in the list.

Job owner change

The Job Owner can be changed only if the user has sufficient rights. The Net Manager
system Administrator can shift print jobs between users and user group managers,
and transfer print jobs between users within a group.
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1 Open the job details and click the plus sign next to Owner.

General

Mame:
Size:

B&W total:
Color total:
Copies:
Duplex:

Paper format:

Job 150313 152436566
b78.95 KB

0

5

1

Yes

A3

Printer language: PCLE
Price: 0

Queue: |test

Owner | Allser

Project: -

2 Inthe list, select the user who will be the new print job owner and click OK.
The new print job owner displays in the job details. If the new owner has no
rights for printing in the print queue to which the print job is assigned, the
change of owner is not supported and an error message displays.

A\ Job: access denied for user ‘'smutny (Jiri Smutny)' to the queue 'Monochrom'

Enabling failover printing

KNM Smart Print Services supports Failover Printing.

If KNM SPS is unable to communicate with a KNM server, Failover Printing forwards
the job to a device's RAW port.

The RAW port choices are port 9100 (default), 10010 (direct print), 10011 (secured
hold print), 10012 (LPS Print&Follow), or 10013 (LPS delegated printing.)

Local print spooling and Embedded Terminal must be enabled to use port 10010,
10011, 10012, or 10013 on the device. Projects can be used with this feature (except
in offline mode.)

] If port 9100 is selected, printed jobs are charges to the unknown user.
# This configuration can be used when Local print spooling and Embedded
Terminal are not available.

1 Open Windows Control Panel / Programs and Features.
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Double-click KNM Smart Print Services.

Click Modify and click Next.

Click Next on the Additional settings screen.
Click the Enable check box for Failover printing.

Enter the backup printer address, port and printer protocol.

NOoO ap~,OWONDN

Click Install.

Job roaming - Print&Follow

In a Master/Site server configuration, users can transfer print jobs from one branch
office site to another. This feature requires a valid Net Manager Pro license to be
installed at each branch.

Job management depends exclusively on KNM server settings at each location,
not on a centralized management system. This reduces the amount of data traffic
between locations as jobs are not transferred unless requested by a user.

Using the Job roaming feature

When Net Manager server configuration is completed, users can display remote jobs
in the KNM web interface or Embedded terminal (on the device assigned to the Job
roaming queue) and select the jobs they want to download to the current location.

After the jobs are downloaded, they are deleted from the original location.

= Only jobs assigned to Print&Follow queues are discovered by the Job
# roaming feature and can be moved to another location. Jobs assigned to
Direct and Tandem queues are ignored.

Set up the Job roaming queue

Job roaming settings determine the devices where remote jobs can be printed and
designate which users are allowed to use job roaming.

1 Go to the Printers tab and select the devices that will be used to display,
download and print remote jobs.

2 Open the list of print queues,select Job roaming, and set options, such as the
common print queue.

3 Switch to the Rights tab and select the users or groups to be allowed to use the
job roaming feature.

Only the users assigned to the Job roaming queue will be able to connect to other
servers and download jobs.
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Direct printing

With the direct printing method, users can send their print jobs to be immediately
printed on a particular printing device via a dedicated queue. The queue is created
only for this device and cannot have any other devices attached to it. As soon as KNM
receives the job, it sends it to the printing device.

From the user's point of view, a direct queue works in the same way as the common
method of printing where the job is sent directly to a selected printing device.

The main difference is that KNM collects the job data to be used for reports and
accounting.

For information on how to create a direct print queue, see Queues.

Tandem printing

Use Tandem queues with multiple printing devices and high print volume. Jobs

sent to a tandem queue are evenly distributed among the devices in the queue and
immediately printed on a free device. With more than one idle printing device, the print
job is sent to the device with the lowest printed pages count.

To balance the load between devices in the queue, make sure that the Page Counters
on all printing devices in the queue are similar. Otherwise the printing devices with
lower printed page volume might be overused. You can manually change the page
counter on the Printer total counter adjust for load balancing setting, found on the
printer properties General tab (scroll to the bottom of the tab and expand the Page
Counters section.)

For information on how to create a direct print queue, see Queues chapter.

Printing from other operating systems

Linux

When printing from Linux, use the LPD/LPR Host or Printer options and enter the IP
address of the KNM server, not the printer device's IP address. In Queue, enter the
name of the print queue that you entered at its creation in KNM.

I__I= 1 Various distributions of Linux have different interfaces and print settings.
# Always choose the LPD protocol and enter the correct name of the queue.

MS-DOS (and other command lines)

Print jobs can be sent to KNM from the DOS command line or from other operating
systems. The only requirement for sending a print job to KNM is the protocol (LPR/
LPD on TCP 515 port), the IP address or server hostname for KNM, and the name of
the print queue to which you want to print.

A simple example of printing from the command line:
c:\>LPR -S 192.168.1.101 -P Monochrom testfile.prn

The testfile.txt job will be sent to IP address 192.168.1.101 and Monochrom queue by
the LPR command.
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Mac OS

Print jobs can be sent to KNM from the Mac OS. Enter the protocol, the address of the
server, and the queue name (leave blank to use the default queue).
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10 Users and Groups

This chapter covers users and groups in KNM including:

* Adding users

» Importing and synchronizing users from external sources
+ Adding users to groups

* Managing user accounts

Adding new users manually
1 Go to Users from the logo menu.

2 Click New User.
Tabs on the user screen are:

+ General

» Groups - to assign a user to existing groups
* Queues - to view queues for this user

+ Delegates - to add delegates

w

Enter the General tab fields. Required fields are User name and Full name.

4 Add one or more Aliases. An Alias is an alternative name, for example, for
printing from other operating systems where the user has a different login.

5 Assign one or more Cards to the user. The card can be set as persistent or
temporary.

While it is not marked as a “required” field, you must select a PIN or Password
or the user will not be able to log on to KNM through a web interface or
Embedded Terminal.

= Set a PIN on the user setup screen. Set the Password by right-
# clicking a User name in the list after Save.

6 Click Save.

|= 1 The User name, Card, PIN and Personal number fields must be
# unique. If there is duplication, KNM displays an error message and
the user properties are not saved.

Adding users to groups

1 To add a user to a group, click +Add on the user's profile Groups tab.

2 Select from the list of available groups and click OK.
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Adding delegates for users

Select a delegate or delegates for the user. Delegates are able to print all of the
delegating user’s jobs sent to a Delegate printing type of queue. The delegate will see
the jobs on an Embedded Terminal and be able tell them apart from their own print
jobs.

1 Click the drop-down menu and select a user to assign as a delegate.
Repeat to add more delegates for this user.

Click Save.

To remove delegates, hover over an assigned delegate, click the x to remove,
and click Save.

a A~ OODN

To see all delegates assigned, either individually or via a group, expand the
Tools area and click Show resultant delegates.

Editing delegates

Any user can assign and edit delegate users to their account.

The Administrator sets up the ability to edit delegates in KNM at Settings > Users >
General, by selecting Enable delegate changes.

The user can then use the User profile gadget, by clicking Edit.

The user manage their Delegates by selecting groups and users to add or delete.

User profile settings X

setting user profile details for the user userl
User name: Ls&rl
Full name: * |userl

Email: |userl@cssd.intra

Default language: |English (United States) ﬂ
Delegates: ,_':g'._ L;SE'"._UE ':'.Q' Test =
" Save * Cancel

Use personal number to represent users in LDAP
synchronization

The LDAP attribute objectsid can be used as a personal number in KNM LDAP
synchronization. This personal number will be used as unique information to represent
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users, which means that even after user name has been changed in LDAP, KNM can
still recognize that user.

A & & LDAP synchronization | €N=user2,CN=Users,DC=cssd,DC=intra
- P e -
General Users Groups > b CN=Training * | Attribute Value
“6 o msexchumdimimap emalliddressig/3 /2
> b, CN=Training1 ‘ e sty Firy |
i it it st st i
i You can drag and drop tree items and attributes on fields > & CN=Training10 msexchumdtmfmap astMameFirstName:
[ msexchumdtmfmap firstNamelastName:£
Base DN: > B CN=Training2
> B CN=Training2 msexchuseraccountcontrol 0
o+ Add e CN=Training3
dld .0 CN=Trainings msexchuserculture en-GB,de-DE
4 Properties > & Ch=Trainings msexchversion 88218628259840
oy CN=
> £ CN=Trainings msexchwhenmailboxcreated 20141006131831.0Z
Full name: n
> L CN=Training? name user2
Alias: > & CN=Training8 objectcategory CN=Person CN=Sche
Card: > & CN=Trainingd objectclass persan
PIN: > B CN=user chjectclass top
Personal number: | objectsid > & CN=user! objectclass user
Rt @ ST > B CN=user10 objectclass organizationalPerson
scanned documents: - £ Ch=user2 ohjectguie B136DFCE-FSOA-4GE
Email: P &L Czuserd objectsid §-1-5-21-421631520
Notes: g ‘-g—’ CN=userd physicaldeliveryofficename Sales
Language: g ‘-‘Q‘-’ CN=users primarygroupid 513
- CNzuserd proxyaddresses SMTP:user2@cssd.int

Enabling user login via LDAP

You can allow users to authenticate against the LDAP server.

1 If LDAP is already configured (for user import/synchronization), and Use
authentication server was checked in setting up the import, imported users
will have LDAP authentication set by default.

2 For manually created users, select Use authentication server on the user's
profile General tab and select the server from the drop-down menu for
Authentication server.

3 If LDAP is not already configured, see Importing Users from LDAP.

I_E! If LDAP authentication is enabled on a user account, the user
# cannot change their password on the KNM web interface.

Enable user profile editing

4 General

Enable user profile editing:

If enabled, user can change these properties: Full name, Email
Properties which can be changed always: Default language

Select Enable user profile editing to give users the ability to change Full name and
Email themselves. Users can always change the Default language field.

User self-registration

If configured in Settings > Users > New user registration, users can add
themselves to KNM using one of the following methods. These methods can be
configured to automatically place new users into specified groups.
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Configuration for self-registration on the web

You can set up KNM so new users can choose their own user name when registering.
After new users complete the registration, KNM displays their User name and PIN.

1 In Settings > Users > New user registration, select Register in the Web

user interface.

4 New user registration

Register by swiping an unknown 1D card: Add to group:

Register in the Web user interface: |+ Add to group:| f& Group1

2 Inthe Add to group drop-down menu, select a group.

3 Edit the config.ini file in the KYOCERA Net Manager folder to add 2 lines. You
might need to change file permissions to apply the change to the config.ini file.

[ExtraFeatures]
registerUserName=1

4 Restart all KNM services.

Users will now have an option on the login screen to create a new account. See

Register in the web user interface for user instructions.

Register in the web user interface

You can provide these instructions to new users wishing to register from the web

interface.

=1 This option only appears on the Login screen if Register in the Web user
# interface is checked in Settings > Users > New user registration.

1 From the KNM Login screen, click New Account.

2 Type your full name and email address.

10-4

Administrators Guide



Users and Groups

() KYOCERd

New Account

Full name
Email

Register Cancel

Log In = Lost PIN -

I_E! The email address must be unique to the KNM system because it is
# setas the User name.

3 Click Register.
A new account is created.

4 Click Show PIN in the pop up to show the assigned User name and PIN for the
new account.

You see a New account created screen with your User name and PIN, which
are also sent to you in an email.

New account created x

Your account has been created and your FIN has been
sent to your email.

Show PIN Close
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New account created x

Your account has been created and your PIN has been
sent to your email.

User name: debby@anycompany.com
PIMN: 47588

Close

Register by swiping an unknown ID card

When a user taps a new ID card on the reader, KNM starts the process of user
registration, creating a new anonymous user.

New user registration with an unknown card via SJM

A new user can swipe their ID card via the Smart Job Manager (SJM) window and log
in on a client computer that has a card reader.

|= ‘I There must be at least one queue already set up with User detection
# mode set to Prompt for a PIN/Card, Prompt for a user and password,
or Prompt to select a user from the list before you can use this feature.

1 Enable Register by swiping an unknown ID card from Settings > Users.

£ Users

4 General

Enable user profile editing:

|f enabled, user can change the ) Il name, Password, Ema
Properties which can be changed always: Default language
Enable personal queues settings:
This functionaly requires Saripting {PHP
Enable delegate changes:
Enable deleting all ID cards:
4 New user registration
Register by swiping an unknown D card: v IAdd to group: -
Register in the Web user interface: | .Add to group:
Register by receiving a job via LFR protocol: Add to group:
Register by receiving a job via email: | | Add to group:
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2 Insert a USB-connected ID card reader on the client computer.
3 Change the SJM Authentication method to Login and select the ID card option.

4 Click Install.

O} KYOCERG
KNM Smart Job Manager

gs:

Plnstall

KNM Login
Pending Jobs: 0

Enter username & password, PIN or swipe your
card to lagin.

¥ KYOCERA Password/PIN

Swipe your card

Remember ma;

¥ 1 Minute
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6 Click the SIM widget to keep it as current the active application and swipe an
ID card that does not belong to any KNM user on the ID card reader.

A new anonymous user is created on the KNM server. This event will be visible in the
log.

The newly created user is now logged in through SJM.

KNM Balance Logout 3

AnonymS5 (Anonym5)

=" CONNECTED

0} KYOCERd

Register by receiving a job via LPR protocol

KNM creates a new user account using data received when an LPR job is submitted.

Register by receiving a job via email
KNM creates a new user account using the sender’s email address when a job is sent

to a special email account.

Import Users

Import users from LDAP

The most common way to add users to the KNM database is to import them through
Active Directory. Both the user properties and the tree structure of user groups can be
imported according to organizational units (OU) in Active Directory.

Adding the LDAP source

You can set up an LDAP server (or servers) for user import and synchronization.

1 Click Import users in the Quick Setup Guide/Users section on the Home tab.
(Or go to Settings > User Synchronization.)

2 Click Add sync source and select Add LDAP source from the drop-down list.
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‘&. Settings: User Synchronizati...

L User Synchronization

’+ Add sync source - Synchronize ne

(o]

Add LDAP source
Add C5V source

Descript

[

=] Add Custom Script

3 In Connection parameters, click the drop-down list by LDAP Server.
4 Connection parameters
LDAP Server: *
User: + A.dd New...

Password:

4 I there are no servers in the list, click Add new.

5 Provide the following:

% £ £ LDAP synchronization

Domain: * | knm.test.com

Type:* | Active Directory ¥

Secunty: * | None ¥
Server: | 192.168.68.145 380 *
+ Add
Leave blank for automatic discovery of the Domain Controller

for the domain (Adctive Directory only)
o Save ﬂ/ Test R Cancel

* Domain

» Server type (Active Directory, Novell, Open LDAP, or Lotus Domino)
» Security (None, SSL, or START TLS)

» Server IP address or hostname and port

=1 Microsoft Azure Active Directory synchronization is also supported.
# To synchronize with Azure Active Directory, it must be enabled and
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configured and the feature must be enabled via config files. Please
contact support for more information.

6 Click Save. (Click Test to check the connection.)

— 1 The LDAP settings and information in this manual are based on Active
# Directory, although most of these settings are similar for all supported
LDAP servers, including Novell, OpenLDAP and Lotus Domino.

LDAP - General tab settings

When configuring a new LDAP source or editing an existing one, apply the following
settings:

1 Under Connection parameters, enter the LDAP server domain, and the User
and Password for logging in to the LDAP server.

2 To protect against an LDAP malfunction select Enabled to export to a .csv file
after a successful import. You can use this .csv file as a synchronization source
in the future.

3 Click Save.

LDAP - Users tab settings

Enter LDAP import parameters from the Users tab.
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& f . LDAP synchronization

General Users. Groups

i You can drag and diop tree items and attributes on fields

Base DM:
OU=Tech Comm,QU=0A,CU=Domain Users,DC= oc &
== Add
4 Properties
Full name;
Alias:
Card:
PIN:

Personal number:
Email:

Motes:

Language:

User's scan storage:

4 Options

+ Deactivate missing users

v| Add new users
Convert user name to lowercase
Use authentication server
Pair by the personal number
Ignore synchronization source
Append the domain name to the username

[username@domain.local)

4 Filter

4 Advanced

Custom data processing

class: pyp class for custom data processing

+ Save K cancel

Click the Users tab.

Click Add to add a new Base DN.

DN field.

A WODN -

. CN=Builtin

| CN=Computers

| CN=defaultMigrationContainer30
|/ OU=Disabled Accounts

| OU=Domain Computers

| OU=Domain Controllers

|/ OU=Domain Objects

.. OU=Domain Users

| OU=Admin-Finance
|/ OU=Firmware
|y OU=
|» OU=Human Resources
| OU=iP Administration
I ou=IT
| OU=Process & Engineering Test
| OuU=Product Planning
lJ CU=0A

L ou=

.+ OU=Solutions
4 | L) OU=Tech Comm

& cn=

N
M

2
(=]

[

0 fo o
OO0
Z 2

(TR

Ll
o
Z

=
(=]
=

B
¥

po
e}

M
N
ol CN=
L ou=
'.'.‘_ CN=

o bo
[l e]
[T}

o

| OuU=Software Applications Development
|/ OU=Exchange

\J CN=ForeignSecurityPrincipals
. OU=Graups

L/ CN=Infrastructure

1 CN=Keys

L 0ouU=

Click Add again to add an additional Base DN.

i OU=Tech Comm,0U=0A,0U=Domain Users,DC=  |,DC=com

Drag a folder containing the users you want from the LDAP tree into the Base

You can map LDAP user attributes to KNM User Properties for inclusion
when importing and synchronizing. KNM automatically finds and assigns the
user's SAM account name to User name, cn to Full name, and mail to Email.
This mapping applies to Active Directory and Open LDAP only. If any of the
Properties are not used in your KNM installation, leave the field blank.

5 To add specific user attributes, drag and drop or copy an item listed under
Attribute on the right into the appropriate Properties field.

KYOCERA Net Manager
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6

7

Select or clear Options as needed, and click Save.

4 Dptions
Deactivate rmissing users
[ Add new users
[] Convert user name to lowercase
Use authentication server
[1pair by the personal number
L] lgnore synchronization source

Dﬁkppend the dorain name to the username
(username@domain.local)

[Option] Create filters.

You can filter user import by specifying attribute values. Add conditions in the
form: Attribute=Value.

Use the * symbol to search for substrings in the values. The symbol can be
appended on both sides. For example, if you add a cn=*in* condition, only users
whose common name attribute contains "in" are accepted.

Add one condition per row. Users are imported if they satisfy at least one
condition.

Designating a folder or email for storing scanned
documents

KNM can set a path to a shared folder for storing scanned documents and apply it as
users are imported from LDAP.

To create a shared folder for users:

1
2

On Settings > User Synchronization, edit LDAP synchronization and select
the Users tab.

Populate the field Folder or e-mail for storing scanned documents with one
fixed parameter (folder path) and two variables for the user in LDAP.

The general syntax for definition of the folder is: Path for the shared folder\
Yattribute%-%attribute%

Example: C:\Users\userID\Documents\%mail%-%logoncount% (where userlD
refers to the local user).

3 Click Save.

If the folder doesn’t exist, a new folder will be created according to the variable
attributes. For storing scanned documents from email, mail and logoncount LDAP
parameters are used.

10-12
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LDAP - Groups tab settings

Configure how groups of users are imported from LDAP on the Groups tab. Settings
and options are described below. Some sections have an option to Make defaulit.
Click the radio button to use that setting as a default for all imported users.

Do not change default group
Do not change the default group of the user during synchronization.

Import groups under this group
Select an existing KNM group and import the LDAP groups into that group.

Group stored in users's attribute: Attribute

If there is a special attribute for defining groups in LDAP, insert it here.
Administrators can choose more attributes for grouping and can create a tree
structure with a main group and sub group using "%attribute1%|%attribute2%".
(Example: %company%|%cn%)

Group stored in user's DN: OU component index

This option will add the group according to the component of the users DN
(distinguished name) in the database server. To use it, define the index of the
component. For example, “Claude Monet” has the following DN:

CN=Claude Monet,OU=Painters,OU=famous_people,
OU=KNM _import_test,DC=testAD,DC=local

The user’s name (CN=Claude Monet) has index #1, OU=Painters has index
#2, OU=famous_people is #3, and OU=KNM _import_test is #4.

Set the component index to 2 to use Painters as the group for Claude Monet,
and whatever is defined in position #2 for other users' groups.

Tree group stored in user’s DN

Used to import the whole tree structure of groups. Select which part of the
structure will be imported by stripping DN components from the left and the
right of the DN. You must strip one component from each side, using the two
counters (Components to strip from the left and Components to strip from the
right.) Note that the right is unavailable until a value has been entered for the
left. Using the sample DN:

CN=Claude
Monet,OU=Painters,OU=famous_people,OU=KNM _import_test,DC=testAD,DC=local

There are six components. If you strip one from the left and two from the right,
you will import the following group structure:

OU=Painters,OU=famous_people,OU=KNM _import_test

Group stored in users's memberOf attribute: Groups base DN

Define the base distinguished name (DN) where the groups are stored. The DN
does not have to be in the same OU as the users’ base domain.
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Filter

Filter user import by specifying values of attributes. Add conditions in the form:
Attribute=Value.

Use the * symbol to search for substrings. The symbol can be appended on
both sides. For example, if you add a cn=*in* condition, only users whose cn
attribute contains "in" are accepted.

Add one condition per row. Users are accepted if they satisfy at least one
condition.

Import empty groups
With this option checked, groups are imported even if there are no users with
them in their memberOf attribute.

Import tree of groups

With this option checked, groups are imported even if there are no users with
them in their memberOf attribute.

Importing users from a .csv File

Import users from a .csv file that is either obtained from a database export or prepared
manually.

1 Go to Settings > Users > User Synchronization
2 Select Add CSV Source from the Add sync source drop-down menu.

3 In the CSV Synchronization panel, enter the requested information as follows,
and click Save.

.csv import setup Description

options

Enabled Synchronization is on or off
CSV file Location of the .csv file
Encoding Character encoding

Column delimiter in .csv Data delimiter used in this file. The default is set in the
Column delimiter in .csv field at Settings > General.
Choices are: Default, comma (,), semi-colon (;), Tab

Skip header line Skip the first row in the file.

Import groups under this Import all groups under one main group.
group

Synchronization source Defaults to .csv
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.csv import setup
options

Description

Ignore synchronization
source

This check box only has an effect on the synch
operation IF Deactivate missing users is checked.

If checked: deletes all users not found in the current
synchronization source, regardless of source type.

If unchecked: only deletes users not found in the
current source that have the same synch source type
(see User detail on the General tab, Synchronization
source).

If used incorrectly, you can accidentally
° delete/deactivate active users.

Use authentication server

If you select this option, an LDAP or RADIUS server is
used for authentication of the imported users. Set the
domain in the Authentication server field.

Authentication server

Select the LDAP or RADIUS domain for user
authentication.

Deactivate missing users

Deactivate users that were imported from this source
file earlier, but are no longer in the present version.
Users imported from a different source will remain,
unless Ignore synchronization source is selected.

Add new users

Add new users from the current synchronization
source.

Pair users by personal
number

Pairs multiple accounts that have the same personal
number.

Convert user name to

Convert imported user names to lowercase

lowercase
Cards, PIN, Groups, and | In each of the three drop-down boxes, you can select
Delegates from these synchronization options for the respective

parameter (Cards, PIN, Groups):

Do not synchronize

Value of the respective parameter in KNM is not
changed.

Full synchronization

Value of the respective parameter in KNM is
always replaced by the value in the .csv file. If
the value in the source file is empty, the value in
KNM is erased.

Synchronize if not empty

If the respective field in the .csv file is not empty,
the parameter value in KNM is replaced by the

KYOCERA Net Manager
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.csv import setup
options

Description

value in the .csv file. Otherwise, the parameter
value remains unchanged. This is the default
setting.

Add new

If the parameter is already set in KNM, it is not
replaced. Only new values are added.

Manually created .csv file

A manually created .csv file must contain the parameters in the table.

Parameters

Description

FULLNAME

Displays the name of the user in double quotes, for
example "John Doe".

USERNAME_ALIASES

Login of the user and of any aliases. Should be the
same as the user's domain login name, for example,
"doe". When using aliases, separate them with a
comma, for example, "doe,director".

EMAIL Email of the user.

CARDS Sets the authentication card of the user. Enter the
number as it is read by the card reader, for example,
"7E9700C9".

GROUPS You can import a whole branch of the group's tree

structure. The groups on the imported branch have to
be separated by vertical bars.

If you want to import multiple groups (or groups' tree
branches), separate them by commas.

For example, if you add two branches separated by
a comma: "Activities| Outdoor|Swimming, Activities|
Outdoor|Birdwatching", KNM imports a single parent
group Activities with a single child group Outdoor,
with two child groups Swimming and Birdwatching.
(Activities > Outdoor > Swimming, Birdwatching)

— 1 Commas and vertical bars cannot be used

4 in group names as they are used as group
delimiters.
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Parameters Description

CODE Defines the personal number of the user. This
parameter is useful when using multiple sync sources,
for example, "1250".

SCANSTORAGE Specifies the shared folder/email for a Scan
Management function of KNM, for example, \
\nb128\scan. Note: Available only in Net Manager Pro.

PINS Generates PINs in KNM so you do not have to
manually add them to the .csv file. The PINs should be
hashed MD5, for example, "14BFA6BB14875E4".

MANAGED_GROUPS You can make the user the manager of a particular
group by adding the group or path to the group here

in the way in which you would import the group. If you
want the user to be a manager of a child group, enter a
whole branch ending with this group.

For example, enter the branch "Activities|Outdoor]|
Swimming" to make the user a manager of the
Swimming group. If there are no parents of the group
in the group structure, enter just the group name, for
example, Activities.

—1 Commas and vertical bars cannot be used

—

2 in group names as they are used as group

delimiters.

AUTHSERVER Defines the domain for user authentication.

PHONE The telephone number of the user.

LANG Sets the default language for the user.

PWD To authenticate the user against LDAP, insert
parameter IdapAuth. If not, leave this parameter
undefined.

EXTID Internal parameter, leave empty.

DELEGATES You may import any number of delegates for each

user. For multiple delegates, separate the user names
with commas: "BUser, CUser, EUser".

If you don't know what the data is for a parameter, enter an extra separator (comma or
semi-colon) to indicate an empty field: ,, or ;;
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"FULLNAME" ; "USERNAME ALIASES";"EMAIL";"CARDS";"GROUPS";"CCDE";
"SCANSTORAGE" ; "PINS"; "MANAGED GROUPS";"AUTHSERVER"; "PHONE";
"LANG"; "PWD"; "EXTID" ; "DELEGATES"

Running LDAP or .csv synchronization

After the import source is configured, you can run synchronization immediately or
configure a scheduled task to run it later.

1 Go to Settings > User Synchronization.

2 Enable one or more synchronization sources.

3 Click Synchronize now.

:g KHDEERE - T Home 3; Settings: User Synchronization

% Settings AL User Synchronization

¥ Personalization :
= Add sync source ¥ I Synchronize now o Edit |% Enabled ¥ X

+) Task Scheduler

Enabled Type Description
& Network £ 4 Loap ktd.com
£ Authenticati [
== SUIENTEANOR SCIVERS B | & csv C:\Users_Export_D8-21-2018_8-19-20_AM.csv
B snp
(™ Printers

¥, Printer Discovery
B8 Terminal Actions
= Scanning 8 OCR
lis! Price list

LQJ Users
0 Paolicies

.&, User Synchronization

I__I= Synchronization can also be scheduled using Task Scheduler.
K4

Enabling user login via LDAP
You can allow users to authenticate against the LDAP server.
1 If LDAP is already configured (for user import/synchronization), and Use

authentication server was checked in setting up the import, imported users
will have LDAP authentication set by default.

2 For manually created users, select Use authentication server on the user's
profile General tab and select the server from the drop-down menu for
Authentication server.

3 If LDAP is not already configured, see Importing Users from LDAP.
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I_E! If LDAP authentication is enabled on a user account, the user
# cannot change their password on the KNM web interface.

Offline LDAP authentication and SMTP access on Embedded Terminal

In Offline mode, the Embedded Terminal can use some features that normally require
KNM:

« Offline login with a user PIN and ID card and by LDAP user name and password
 Embedded Terminal can send scans to the SMTP server when the KNM server is
offline

Before using Offline LDAP:

+ Enable SSL
* Log in to Embedded Terminal in online mode to cache the user properties

Enabling offline LDAP authentication from Embedded Terminal

1 Set the LDAP server as a synchronization source for users. In the
synchronization options, select Use authentication server.

By checking this option, KNM will check credentials against LDAP.

4 Options
+ Deactivate missing users
¥ Add new users
Convert user name to lowercase
v Use authentication server
Pair by the personal number
Ignore synchronization source

Append the domain name to the username
(username@domain.local)

2 Perform a user synchronization.

3 Confirm that Use authentication server is selected in the User General tab.
The option should be selected, but may be modified after synchronization.
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A AUser x

General  Groups  Queues Delegates

User name: * Allser

Aliases: == add

Cards: = add
PIM: seeesess ?‘(

+ Add + Generate PIN

Full name: * | Andy User
Email: auser@mail.com
Phone:
Personal number:
Default language: | [empty] w

User's scan storage:

Folder or email for storing scanned documents

Use authentication server:

Authentication server: * | ktd.com

Accessing the SMTP server from Embedded Terminal when the
KNM server is offline

A user can send emails from Embedded Terminal when the server is in Offline mode
(Panel Scan only). Easy Scan does not allow emails to be sent in Offline mode.

Once the device is configured to cache SMTP server information, the scanned
document will be sent from Panel Scan.

SSL must be enabled on the KNM server. Do not enable it on the device.
1 Go to Settings > Printers.
2 Under Offline Login, set Enabled to ON.

3 Click Save.
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“ Local Print Spooling

Local Print Spooling allows printers with the Embedded Terminal to receive print jobs and securely release them when user logs in. This significantly
lowers network traffic to the KYOCERA Net Manager server.

Enabled: -
Delete ready jobs older than: = 12 hours
Print&Follow:
4 Offline Login
Offline Login allows to use printers with the Embedded terminal even if the network connection to the KYOCERA Net Manager server is unavailable.
Enabled: -—
Cache user credentials for: = |72 hours

4 Log in to the device as an Administrator through the Command Center.
5 Go to Function Settings > E-mail.
6 Enter ‘localhost’ or “127.0.0.1’ for SMTP Server Name.

7 Change the SMTP Port Number to 10025.

SMTF
SMTP Frotocol on
Séi':ings must be made in SMTP (E-mail TX).
Protocol
SMTP Server Name : |Iuca|host

SMTPF Port Number 10025 | (1 - 65535)
SMTP Server Timeout seconds

Authentication Protocal | Off v

SMTP Security Off

M;a-k-e settings here. Protocol

Connection Test: Test

Domain Restriction : | Off v |

8 Click Submit.

Microsoft Azure Active Directory support

You can synchronize KNM users from MS Azure Active Directory. Azure Active
Directory must be enabled and configured and Azure AD Domain Servers must be
configured to use LDAPS (LDAP over SSL). Contact support for more information.
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Enabling a NAS identifier for communication with a RADIUS server

KNM supports adding a NAS Identifier to the authentication package for
communication with a RADIUS server. This can be useful when two SSIDs use the
same RADIUS server. An Administrator can configure and enable this setting with the
following steps:

1 Edit the config.ini file located in the KYOCERA Net Manager folder. You may be
required to change file permissions so the file can be edited.

2 Add the following 2 lines to the config.ini file where the value uses the NAS
Identifier:

[RADIUSServer]
nasIdentifier=value

3 Restart all KNM services.
An Administrator must add user synchronization with a RADIUS server to complete

the configuration.

Users - Groups

Groups can be used to control access rights to print queues, print functions, such as
color printing or scanning, and reports. Group users to monitor expenses for individual
cost centers. Users designated as a group’s Manager can access print jobs and
statistics for all users in the group. Groups can have multiple Managers.

On the Users main tab, you can view existing groups and create new groups of users.
Creating groups

1 Click + New Group on the main Users tab.
2 Enter a Name for the group and click Save.

3 To create a subgroup, first select an existing group under which to add the new
group and click + New Group.

4 0| Searches

+ All users

#~ Unclassified 4 ,_'& Groups

+ Managers 4 || TestGroupl 6

#— Locked * ||J Sub-TestGroup1 3

%| Deleted

4 ,fd Groups
I 4 || ) TestGroupl 6 I
* L Sub-TestGroupl 3
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Assigning users to groups

1 Select a user and click Edit on the Actions menu.
Select the Groups tab.
Click Add.

Select a group and click OK.

a b WOD

To assign the selected user to be a group Manager, click Manager.

The Manager column will have a check mark.

A tuser x
General Groups  Cueues Delegates

+ Add == Remove DF_fauIt

Mame ‘“ Default  Manager

M TestGroupl . v

I__I= You can drag and drop users onto groups to add them.
,‘

For instructions on configuring automatic group registration for new users, see New
user registration.

Removing users from groups

1 Select a user and click Edit on the Actions menu.
2 Select the Groups tab.

3 Click a group name and click Remove.
Deleting groups

1 Select a group from the list and click Delete on the Actions menu.

2 Click OK.

I_E! To delete all groups, right-click Groups, select Delete all groups,
# and click OK.
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Manage users

KNM Administrators can manage settings that control user configuration and access,
credit, quotas, and rights through the Settings > Users screens.

Settings > Users

The main tab for managing user settings is divided into five major sections.

* General
* New user registration
*+ PIN

+ Password complexity
* Account lockout

Users general settings

The General section of Settings > Users has five check boxes for user configuration.

Enable user profile editing

Allows users to change the following properties for themselves, using the User
Profile gadget:

¢ Full name
« Password
¢  Email

Users can always change their default language.

Show more info about user profile

Adds Personal number, Phone, PIN, Card, Aliases, and Notes to the infomation
displayed on the User profile gadget. None are user editable

Enable personal queues settings

Users can have multiple personal queues and can choose to send a job to
one of them without needing to have the printer driver settings changed by an
Administrator.

Enable delegate changes
Lets the user manage their own delegates.

Enable deleting all ID cards
Enables users to delete their own ID cards if they are lost, for example.
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Configuring new user registration options

4 New user registration
Register by swiping an unknown 1D card: [] Add to group:
Register in the Web userinterface: [ | Add to group:
Register by receiving a job via LPR protocel: [[] Add to group:

Register by receiving a job via email: [] Add te group:

4 Email for new registered users

Subject: *  KYOCERA Net Manager: Account created

Message: *  Hello %realnames,

we created a new KYOUCERA Net Manager account for you:

User name: %ausername

PIN: Sepine

Your KYOCERA MNet Manager

%epin%, %username’s, %realnames, %adminte

5 Revert values

1 Select or clear boxes to set user self-registration options:

* Register by swiping an unknown ID card

* Register in the web user interface (when this option is selected, a New
Account self-registration option is added to the logon screen)

* Register by receiving a job via LPR protocol
* Register by receiving a job via email

2 For each enabled option, select a default group in which to place the user on

registration (optional).

3 In the Email for new registered users section set the format and text for email

sent to newly registered users, or leave at default.

I__I= The message uses variables %pin%, %username%, %realname%,
/

" and %admin% to customize the message.

|= 1 Click Revert values to reset the message defaults.
K4

KYOCERA Net Manager
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Configuring user PIN options
~# PIN

User can change PIN:
PIN length: * |4 S
Send new PIN via email: []

Generate PIN for users created by [
synchronization or manual input: *Send new PIN via email’ will be automatically checked

4 Email with a new PIN
Subject: *  KYOCERA Met Manager: Your new PIN

Message: *  Your new KYOCERA MNet Manager PIN is: %PIN%%

Sepinds, Sousernames, Yerealname?s
5 Revertvalues
4 Email with the PIN reset code
Subject: ©  KYOCERA Met Manager: PIN reset code

Message: *  Hello %realname;,

Your PIN reset code is: %code®
Go to the KYOCERA Met Manager website, click "Lost PIN" and enter the code.

Your KYOCERA Met Manager

1 Select User can change PIN to allow users to change their own PINs through
the web user interface.

2 Enter an integer for PIN length from 4 to 12 characters.

|= ‘I The required minimum PIN length is based on the number of KNM
# users.

+ <1,000 - 4 digits
+ 1,000-10,000 - 5 digits
+ 10,000-100,000 - 6 digits

3 Select Send new PIN via email to allow the system to email users with a new
PIN.

4 Select Generate PIN for users created by synchronization or manual input
to generate a new PIN each time a user is created.

5 In Email with a new PIN, set the format and text for email sent to users with a
new PIN, or leave as default.

The message uses variables %pin%, %username%, %realname%, and
%admin% to customize the message.

6 Click Revert values to reset the message defaults.

7 In Email with the PIN reset code, set the format and text for email sent to
users requesting a PIN reset.

The message uses variables %code%, %username%, %realname%, and
%admin% to customize the message.
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8 Click Revert values to reset the message defaults.

Setting password complexity

4 Password complexity

Minimum length: * & 5

Enforce password complexity: * |2 = of drules
At least one upper-case letter
At least one lower-case lette
At least one number
At least one special (non-alphanumeric) character

The Password complexity feature allows an Administrator to determine the minimum
length of a user password and to require between 1-4 different ASCII character types
in the password.

1 Go to Settings > Users > Password complexity.
2 Enter an integer from 1-100 in the Minimum length field. The default is 8.

3 Enter an integer from 1-4 in the Enforce password complexity field.

The default is 2. This determines how many of the 4 preset rules to follow when
determining required character types in the password. For example, if ‘2’ is set,
any 2 of the 4 rules can be used when creating the password.

Configuring account lockout

4 Account lockout

Atternpts before lockout: * |3 -

Lockout time: * |15 £ minute(s)

Account lockout lets an Administrator set the number of times a user can fail at
logging in during a configured period before the account is locked.

The lockout timer begins with the first bad login attempt; however, the lockout does
not occur until the number of allowed attempts is reached. A locked account can be
unlocked by a user who has the Manage users right.

1 Go to Settings > Users > Account lockout.

2 Enter an integer from 1-100 in the Attempts before lockout field. The default
is 5.

3 Enter an integer from 1-144000 in the Lockout time field. The default is 15
minutes.

When the number of failed logins during this period reaches the number set in
the Attempts before lockout field, the user will be locked out of Net Manager.
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Unlocking a locked account

ﬂ,q:. *admin Adrmini
;Eg Allzer
o Edit
ﬂ,q:. *api
£ BUser
L cu
c.l:;:h Sl _j_) Set pa seword
dbh diadis Generate PIN
£ DUser
8
ety EUser W Show effective policies
8
ﬁ; & Unlock @
eh  FRAN &5 Delete (Delete)
£ Fuser
-

A user must be an Administrator or have the Manage Users permission to unlock an
account.

1 Goto Users.

2 Right-click the name of the user with the locked account and select Unlock.

Showing alias in the user list view

You can add a column to the User List view to show the users' aliases.

1 Go to Users on the logo menu.

2 Select Tools > Edit columns from the drop-down menu.

== New User 7 Actions - Iﬁ Tools | &' Refresh | Sec
51;;1; User name IEg  Bulk credit recharge

& *api £ Selectall (Ctrl=+A)

& +admin | Edit mns

& unknown Defagf"ij‘l'ayout

L fax Double header height

> ST + e —

3 Select Aliases in the Available columns list and click Add.
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Edit columns

Available columns: Show columns in this order:

Aliases Column Width =¢
Card Status 4
Credit

: T User name 150
Credit balance Full name 200
Locked Remove Email 200
PIN Personal number 100

Quota

Aliases are moved to the Show columns in this order list.
4 Click OK.

The Aliases column is added to the User List.

+ New User - Actions » B3 Tools v & Refresh | Search

Status  User name Full name Ernail Personal number | Aliases
LD_, TUser Test User tuser@mail.com test], test?, test3

Settings > Users > Policies

x Sottinge ¥ Palicies

T Lenie i Efective pofices are fisted in order of precedence. The policy at the top of the list has the highest priorty. Use the arrow buttons to change the order of the polides.  Hide

= Server Type & Cloud + Add~ & Refresi W Show effective policies
% Gersenal Status Uiess Preders Paliien Descsiptivn
B Network
Print job policies
© Task Scheduler o
L Fagy Clustar Ferce X Ha
& Mo
i Prnters o Al users ™ Default pelicy
Force black an Ne
¥, Printes Discovery " vet: No
& Print 1 Ho
BB Temminal decticens
= fcanming & 00K o Printer policies
Price Liss b
¥es
& e es
—
W Policies o A uses Al peinters Yar Deefaut palicy &

o .
& Ueersymchronizaticn

Corsht Yo

The Settings: Policies tab is divided into two sections:
Print job policies
Apply to all print jobs, all printers and selected users or groups of users.

Printer policies

Apply to all queues, all print jobs, selected users (or groups of users) and
selected printers.

Printer policies have the highest priority — they apply to all queues and all of the
selected users regardless of queue settings and print job policies.

Policies in both sections are listed in order of precedence — each policy has higher
priority than the policies below it. Default policies have the lowest priority and are
always at the bottom of the list. Other policies can be moved up and down the list by
clicking the up or down arrow buttons on the toolbar.

Policy toolbar options

The Settings > Users > Policies screen shows the following controls:
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Add
Use to add either a new Print job or new Printer policies.

Edit
Click to edit the settings for a selected policy.

Enabled
Click to toggle a policy on or off, does not apply to default policies.

Up/Down arrows
Move a policy up or down the precedence order.

Delete (x)
Delete selected policy (you cannot delete default policies).

Refresh

Show effective policies

Displays a pop-up window of how policies in place affect the selected user or
the selected user with a specified printer.

Default policies
You can change all settings in the two default policies except:

+ Policy name

+ Users and Groups (All users)

+ Description (Default policy)

» Printers (All printers - only found in the default Printer policy)

After installation, only the default Printer policy is configured. It applies to all users,
all printers, has no restrictions and gives users User access to embedded terminals.

Restoring default policies

If you have made changes to either of the default policies, you can quickly restore
them to their defaults.

1 Go to Settings > Users > Policies.
2 Click one of the two default policies.
3 Click Edit.

4 Click Restore defaults.

) Default policy x
%™ Restore defaults

5 Click OK to confirm.
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Adding new print job policies

1 On the Policies screen, click +Add, and then click +Add print job policy.

The new print job policy settings screen opens with the Enabled switch set to
On.

2 Select the users and groups to which the policy will apply.

w

Write a description of the policy (optional).

4 In the Print Job Properties section, set the following options:

+ Force B&W

* Force toner saving

* Force duplex

* Force A3/B4 to A4 format (KX Driver and Mobile Print only)

» Force B&W printing and page limit in MS Outlook (KX Driver only)
» Force multiple pages per sheet (KX Driver and Mobile Print only)
+ Display Quick Print tab only (KX Driver only)

« Allow job history

* Allow job modification

5 Click Save.

Setting print job policy on queues

By default, Print Job Policy processing is enabled on a per queue basis. If you want
to disable the Print Job Policy for a queue and use a different policy on a queue, you
must clear Force User policy.

To disable a Print Job Policy on a queue:
1 Go to Printers > Queues from the logo menu.
2 Double-click the name of a queue.
3 Select the Job processing tab.
4 Clear Force user policy.

5 Click Save.

Adding new printer policies

1 On the Policies screen, click +Add, and click +Add printer policy.
The new print job policy settings screen opens with the Enabled switch set to
On.

2 Select the users and groups to which the policy will apply.
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3 Write a description of the policy (optional).

NN

Select the printers or printer groups to which this policy will apply.

5 Inthe Allowed Actions section, check or clear each option and select Yes or
No from the list to allow or disallow:

e Print

+ Copy

* Full color copy

« Single color copying

+ Send

» Store in USB memory
+ Store in Box

+ Fax

6 In the Other policies section set Device access level to User or
Administrator.

7 Click Save.

Settings > Users > User Synchronization

Synchronization from the Master server

When using Net Manager Cloud, you may synchronize users with the Master server.
Before synchronizing with the Master server, you must import the user data to the
Master server database.

1 Open Settings > User Synchronization, click Add sync source, and select
the Master server option from the drop-down list.

== Add sync source *| ¥ Synchronize now o~

Q
="

Add LDAP source

Add CSV source

= Add KYOCERA Met Manager Master server

1

Add Custom Script

— 1 When synchronizing with the Master server, you must disable
' all user auto creation on the site servers. You should not modify
any user on the site server. The purpose of this system setting is
to manage users from the Master server. If not, you may cause
replication to fail.
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2 In the setup window, select the groups of users to import to this server.
= Master server ®

Enabled:
Only these groups: -

Department 2

3 Click Synchronize now to start the first synchronization.

4 If the settings are correct, a success screen will display with synchonization
results such as added users, groups, etc.

| | Synchronization results

4 SUCCESS: LDAP - ktd.com
"C:“Program Files (x88)'“Kyocera\KYOCERA MNet Manager‘\PHP'PHP\php.exe" -

Active code page: 65881
Connecting to the LDAP...
8.811 sec

synchronization started

8.814 sec

SYNC GROUPS

B

Number of groups to import: @
Pairing property: path

@.833 sec

SYNC USERS

ER kR ERER kR

Humber of wsers to import: 1@
Pairing property: login
Deactivate missing users: yes
Sync spurce: kitd.com

Loading current users...
@.814 sec

Creating pairing index...
Pairing users...

a.8a7 sec

Deactivating users...
a4 sec

Updating users...
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Authentication against an LDAP domain

To select user authentication against an LDAP domain (for example, for the login to
Net Manager), you must define that domain on the site server.

1 Open Settings > User Synchronization.

Click Add sync source.

2
3 Click Add LDAP source.
4

Define the Connection parameters:

« Server

* User

» Password
5 Click Save.

Now, users can authenticate against LDAP.

Scheduling user synchronization

You do not need to run synchronization manually every time the Master server
database changes. With the built-in task scheduler, you can schedule synchronization.

1 Go to Settings > Task Scheduler.

- Settings.

§ setwork

B s

2 Select the User Synchronization task.

3 Click Edit.

- Task Scheduber

LepLeeel

+ torw schedule » B Run [ RdR [ Actens v (O Rafesh

backup

* User Synchronkzation x

Name: | Uiae Symcheonizaten

=— 1 You can also enable or disable the User Synchronization task
# from the Actions menu.

4 Create the schedule.

Repetition

Choose Minute, Daily, Weekly, Monthly, or Quarterly.
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Every N-th ...
This selection changes based on the repetition type selected.

Hours of run
Enter the time of day for the task.

5 Select recipients for notifications. You can notify any number of users or groups.
You can also type an email address.

6 Select Only in case of an error to limit notifications.

7 Click Save.

Settings > Users > Credit

See Accounting / Credit.

Settings > Users > Quota

See Accounting / Quotas.

Settings > Users > Rights

Grant additional rights to users or groups.

Adding user rights
1 Go to Settings > Users > Rights.
2 Click +Add user, select a user or group, and click OK.

3 The listing of assignable rights displays. Use the check boxes to select which
rights to assign and click OK.

User rights options:

Administrator Has the same rights as the Administrator (*admin).

Manage settings View and change KNM settings. This does not give the
user access to the License or Rights settings.

Manage users Grants access to the User main tab, the User setting
tab and the Policies setting tab, can add users and
change their settings and rights.

Recharge credit Recharge credit for all users.
Boost quotas Boost quotas for all users.
Manage vouchers Access to the Voucher batches main tab.
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View printers

Access to the Printers tab to monitor printers.

Manage printers

Access to the Printers tab to monitor and change
printer settings.

Manage queues

Access to the Queues tab to change queue settings.

Read jobs

Can see other users' jobs.

Manage jobs

Can edit other users' jobs.

Manage projects

Access to the Projects tab, add and change project
settings.

Manage reports

Manage all reports.

View log

Access to view the KNM logs.

Manage payments

Access to the KYOCERA > Payments tab.

View licenses

View licenses page but cannot make changes.

User list

On the Users main tab, you can see users, user information, and access actions and
tools to manage users. With the All users search option selected, you see a list of all

users that are currently in the system. The following search options are available:

Unclassified Display only those users that do not
belong to any group.

Managers Display only managers of groups.

Locked Display users whose accounts have been
locked.

Deleted Display only deleted users.

Users - Action menu

The following actions may be performed on individually selected users:

Edit

Modify selected user account.

Recharge credit

Recharge credit of the selected user. Credit
accounting must be enabled.

Boost quota

Modify the quota of the selected user. Quotas must be

enabled.

Set password

Change selected user's system access password. Not

available if the user authenticates through LDAP.

Generate PIN

Generate a new PIN for the selected user.

Remove from group

(Only available when a group is selected in the Groups

panel.)
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Removes the selected users from the group.

Show effective policies

Show how policies in place affect the selected user or
the selected user with a specified printer.

Unlock Unlock a locked account.

Delete Delete the selected user.

Undelete Use with the Deleted search. Select previously deleted
users to restore.

Anonymize Use to secure users' personal information, Anonymize

removes selected users from the system and replaces
them with a randomly generated name in all relevant
reports.

Users - Tools menu

Click the Tools drop-down list to act on the user list or selected users.

Bulk credit recharge

Add credit to user accounts. See Importing Credit from
CSV: file.

Export

Exports a .csv file of all system users (the All users
group) or a selected group of users.

Users Export X
Group: | M Accounting |

Active
| . Accounting @

Al users
M. Unclassified

Select all (Ctrl+A)

Select all users in the selected search.

Edit columns

Rearrange, add and remove, set the width and word
wrap for columns in the user display.

Default layout

Restore the default column layout.

Double header height

Use to display more header information when text is
wrapped.

Users - Special user accounts

By default, KNM has five special users who cannot be deleted:

*admin

The default admin account. The admin can change the
email address and reset the password for this account.

*api

Used to connect to external applications. No changes
allowed.

KYOCERA Net Manager
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*fax

The charging account for fax documents on printing
devices. Since faxes cannot be blocked, they are
printed even if no one is logged on to the device. To
view the number of fax prints on all devices, generate
reports for the *fax user. No changes allowed.

*guest

The default account for guest access to embedded
terminals. All prints, copies, and scans made on the
guest login screen are charged here, unless you use
a different account for this purpose. The Administrator
can change the password.

*system

*system user has all rights. It is used for tasks such as
user synchronization or report scheduling. This user is
for internal use and is not visible in logs or settings

*unknown

All prints, copies, and scans not assigned to a specific
user are changed to this account, for example, printing
during maintenance in service mode. No changes
allowed.

I__I= 1 An increase in printed, copied, or scanned pages to the *unknown user
# account may indicate that the printing device has incorrect security

settings.

Users - Random PIN generation

After users are manually created or imported, you can generate PINs for selected
users or groups.

The PIN length requirement is based on the number of KNM users. If the PIN length
does not match the requirement, an error message displays. See Configuring user

PIN options.

Before you generate new PINs, check Settings > General > Users > PIN and make
sure that Send new PIN via email is selected. Also check that the addresses and
SMTP server settings are correct.

Generating a PIN for all users

1 Right-click the All users search on the Users tab and select Generate PIN.

== New Group

4 o | Searches

o~ All users

P

—

[=1 %

Unclassified

Managers
Locked
Deleted

Searcn

[#e ] @en erate PIM
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The Generate PIN screen displays.
Generate PIN X

Group: All users

Generate for: (@) Users without PIN anly
() All users, Current PIMs will be deleted

Users must have an email address

-

PIM length: |4 =

o DK # Cancel

2 Choose which PIN option to use:

» Users without PIN only
» All users - this option replaces the current PIN of any user that already had
one set up.

3 Set the PIN length.

4 Click OK.

Generating a PIN for selected users

1 Right-click a user on the list and select Generate PIN.
The Generate PIN screen displays.

2 Choose which PIN option to use:

* Users without PIN only
» All users - this option replaces the current PIN of any user that already had
one set up

3 Set the PIN length.
4 Click OK.

A new PIN will be generated for the selected user based on the selected criteria.

Generating a PIN for a group

1 Right-click a group name, and select Generate PIN.
The Generate PIN screen displays.
2 Choose which PIN option to use:

* Users without PIN only
» All users - this option replaces the current PIN of any user that already had
one set up
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3 Set the PIN length.
4 Click OK.

New PINs are generated for all group users based on the selected criteria.

Users — Set password

Users can access the KNM web interface to monitor their accounts and manage print
jobs. A user can log into the web interface using either a PIN or password. PINs are
assigned during user creation or generated for users or groups. Administrators can
assign a password to existing users, except for those who log in through LDAP.

1 Right-click a user.
Select Set password.

Enter a password that meets the requirements as configured in Settings >
Users in the Password complexity section.

Click OK.

A ODN

=1 Users can change their own password or PIN after logging into the web
interface.

N,

Users - Temporary ID cards

Administrators can create and register temporary ID cards with a set expiration date.

These cards can be used by a guest or employee for temporary access, typically for
24 hours.

Temporary cards can be registered in two ways:

+ The Administrator creates and registers a temporary card for the user. The
expiration timer starts immediately.

* The Administrator creates a temporary card and the user registers the temporary
card when logging in to a device. The expiration timer starts when the user
registers the temporary card.

Registering a temporary ID card
1 Goto Users.

Double-click the name of the user.

Under General > Cards, click Add.

Enter the card number.

a b ODN

Select Temporary from the drop-down menu.
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6 Click Save.

Setting card registration as temporary
1 Go to Settings > Printers > Cards from the logo menu.
2 Select Register cards as temporary.

3 In Validity of temporary cards, enter the number of hours the card will be
valid. The default is 24 hours.

4 Click Save.

Registering a temporary ID card at a device
1 Log in with a user name and PIN or password.
2 Tap ID Card Registration on the device panel.
3 Tap the temporary card on the reader.

4 The temporary card’s validity period begins when it is tapped on the card
reader.

Delete user ID cards

KNM provides a setting for users to delete their ID cards. This feature is useful when
an ID card is lost.

1 Go to Settings > Users.
2 Under General, select Enable deleting of all ID cards.

4 General

Enable user profile editing:
If enabled, user can change these properties: Full name, Password, Emai
Properties which can be changed always: Default language
Show more info about user profile:
Gadget 'User profile’ will contain more informations
Enable personal gueues settings: |+
This functionality requires Scripting (PHP)
Enable delegate changes:
|Enab|e- deleting all ID cards: |

3 Click Save.
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Site server auto-detection for users

With Site Server Auto Detection enabled, when a user goes to a branch and
acquires a new IP through DHCP, the Master server will recognize which branch
office’s IP range the user is in and direct the job to the correct site server. This allows
a user to move seamlessly from one branch to another without having to manually
change settings.

Enabling site server auto-detection in KNM

1 On the Site server, select Server Type & Cloud.

2 Under Options, click + Add to open the IP range fields.

4 Dptions

User synchronization with
Master server:

IP range: | From To X

=4 Add
o Save # Cancel

3 Enter the IP range available at the branch office.

4 Click + Add to add additional IP ranges available to users that use this site
server.
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— Server Type & Cloud
Server type: Site server
4 Site server

Site name: * | k121001270d
Master server address: * |10.183.49.163

Enable secure connection: v
Port: * | 8000
4 Cloud licenses count
Printers: * |2
Embedded terminals: * |2

Embedded Lite terminals: * |

4 Options

User synchrenization with -
Master server:

IP range: |10.183.50.1 10.183.50.255 Fal
10,183,511 10,183.51.255 F o
10.183.49.2 10,183,493 o
192.168.0.1 192.168.1.1 Fal
== Add

o Save K Cancel

5 Click Save.

Enabling site server auto-detection on client devices

Use the following settings for the KX Driver and Port Monitor of the client device.
1 Open Printer Properties > Device Settings > Administrator.

2 On the KX Driver Administrator Settings, on the Net Manager tab, select Auto
detect site server address.
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3 Enter the Master server IP address or Hostname.

Administrator Settings

[V] Met Manager

I E'Autu:u detect site server address I
Master servern Part:

Master server IP or Hostname 9094

7 Use Windows authentication
@ Use spedfic hame

Lagin user name:

Password:

[¥] Mo notifications for policy conflicts
@ Continue printing
O Cancel printing

[ OK ] [ Cancel

4 Open the Port Monitor Configuration.

The Port Monitor configuration will be set to Auto detect site server address.
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KYCOCERA Met Manager Port Monitor Cenfiguration x

Port Mame:

KIMNM Port

Primary: KYQCERA Met Manager Server Secondary: Device

Auto detect site =erver address IF Address:

|1D.1D.31.143

Queue Mame: Port Mumber:
PrintFollow-kx () 10010 - Direct
e (®) 10011 - Hold

PP () 10012 - Print&Follow

() 10013 - Delegated Printing

[ 5end print job to device more than : 0 = mB
Cancel

5 Click OK.

Multi-domain support

When Multi-domain support is enabled, the user must use their qualified name, not
just their username, when logging in to the Embedded Terminal or the KNM web
interface. For example, ‘userA@company.local’, not just ‘userA’.

Lucy

User Jake

Synchronization

(- CToTmmmmmmmmmm T Y

i | User List: i / LDAP server

i Lucy@ExampLDAP_1.com i ExampLDAP_l.com
i Lucy@ExampLDAP_2.com i

1 1

' | Mike@ExampLDAP_1.com ! Lucy
U1 Jak KNM server | Mike
' ake@ExampLDAP_1.com I User Jake
: Jake@EXampLDAP_z.Com : Synchronization

1 1
ittt ! LDAP server

ExampLDAP 2.com

Enabling multi-domain support

1 Go to Settings > User Synchronization > LDAP.
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2 Double-click LDAP.

“fL User Synchronization

= Add syncsource * [ Synchronize now . Edit |+ Enabled F .

Enabled Type Description

“ L LDaP [} yourcompany.com

3 Select Use authentication server and Append the domain name to the
username.

XK & L LDAP synchronization

General Users Groups

i You can drag and drop tree items and attributes on fields

Base DM:

OU=G55,0U=04, OU=Domain Users, DC=ktd, MC=com >
OU=Tech Comm, OU=04 OU=Dormain Users, DC=ktd, D >

== Add
- Properties Expand
4 Options

Deactivate missing users

Add new users

[ ] Convert user name to lowercase
Lse authentication server

[] Pair by the personal number

[] Ignore synchronization source

Append the domain name to the username
(username@domain.local)

4 On the User Synchronization tab, click Synchronize now.
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5 Go to Users and double-click a user name.

General Groups  Cueues Delegates

Default language: | [empty] bl

User's scan storage:

Folder or email for storing scanned documents

Use authentication server:

Authentication server: | YOUTCOmMpany.com

6 Confirm that Use authentication server is selected.

KYOCERA Net Manager
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11 Queues

Print queues perform an important function in KNM. Queues can target specific
printing devices (Direct), allow users to choose from a group of printing devices and
gain access by identifying themselves (Print&Follow), allocate the workload of large
print jobs between several printing devices to use the inactive one (Tandem), and
allow one user to release and print jobs for another (Delegated).

Print queues can govern access rights of users or groups to printing devices, and
provide options for extra modification of print jobs. You can have an unlimited number
of print queues.

View and manage print queues by going to Printers > Queues from the logo menu.
The initial screen displays the following information about queues:

Status Ready or Offline. Right-click the queue to change the
status. Not available for the three built-in queues.

Name Queue name

Type Direct, Tandem, Print&Follow, or Delegated printing.

Size The total size of all print jobs currently assigned to the
queue.

Printers The number of printers assigned to the queue.

Maximum size The maximum size of the queue, set by the queue
creator.

Used Percentage of the max size used by current print jobs.

Priority Documents are sorted into the finisher mailbox
according to the priorities.

E&' MNew Queue Actions - [l Tools = & || Search

Status Mame Type Size Printers Maximum size Used Priority

Print&Follow
Ready E-mail_Web Print&Follow 0B s Number of printers: 13 0.93 GB 0%
Ready Job roaming Print&Follow 0B [ Mumber of printers: 13 0.98 GB 0%

Ready Replicated jobs Print&Follow 0B ./t Mo printer 0.93 GB 0%
=08 1=3.91GB

Default queues
By default, KNM sets up four queues:
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New gueue Actions ~ B Tools ~ | @ | Search
g

Status Mame Type Size | Printers Maximum size Used Pricrity
Print&Follow
Ready Replicated jobs Print&Follow 08 /& Noprinter 0.98 GB 0%
Ready Email_Web Print&Follow 0B (= Number of printers: 28 0.98 GB 0%
Ready Job roaming Print&Follow 0B g Number of printers: 29 0.98 GB 0%
Ready Local Print8Follow 08 /b Noprinter 0.98 GB 0%
I=0B I=3.91GE

Replicated jobs
Used by the Master server to manage jobs from the site servers.

Email_Web
Used for jobs sent directly from email or from the web interface.

Job roaming
Used for sharing jobs among site servers.

Local

This queue is used to store jobs spooled directly to device via Local Print
Spooling in online and offline modes after they have been successfully printed.
With this feature, job information can be captured on the server in the Jobs tab
as well as in reports.

All are the Print&Follow queue type. You can edit some, but not all of the settings for
these default queues.

Creating new print queues

1 Go to KYOCERA > Printers > Queues.

Click New Queue.

Enter fields on the General tab (table below), and click Save.

Enter fields on the Job processing tab (table below) and click Save.

If using Prologue/Epilogue rules, click Add rule on the Prologue/Epilogue tab
and click Save.

OO b~ WD

Click the Printers tab and add one or more printing devices to the queue.

I_EI A Direct queue may only have one printing device.
4

=1 A new queue grants all users the right to use it. Change this on the
< Rights tab.
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General tab

Type

Direct
Used for single printing device.

Tandem

Used with several printing devices for equal
distribution.

Print&Follow

Used with printing devices with KNM terminal
and card reader so jobs can be sent to printing
devices on which a user is authorized.

Delegated Printing

Used so users or groups can select delegates to
print their jobs.

Maximum size (MB)

Size of all print jobs assigned to a queue. If exceeded,
the queue will not accept additional jobs.

Private

Jobs in Private queues are deleted from the server
immediately after printing, as a security feature.

Priority

Applies to Print&Follow queues using the finisher with
the mailbox. The documents are sorted into the mailbox
according to their priorities.

Protocol

* Raw

 IPP

* IPPS (secure connection)

« LPR

+ MPP (KYOCERA Net Manager Printing Protocol)

+ MPPS (KYOCERA Net Manager Printing Protocol
Secure)

Port

Set by default depending on selected protocol, but may
be changed.

Use Fiery if available

Select if device is equipped with a Fiery raster image
processor.

Default printer language

This function is for print jobs that come from systems
that do not add a PJL header to the print job. As a
result, KNM cannot identify the print language used. For
these jobs, KNM sends a PJL header according to the
setting of the default printer language on the queue.

Be cautious when choosing a default printer language.
The language must match the print language used. If
set to a different language, the print job might not print
correctly.

KYOCERA Net Manager
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General tab

If KNM gets the print language from the PJL header, the
parser uses it and ignores the setting on the queue.

User name is case
sensitive

Select or clear.

User detection method

Select from drop-down list, defaults to KX
Driver/KYOCERA Mobile Print

Regular expression

Enter regular expression code, if wanted.

Get job name from PJL

Select or clear.

Job metadata mode

Select Not required or Required - discard the job if
no metadata.

Computer detection
method

Select Default protocol or @PJL SET HOSTNAME...

Service name for custom
data processing

Job processing tab

PJL (for supported print
drivers only)

PJL settings allow you to apply additional rules to
selected print jobs. By default, Force user policy is
selected. If Force user policy is cleared, policies will
not be applied. Select other policies to force apply as
needed.

Custom PJL

See Job processing options - PJL.

Scripting (PHP) tab

Actions after processing

See Job processing options - PHP scripting

User Interaction

Prologue/Epilogue tab

Add rule

Add a file with text and variables that will print with each
job submitted to the queue in a selected location on all
or selected pages of the document. See PRESCRIBE
Commands.

Printers tab

Add or remove printers that will use the queue. A Direct
queue type can only have one printer assigned.

Rights tab

All users have rights to use the queue by default.
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Adding printers to queues

1 Go to KYOCERA > Printers > Queues.
Double-click an existing queue.
Click the Printers tab.

Click Add.

a b WODN

Select All printers or individual printing devices from the drop-down list.
Add multiple printing devices by clicking the down arrow again and clicking
additional printing devices, one at a time.

6 Click OK when you’ve made all selections.

|= 1 The Direct queue type can only have one printing device assigned.
K4

Setting user access rights to queues

1 Go to KYOCERA > Printers > Queues.

Double-click an existing queue.

w

Click the Rights tab.

I_EI All print queues default to granting rights to all users.
4

If you want to restrict rights to the queue, click All users and click the red X to
remove.

Click Add user.

Select individual users or groups.

o NOoO O A

Click OK.
Click OK again.
== Add user X ¢
Use queue

o OK # Cancel
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Adjusting page counters for load balancing between printers in Tandem

queues

Use Tandem queues when you have multiple printing devices and high print volume.
Jobs sent to a tandem queue are evenly distributed among the devices in the queue
and immediately printed on a free device. With more than one idle printing device, the
print job is sent to the device with the lowest printed pages count.

To balance the load between devices in the queue, make sure that the Page Counters
on all printing devices in the queue are similar. Otherwise, the printing devices with
lower printed page volume might be overused.

You can manually change the page counter on the Printer total counter to adjust for
load balancing.

1

ou A OWONDN

Go to Printers.
Double-click a printing device that is part of a tandem queue.

On the General tab, scroll down to the Page Counters section and click to
expand it.

In the field Printer total counter adjust for load balancing, enter a number to
use for all printing devices in the queue.

Click Save.

Repeat for each printing device that is a member of the tandem queue.

4 Page Counters

BE&W Print: 173
Cﬂlnl,\\grint: 729
B&W Copy: 0

4

4k

4k

L3

Color Copy: |0

4

L3

Single color copy: 0

4

L3

Scanner 23

4

L3

Faw: |0

4

Printer total counter adjust | 20000 |5
for load balancing: *

o Save # Cancel

The entered value is added to the printed pages counter. When a print job is
sent to the queue, this adjustment causes all printing devices to appear to have
approximately the same page count, which causes the queue to evenly spread
the print load among printing devices, rather than always selecting the printing
device with the lowest page count.
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Enabling mobile printing in KNM

Mobile printing can be managed by KNM. Mobile printing allows policies, quotas, and
credits to be applied to mobile device users. KYOCERA Mobile Print can support
Direct and Print&Follow printing based on the print queue that is selected by the user.

1 Open Queues.

Double-click the queue for mobile printing.

2

3 Under Jobs > User detection method, make sure that KX Driver/KYOCERA
Mobile Print is selected.

4

Click Save.

— 1 Windows authentication is not supported in KYOCERA Mobile
' Print, which means that iOS or Android mobile device users must
manually enter their username and password into their mobile
devices.

I_E! If you are unable to log in to the KNM server when using

# KYOCERA Mobile Print, make sure that the login method selected
is Net Manager, and that User login and Job Accounting are
disabled.

Watermark collections

Watermark collections can be configured for individual queues. Each collection can
contain several watermarks which can be enabled and disabled individually. When a
watermark is enabled, it is added to each page of the printed document.

Creating and managing watermark collections

Create or manage watermark collections from the Jobs tab or when creating or
editing a queue.

1 Go to Settings > Jobs and scroll down to Watermark collections.

=] Jobs
|7 Projects
5 Reports o Save K Cancal
B Code Books | | Watermark collections
BB External Code Books + Add Edit Delete
& External Systems MName Queues
[ Log & Audit Caollection 1 Number of queues: 1
2 Click +Add.

3 Enter a name for the collection and click + Create watermark.
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4 Enter the text and variables to use as the watermark in the Text field. Set the

Position and the Size.

| | Watermark

Enabled:

Teuxt: *

Position: *

Size: *

o

Accounting %timestamp3s

Feu 2%, %efullname?s, %timestamp®s, Sdefauligroup:
- %ejobnamets, ¥personalnumberss, Jeuuids
Yecomputerds
Top v
Mormal r

o Save & Cancel
.

x

5 Click the Enabled switch to enable the new watermark for use and click Save.

6 If you have more than one watermark in a collection, you can click Edit to

enable or disable individual watermarks.

7 Click Save.

8 Go to Queues and double-click on a queue to which to assign a watermark

collection.
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9 Click Job processing and select a watermark collection. Click Save.

| | PF x

General | Job processing | Scripting (PHP) | Prologue/epilogue | Printers Rights

4 PJIL

For supported print drivers cnly

Force user policy: |+
Force BEIW:
Force economic mode:
Force duplex:

Force stapling:

Force copies: Copies:
Custom PJL:
4 Watermark
Cellection: | Collection 1 -
o Save R Cancel

I_E! You can also create watermark collections and add watermarks from the

# Job processing tab of a queue's properties. When adding a watermark
collection to a queue, the drop-down list has an +Add new option. Any
actions taken there will be reflected in Settings > Jobs > Watermark
collections.

Identifying a print job owner

KNM provides several methods of user identification from the print job data. You can
set the method of user identification in the print queue in the Jobs section of the
Queue/General tab.

I_E! Is the Job Owner's name case-sensitive? With the Username case

# sensitive field, you can determine whether the system distinguishes
lowercase and uppercase letters. If cleared, the system ignores the
difference between lowercase and uppercase. For example, a job sent
by user "TESTUSER" or "TestUser" will be assigned to Net Manager user
"testuser".
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Identify job owner by username and computer DNS name

The most frequent method of user identification is by user login to the operating
system. For this option, keep the default setting, which is Job sender.

If you want the user to be recognized, there are three detection options available.

Sender's computer name

The job owner is identified as the name of the computer from which the job is
sent.

Print server's DNS name

The domain server resolves the IP address of the computer on which the print
driver is installed.

Sender's computer DNS name
The domain server resolves the IP address of the login computer.

Identify job owner by print job name

You can detect the user from a print job name (Detect user from the job name). This
option can be useful if a job is generated and sent to print automatically (for example,
by an Enterprise Resource Planning (ERP) system). The syntax of the print job might
be: j.brown@)job1025896.prn. In this case, j.brown will be used as the job owner.

Be sure to set up the Regular expression parameter correctly.

If you select the Detect user from the job name option, another parameter, Only for
LPR user, is displayed in the menu.

This parameter allows you to combine the user identification from the username
and print job name in a single print queue. If the text box is filled, Net Manager first
identifies the username and, only if it matches the name specified in LPR User, it
detects the job owner from the job name.

This advanced user identification may be required, for example, for some print jobs
from the SAP system. Print jobs from SAP are not usually sent directly to printer
devices, but first to Windows spooler (SAP LPD or SAP Print) which processes and
forwards the print jobs to the printer. This service usually runs under the system
account (SYSTEM), and therefore the job owner detected from the jobs is SYSTEM
for all the jobs.

Regular expressions

The regular expressions necessary for basic operations are listed below. These
descriptions are simplified for use in KNM and do not necessarily match the common
explanation of each command. For more information about regular expressions, see
https://www.regular-expressions.info.

Any character.

{5} Exact number of characters in selection.
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A Defines the beginning of the string.

$ Defines the end of the string.

[@;] Defines one or more characters (separators "@" and ";" in this case).

* The preceding character can be repeated as many times as possible.

? Not more than one occurrence (others are ignored).

Example: Expressions used with j.brown@job1025896.prn

» Get the first 5 characters of the string: 2(.{5}) returns: j.bro
« Get the last 5 characters of the string: (.{5})$ returns: 6.prn
+ Get the substring to the left of the "@" separator: *(.*?)[@] returns: j.brown

Identify job owner by KNM Smart Job Manager

Several users can share a computer and log in under a shared User name or as
Guest. When this happens, the system uses KNM Smart Job Manager to authorize
the individual users. Smart Job Manager must be installed and correctly configured on
the computer.

Once an unidentified user sends a print job to KNM, Smart Job Manager opens
automatically. Based on the setting of the User detection method on the print queue,
SJM requests identification, either by PIN / ID Card, by User name and Password, or
by User Name selected from a list.

Identify job owner by PJL header

If Job Owner information cannot be gathered from the LPR protocol, you can detect it
from a command called @PJL set Username. Information displays in the PJL header
which is located in the .prn file.

['RISEME; EXIT; %-12345X@PIL JOB MAME="Bez nA zvu a€" Poz 072814 142330"
@PIL SET TIMEQUT=300

@PIL SET RESOLUTION=E00D

@PJIL SET BITSPERPIXEL=4

@PJL COMMENT="INFO:NLP 1; DUPLEX OFF; QTY 1; COLORMODE COLOR;"

@PIL CCMMENT="APP:C:“Windows'systemn32'notepad. exe;"

P OBNAME= E L zvu 3€" poz 072814 1423307

@PJL SET QTy=1l
@PIL SET KCOLORMODE=COLOR
@PIL SET KGLOSS=LOW

@PIL SET KTRAPPING=Z

@PJL SET KPAGESPERSHEET=1
@PJL SET KCOLORPRODUCT=PRNSET
@PJL ENTER LANGUAGE=FCLXL

This type of advanced user identification (same as option Detect user from the

job name) may be required, for example, for some print jobs from the SAP system.
Moreover, print jobs from SAP are usually not sent directly to printer devices, but
first to the Windows spooler (SAP, LPD, or SAP Print) which processes and forwards
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the print jobs to the printer. This service usually runs under the system account
(SYSTEM), and therefore the job owner detected from the jobs is SYSTEM for all the
jobs.

By selecting Get job name from PJL on the Queue/General tab, you can
specify whether or not the metadata for the job is required and set the Computer
detection mode to either Default protocol or "@PJL SET HOSTNAME="..." / SET
JOBATTR="JobAcct2=..."".

Set user detection mode with PJL variable

User detection mode of "PJL SET Username" has been renamed to "User detection
from PJL" and now the PJL variable can be specified.

1 Create a queue and change User detection method to User detection from PJL.

2 To see the @PJL variables go to C:\ProgramData\Kyocera\Kyocera Net
Manager\Jobs and open the job .prn file. This file will only exist if there are
spooled jobs.

@PJL SET ECONOMODE=OFF

@PJL SET KLOGINID+"a"

@PJL SET KLOGINPWD="53arel2345greb4321"
@PJL SET USERNAME="BarryU"

@PJL SET JOBNAME="claim form.pdf 1234 4321"
@PJL SET QTY="1"

3 Enter the PJL variable that contains the user name. In this case, USERNAME.

Usar detection method: © | User detection from PIL ¥
Reqular expression:

PJL Vanable: USERMAME
Multiple vakues are separated by a comma. Baample

USERNAME, USERCODE

Job processing through queues

KNM lets you modify job processing options using PJL predefined functions, custom
PJL code, and PHP scripting.

Job processing options - PJL

On the Job Processing tab under Custom PJL, there are options to force predefined
functions on jobs using the selected queue or to add your own custom PJL to the jobs.
Predefined functions are shown in the screen capture below. Selecting one of the
predefined functions replaces the original PJL in the print job.

If you enter your own PJL sequence, it is added to the end of the PJL header of the
original print job and overwrites all original settings. Correct syntax is required for PJL
sequences, which always start with @PJL.
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General | Job processing Scripting (PHP) Prologue/epilogue  Watermark

Rights

4 pJL

For supported print drivers only

Force user policy: |+
Force B&MW:

Force economic mode:

Force duplex:

Force stapling:

Force copies: Copies:

Custom PJL:

@PIL STMSG DISPLAY ="print job?"

o Save X Cancel

Printers

I_E! The Force copies function will only work properly on printing devices with
# job storage options (for example, hard disk, RAM disk).

Job processing options - PHP scripting

Depending on job properties from the LPR protocol, LPMS or job parser, the print

job can be further manipulated. (i.e., moved to another queue, deleted, etc.) Edit the
Scripting (PHP) / Actions after processing function in the Scripting (PHP) tab to
further manipulate the print job. The following commands are available:

Commands to manage print jobs

$this->pause();

Pause print job

$this->copyToQueue
("queuename");

Copy print job to another queue

$this->moveToQueue
("queuename");

Move print job to another queue

$this->setPrinted();

Mark print job as "printed"

$this->delete();

Delete print job

KYOCERA Net Manager
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Commands based on the number of pages in the print job

if (strpos($this->name,
'text')

Command is executed if the name of the print job
contains "text"

if ($this->monoCount > xx)

Command is executed if the print job has more than xx
mono pages

if ($this->colorCount > xx)

Command is executed if the print job has more than xx
color pages

if ($this->paper == xx)

Command is executed based on the print job format for
paper size

Variables: A4, A3, Other

if ($this->duplex == x)

Command is executed based on whether the print job
is duplex

duplex on =1 or true, duplex off = 0 or false

if ($this->color == x)

Command is executed based on whether the print job
is color (contains at least one color page)

color job =1 or true, B&W job = 0 or false

if ($this->owner ==
“‘username”)

Command is executed only if sent by a specific user.
The user's email address may be used instead of the
username

Job processing based on the number of pages

if ($this->monoCount>50) $this- If a job of more than 50 pages is sent

>moveToQueue (“monochrome”); to this queue,the job is redirected to a
queue named "monochrome".

if ($this->monoCount>500) $this- If a job of more than 500 pages is sent to

>delete(); the chosen queue, the job is deleted.

if ($this->monoCount>50) $this- Combine the two previous commands

>moveToQueue (“monochrome”’); in a single queue. Combined, these

) ] ) commands allow standard printing of jobs

if ($this->monoCount>500) $this- with fewer than 50 pages, redirect jobs of

>delete(); more than 50 pages to the queue named

"monochrome" and delete jobs with more
than 500 pages.

$n = ($this->monoCount + $this- This command adds up the number of
>colorCount) if ($this->duplex) $n = pages (both B&W and color) in a job. If it
round($n/2); a duplex printing job, it divides the total

if ($n > 50) $this-

>moveToQueue("monochrome”); it exceeds 50 pages.

pages by 2, rounds up, and moves the
job to the queue named "monochrome” if

$n = ($this->monoCount + $this- This command multiplies the total pages
>colorCount) * $this->copies;

by the number of copies, does the
duplex calculation, and moves the job
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Job processing based on the number of pages

if ($this->duplex) $n = round($n/2);

if ($n > 50) $this-
>moveToQueue("monochrome");

to the queue named "monochrome" if it
exceeds 50 pages.

if ($this->color == x)

Command is executed based on whether
the print job contains at least one color

page.
color job = 1 (true), B&W job = 0 (false)

if ($this->copies>50) $this-
>moveToQueue("monochrome");

Moves the job to the queue named
"monochrome” if the job is for more than
50 copies.

Job processing based on job size and owners

if ($this-> dataSize>50000000) $this-
>moveToQueue("monochrome");

If a job larger than 50MB is sent to
the queue, the job is redirected to the
“monochrome” queue.

if ($this->owner == "hartmann") $this-
>moveToQueue("Secure");

If the job is sent by user “hartmann”, the
job is sent to the “Secure” queue where
the jobs are deleted after printing.

$this->owner = MYQ()->

getUserByUserName("new_user_name");

Changes the job owner.

Job processing based on source application or job name

if (strpos($this->name,'Outlook')!==false)
$this->moveToQueue("monochrome");if
(strpos($this->name,'outbind://")!==false)
$this->moveToQueue("monochrome");

Email: Jobs detected as originating from
email are printed on B&W devices only
(redirected to the “monochrome” queue).

if (strpos($this->sName,'.pdf')!==false)
$this->pause();

PDFs: All PDF jobs are paused and must
wait for approval. The user can release
the job from KNM Job Manager.

Email notification of print job changes

Code: if (strpos($this-
>name,'Outlook')!==false) $this-
>moveToQueue("monochrome");if
(strpos($this->name,'outbind://")!==false)
$this->moveToQueue("monochrome");

This command tells the system to send
an informational email to the job owner
if any modification of a print job takes
place.

Example: if (strpos($this->sName,'.pdf")!
==false) $this->pause();if ($this->color
== true) $this->owner->sendEmail("job
$this->name deleted","You are not

Email notification about a deleted job
will be sent to the job owner prior to job
deletion.

KYOCERA Net Manager
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Email notification of print job changes

allowed to print color.");if ($this->color ==
true) $this->delete();

Moving print jobs between queues

if ($this->color) {if ($this->owner-
>canPrintToQueue("JPS2")) {$this-
>moveToQueue("JPS2");} else {$this-
>owner->sendEmail("Job error", "Color
printing denied");$this->delete();}

You can move print jobs between queues
with this command. In the example, if
this is a color printing job and the job
owner has rights for the queue “JPS2”,
the system moves the print job. If not, the
system informs the job owner by email
and deletes the print job.

Move print jobs between direct queues

Code: isAnyPrinterAvailable()

With this command, you can move print
jobs between direct queues if the device
in the direct queue is not available.

Example:

if ($this->queue->isAnyPrinterAvailable())
{

else

{$this->moveToQueue("direct2");}

If no printer for the current queue is
available, the job is moved to the queue
named “direct2”.

Custom log messages

MyQ()->logError("message")MyQ()-
>logWarning("message")MyQ()-
>logInfo("message")MyQ()-
>logNotice("message")MyQ()-
>logDebug("message")

With this command (via MyQ), you can
log custom messages to the KNM log.

if ($this->color) {

if ($this->owner-
>canPrintToQueue("colorqueue")) {

$this->moveToQueue("colorqueue");
}else {

$this->owner->sendEmail("Job error",
"Color printing denied");

MyQ()->logNotice("Color printing
denied");

$this->delete();
}

If this job is color and the job owner has
rights to the queue “colorqueue”, move
the job to that queue, else send the job
owner an email that color printing was
denied, add a “Color printing denied”
notice to the log and delete the job.
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Custom log messages

}

Test group membership

Code: hasGroup("groupname")

With this command, test if the job owner
is a member of a group.

Example: if($this->owner-
>hasGroup("pausedprintgroup"));$this-
>pause();

If the job owner is a member of the
“pausedprintgroup”, pause this job.

Test print job language

Code: Lang == value

With this command, you can test the
language of the print job. By adding
this command, you will receive a value
showing the language used.

Values:

PDL_UNKNOWN = 0, PDL_PCL
=1,PDL_PS =2, PDL_ESCP = 3,
PDL_PRESCRIBE = 4, PDL_PCLXL = 5,
PDL_PDF =6

Example: if($this->lang == 5)$this-
>pause();

If the language of this print job is PCLXL,
pause the job.

Job Processing - Quotas

$this->owner-
>getQuotalnfo()-
>canColor()

color?

Does the user's quota allows printing or copying in

1: The user can print or copy in color.

0: The user cannot print or copy in color.

$this->owner-
>getQuotalnfo()-
>canPrint()

Does the user's quota allows printing?
1: The user can print.

0: The user cannot print.

$this->owner-
>getQuotalnfo()-
>canCopy()

Does the user's quota allows copying?
1: The user can copy.

0: The user cannot copy.

$this->owner-
>getQuotalnfo()-
>canScan()

Does the user's quota allows scanning?
1: The user can scan.

0: The user cannot scan.

KYOCERA Net Manager
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Setting the default page description language for a queue

You can assign a page description language (PDL) to be used when there is not a
recognized PDL with the print job. For example, in the case of a job that uses the
Email/Web queue.

1 Open Queues.

2 In the list of queues, double-click the queue in which you wish to set the default
page description language.

3 Under General / Jobs, select the default page description language you want
the queue to use from the drop-down list.

Unknown - KNM will not process the job data for this job and job properties
will not be displayed in the header and footer.

Autodetect

PCL5

PostScript

ESC/P - This is an Epson printer control language. If it is installed on the
KNM server, it can be used by KNM to print.

Prescribe

PCL6

PDF

JPEG

XPS

4 Click Save.

KYOCERA Net Manager printing protocol

You can select MPP (KYOCERA Net Manager Printing Protocol) or MPPS (KYOCERA
Net Manager Printing Protocol Secure) as the Protocol in Output to printer. This
protocol compresses data and provides SSL communication (MPPS only). The
protocol does not support Embedded Lite.
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il TestQueue

General Job processing  Scripting (PHP) Prologue/epilogue  Watermark  Printers
Rights

4 Queue

Mame: * TestQueus
[a-21[0-9].- _""5{}

Use this name also as the queue name in the LPR. port settings in
the print driver

Type:* () Direct
Tandem
*) Print&:Follow
Delegated printing
Maximum size (MB): * 1000
Private:
Priority:

4 Qutput to printer

Protocol: * | Raw ¥
Port: » |Raw
|PF

Use Fiery if available: * IPPS {secure connection)

Iw]

4 Jobs

MPP (KYOCERA MNet Manager Printing Protocol)
Default printer language: | | MPPS (KYOCERA Net Manager Printing Protocel Secure)

If there is no PIL in the job specifying the print language, the
default language is assumed.

Setting the service name for custom data processing

This advanced feature allows you to run a script on received jobs. For instance, if
you wish to filter, parse, or cut user names and regular expressions are not sufficient,
you can create a custom PHP script and call it to perform data processing. Contact
support for more information. To configure the queue for custom data processing:

1 Open Printers > Queues from the logo menu.

2 In the list of queues, double-click the queue in which you want to set custom
data processing.

KYOCERA Net Manager 11-19



Queues

3 Under Advanced (click to expand) on the General tab, enter the service name
in the text field.

4 Click Save.

4 Advanced

Service name for custom Custcum_custu:umer'l_cutnameu:uftheuserl
data processing:

+ Save # Cancel

The system will look for KNM\PHPApps\Custom\customer1\cuthameoftheuser.php
when processing jobs for the queue.

PRESCRIBE commands

PRESCRIBE is a powerful programming tool that gives you options to add graphics
into simple text documents, print barcodes, or change the print document properties
directly on the printing device.

There are many ways to use PRESCRIBE. You can:

* Add a simple command line to a print job

+ Use a text file with a sequence of commands

» Create sophisticated macros to be sent together with the print job or stored on the
printing device’s hard disk and applied on request

You can add any PRESCRIBE command or set of commands and apply them to all
the devices assigned to a single queue. You can create a special Net Manager print
queue, set the PRESCRIBE sequence and a method of inserting it into the print job
(beginning of job, end of job, etc.). This setting is applied to all devices assigned to the
queue so you do not have to set PRESCRIBE commands for each device separately,
and the commands areis independent from the printer driver you are using.

Creating a PRESCRIBE sequence

1 Define the PRESCRIBE command or set of commands that will be sent to the
device and save it as a text file.

For example, you can create a simple set of commands to print a barcode to a
fixed position on the page:

!R!UNIT C;MZP 1,26;BARC 23,Y, 'TEST PAGE Code 128';EXIT;

Explanation of the PRESCRIBE parameters:

Parameter Explanation

IR! Starts the PRESCRIBE sequence.

Unit C; Sets the unit of measurement to centimeters (the
default is inches).
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Parameter Explanation

MZP 1,26; MZP (Move to Zero-relative Position) sets the
position on the page. The first number is the x
coordinate and the second is the y coordinate.

BARC 23 Print the specified data in barcode form using
barcode type 23.

Y, The Flag parameter specifies whether to print
human-readable text under the barcode (Y/N).

'TEST PAGE Code 128'; [ The string parameter, the text (between single
quotes) that is converted into the barcode.

EXIT; Ends the PRESCRIBE sequence.

2 Save the file and send it to the printer, for example, upload to the printer via
FTP.

This PRESCRIBE example produces the following barcode:

TEST PAGE Code 128

The following is a general format for barcode drawing:

BARC type, flag, ’'string’ [, short, tall [, barl, bar2, bar3,
bar4, spacel, space2, space3, spaced]];

I__I= For more information, see PRESCRIBE Commands Technical Reference.
4

Adding a PRESCRIBE sequence to a queue

|= 1 Job parser must be turned on for the PRESCRIBE sequence to work.

1 Go to Printers > Queues.
Create a new queue, or edit an existing one.

Click the Prologue/Epilogue tab and click Add rule.

A ODN

Set a method of inserting the PRESCRIBE sequence into the print job.
Using the Place parameter, you can choose between the following options:
Beginning/End of the document and Beginning/End of the page.

(3]

If Beginning or End of the page is selected, you can set Page type to All,
Even, Odd, or Custom pages.

6 If you select Custom pages, you can specify which pages or page ranges to
print the barcode.
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7 Click Add next to File.
8 Click Choose file, browse to the path of the PRESCRIBE file, and click Open.
O Select the Encoding type in the drop-down.

10 Enter the name of the PRESCRIBE sequence in Description.

11 Click Save.

The new rule is added to the list on the Prologue/Epilogue page.

i TestQueue x

General  Job processing  Scripting (PHP) Prologue/epilogue  Watermark  Printers

Rights
== Add rule Edit Delete
Place Page type Description
Beginning of the page 1.2 Barcode

You can create more rules on the queue to execute PRESCRIBE commands at
different places in the print job.

=1 Successfully using PRESCRIBE in the Prologue/Epilogue depends on
# several factors - printer driver, device settings, original document type, etc.

Personal queues

Users can have multiple personal queues and can choose to send a job to one of
them without needing to have the printer driver settings changed by an Admin.

Enable Personal queues on Settings > Users in the General area.

Enabling personal queues
Enabling Personal Queues requires editing the config.ini file. This file is located in the
KYOCERA Net Manager folder.

Personal Queues can be configured to specify the types of queues and queue names
the user can see or select.

1 In KNM, go to Settings > Users. Select Enable personal queues settings
and click Save.
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_

4 General

Enable user profile editing: | |

If enabled, user can change these properties: Full name, Password, Email
Properties which can be changed always: Default language

Show more info about user profile: ]

Gadget 'User profile’ will contain more informations

Enable personal gueues settings:
This functionality requires Scripting (PHP)

Enable delegate changes:
Enable deleting all 1D cards: ]

2 Loginto KNM as user and click Personal Queues on the Home page.

3 Click +Add and select a queue from the drop-down menu. Repeat to create a
list of personal queues. Click Save and log out.

. I
Personal queues x
Queues: | gl DQ1 - X
T ler] v K
@ a3 - K
4 Add
The queue at the top of the list has the highest priority
+ Save ‘ K cancel ‘

4 Log in to KNM as Administrator.

5 0On the Queues page, double-click a queue to open the properties, then click
the Scripting (PHP) tab.

6 Add PHP scripts in Actions after processing to set the routing of jobs based
on user's personal queues.

I_E! The script example below goes through the user's personal queues

# tofind the first queue with an available printer and sends the job
there. If there is no available personal queue, the job will stay in the
printer driver queue.
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General Job processing Scripting (PHP) Prologue/epilogue Watermark = Printers

Rights

Actions after processing | User interaction

// get all user's gueues sorted by priority
$personalQueues = $this-rowner->personalQueues;
/{ loop them

foreach (%personalQueues as $q) {

// skip queue if no printer is available

if (%g->isAnyPrinterAvailable() === false) {
continue;

¥

// queue printer is available, move job to gueue
$this-»moveToQueus($q->name);
//job is moved, stop the loop

break;

¥

W Save K Cancel

Personal number parameter for Prologue/epilogue

In Prologue/epilogue, you can add a new parameter to insert a personal number.
This parameter can be added manually or by User synchronization.

1 Create a new queue.
2 Open Prologuelepilogue.
3 Click +Add rule and %personalnumber% displays as a new parameter.

Y%personalnumber% can be used in the PRESCRIBE commands for Prologue/
epilogue.

As an example, you can insert the following PRESCRIBE commands to add a
personal number and timestamp.

'R!STMO;

SFNT "Courier", 12;

UNIT C;

SIMG 2;

GPAT O0;

MZP 2,1;

TEXT "%personalnumber$";
MZP 6,1;

TEXT "%timestamp$";
EXIT;
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You can generate reports based on system data about users, projects, jobs, and
printing devices, individually or in groups on the logo menu>Reports tab.

There are predefined reports, graphs, and tables that can be directly displayed in the
web interface or saved in any of the following formats: .pdf, .csv, .html, .xml, or plain
text. You can schedule reports to run regularly and be emailed to selected recipients
or stored in a predefined folder. Reports are categorized and sorted alphabetically with
drop-down lists that expand to show all report options in a category.

You can customize a report's appearance. Reports that display as charts have options
for chart type. Once generated, any report can be viewed again or exported anytime.

Customization features include:

+ Page orientation and parameters
» Setting filters and parameters
+ Creating a list of different output formats

Report types

Alerts and maintenance | pevice alerts and unusual changes in device counters.

Credit and quota Credit and quota status and balances.

Environmental Environmental impact of printing for Jobs, Printers,
User groups and Users.

General General system information, such as counters,
statistics, price list comparisons.

Groups Group membership and summary reports by group.

Print jobs Jobs printed, such as a list of all expired and deleted

jobs over a certain period.

Printers Inforationm about printing devices (both local and
network); can contain graphs of device usage, daily,
weekly and monthly counters.

Projects If project accounting is enabled, all the information
related to a particular project and its print costs can be
displayed as reports. A report displaying jobs printed
for a particular project is also available.

Users A group of reports about users: various counters, job
summaries, credit-related reports, group membership,
and synchronization reports.
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Report filters

Each report has specific set up, filtering and selection criteria. Click Edit to make
changes to an existing report. Filtering options are available when adding new reports.
Some common setup Design tab options for reports include (but are not limited to):
Period (year, month, day, hours, etc.), User (or All users), Printer, Printer group (or
All printers), and Accounting Group.

. Filters and parameters

User: | B All users v

Accounting Group: -
Printer: -

Printer group: | All printers -
Period: * | This year B -

After configuring the filters on the Design tab, you can Save or Run the report.

» Save saves your filter and parameter selections without running the report.

* Run saves the selections and runs the report immediately. After the report displays
on your screen, you can select from output options, or set the report, as configured
to become a scheduled task.

Go back to the General tab to Schedule the report for future or repeated run.

Creating reports

1 Go to Reports.
2 Click +Add and select +New Report.

3 In Type, select a template type and in Folder select the storage location for the
report. Click OK.
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Device alerts

Device events summary

Top N alerts summary

Credit balance

Credit operations
Quota status for groups
Qluota status for users

4 Configure the report information in the General tab. Name is required.
5 In Sharing, select the users who can run or edit the report.

6 Click Schedule to set a time to run the report.

f5m| P Run

a Only you can see this report

Jusemealy oein

MName: * |Prir1tjubs — Daily summary|
Description:

‘\

Run: | v|
Edit: | -

This report is not scheduled.
(4 Schedule
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7 In the Design tab, configure the following options:

Options
Select the orientation of the report and a value to sort the report data.

Filters and parameters
Select filtering options and parameters.

Table

To add display rows to the table, click +Add. You can also edit, delete,
or reorder rows. In the Summary column, choose whether to display
summary data in the table. Choose from None or Sum.

Charts

If supported, select the type of chart to display. Both the Table and Chart
sections of the Design tab provide an On/Off switch for each item.
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« save P Run
5 This report is shared.
General | Design

S

Show filters in the | |
final report:

Usern |$AII USErs 'v|

Group: | v|
Printer group: |.A|| printers 'v|
Printer: | v|
Period:  This year -
N5 |

Add remaining surm:

& Add | Edit |~ |

Column Width Align Summary
User name Auto Left Mone

Full name Auto Left Mone
B&W pages Auto Auto Sum
Color Pages Auto Auto Sum
Total Auto Auto Sum
Scans Auto Auto Sum
Total price Auto Auto Surn

Chart type:

Bar e
Pie

Doughnut

KYOCERA Net Manager
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8 Click Save to save the report settings.

9 Click Run to generate a preview of the report.

Adding Personal number to user reports

The following procedure uses Users - Monthly Summary as an example, but other
user report types can also be configured to show the personal number.

1 Go to Reports. Open Users - Monthly summary and select Edit from the drop
down menu.

2 Click the Design tab.

3 In the Table section, click +Add.

 Save P Run

-l

I Only you can see this report.
General Design

|| Options
Ornientation: | Portrait ¥

. Filters and parameters

User: | B All users -

Accounting Group: -
[empty] . |
User name |
Full name All printers -
Date
B&W pages
Color pages [
Total | ﬂ
Scans
Total price |
Total Price Admin Vidth Align Summary
B&W print —
BAW copies fiens
Color print !
Color copies luto Auto Sum
A4 paper uto Auto Sum
A3 paper
A5 paper
B4 paper
B5 paper

Last 7 days -

jutc Autc Sum
Autc Sum

4
-

Sum
[empty] ¥ | Width Auto Y | None ¥ v

0K Cancel
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4 Select Personal number in the drop down menu and click OK.

5 Click Run to generate a report preview.

Add summary column in a report

Information in multiple columns can be aggregated into a summary column.

The summary column can display either the sum or average of the values in the
aggregated columns. Columns created by users are linked to a template and are
available only for reports based on that template.

The following types of reports are supported:

Printers
Daily Summary, Day of the Week, Total Summary, Meter reading via SNMP

Groups
Monthly Summary, Total Summary

Print jobs
Expired & Deleted Jobs

Projects
Daily Summary, Day of the Week, Monthly Summary, Projects per User, Users
per Project

1 Go to Settings > Reports and open the report to which you will add the
summary column.

A Settings & Reports |_} Monthly summary x
S License Budt-in Weekdy statistics General «| Ganera | Aggregate cohmas
= Server Type & Cloud Groups + Add

M General Groups Name Type

£ Personalization
Manthly summary Groups

&) Task Scheduler But-in Tep N Graups M
, = + Add
& Network tal summary Groups
. Budtein User group membership Groups
s Authentication servers

2 Click the Aggregate columns tab. Click +Add.
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3 Enter the name for the new summary column, select the operation (Average or
Sum), and select the columns that will be aggregated. Click Save.

| | Aggregate column x

MName:* |A5-A3

Operaticn: * | Sum v

Columns: * | Ad paper A3 paper A3 paper - |
Fax -
s paper
A3 paper
AS paper

B4 paper

BS paper
Cther paper
Folio paper
Ledger paper
Legal paper
Letter paper

Statement paper

When you run the the modified report, the new summary column will be
available on the design tab.
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o Smve b Rum
‘ Only you can see this report.

Adding a reports folder
1 Go to Reports.
2 Click +Add and select +New Folder.

3 Enter a folder name and location, and click OK.

Mame: |Te5ﬂ |
Folder: | My reports - ‘

« OK *K Cancel
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Adding a custom logo to reports and vouchers
A custom logo can be used in reports and vouchers.

The logo must be a .jpg, .png or .bmp file format. To fit the logo in reports and
vouchers, it is strongly recommended to use 398px x 92px image.

1 Go to Settings > General > Personalization.

2 Click Choose File under Custom application logo. Browse to find the logo
and select it. A preview of the logo displays.
3 Click Save.

If you want to revert the image to the original, click X to delete.
+*% Personalization

# Custom application logo

Custom Logo:

4 The
‘-%Tree Company

Setting user rights for reports

By default, all reports are available to the system Administrator (*admin) and to users
and groups assigned the Manage reports right. To set rights for individual reports:

1 Goto KYOCERA > Reports.

Select a report and click Edit or Add a new report.

2

3 On the General tab, under Sharing, select users (or All users) who will be
allowed to Run the report.

4

Select users (or All users) who will be allowed to Edit the report.

4 Sharing
Run: ‘Jﬁ All users -
. [’ n
Edit: | &, Andy User & Doug User -

5 Click Save to save your changes without running the report or Run to save your
options and run the report.

Setting report type

1 Go to Settings > Reports.
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2 Select a report type and click Edit.

4 Add | ¢ Edit | | Search 2

Type Name Run |Cahegnry

o

Alerts & maintenance

Built-in Counter analysis Alerts & maintenance
Built-in Device alerts Alerts & maintenance
Built-in Device events summary Alerts 8 maintenance
Built-in Top N alerts summary Alerts & maintenance
Credit & quota

Built-in Credit balance Credit & quota
Built-in Credit operations Credit & quota
Built-in ‘Quota status for groups Credit & quota
Built-in ‘Quota status for users Credit & quota

Environmental

Built-in Jobs Environmental
Built-in Printers Environmental
Built-in User groups Environmental
Built-in Users Environmental

3 In Permission for running the report, select who can run the report and click
OK.

MName: |Daily summary

Permission for running the | ﬂ- ;\lh.;sem_-
report: administrators can afways run the report

| v Ok || % cancel

Show report filter values in a report

1 Create or open a report. Select the Design tab.
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o Save [ Run

Only you can see this report.

General Design
| | Options
Orientation:

Show filters in the
final report:

2 Select Show filters in the final report and configure Filters and parameters.

3 Run the report.

Landscape ¥

The filters and parameters that were used are displayed in the report file.

o Save

G

P Run
Only you can see this report.
General Design
| | Options
Orientation: | Portrait ¥
Show filters in the (v
final report:

' Filters and parameters

8, userl

LY

User:
Accounting Group:
Printer: | TASKalfa 3510i_2 » 7H43500018 |

Printer group: | All printers

Peried: * |Last 7 days

Viewing a saved report

1
2

Open.

A

L All-reports- | oMy reparts - My daily summary

© Open | K | @ Refresh

Status | Run at Report

Today
& 04/11/2017 11:18:20.. My daily summary

& 04/11/2017 11:10:42.., My daily summary

Users - Daily summary

Created 02/07/2018 4:41:36 PM

Period 02/01/2018 12:00:00 AM — 02/07/2018 11:59:59 PM

User user]

Printer TASKalfa 3510i_2

Printer All printers

group
Full name Date B&W pages  Color pages
4 userl
user] 02/05/2018 3 0

3 0

Go to Reports and select a report from the list.

From the list of saved reports, select a report that you want to view and click

Files Run by
Eleor Administrator
H PDF Administrator
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Generating a report
1 Goto Reports.

2 From the list of saved reports, select the report you want to generate and save,
then click Run.

Adding customized report types
1 Go to Settings > Reports.
2 Click +Add.
3 Click Choose File and browse to the location of the .xml custom report file.
4

In the Permission for running the report field, select who can run the report
and click OK.

New report type
Repaort definition file: * | Choose File | CustomizedReportxml

Permission for running the | .ﬂ, Administrator

T8ROIt A Gministratars can always run the report.

o OK || % cancel

Scheduling reports

You can schedule a report to run either during the creation of a new report, by editing
a saved report, or from the Task Scheduler. To schedule a report from the main
Reports screen:

1 On the General tab, under Scheduled run, click Schedule.
The schedule options screen opens.

2 Set options on the schedule General tab and click Save before going to the
other tabs.

L_I= 1 You must designate one or more recipients for the report or a “save
# to” file before continuing.

3 In the Filters and parameters tab, you can only review the options you set
before running the report.
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4 The Rights tab gives you another opportunity to configure access rights to this
report.

5 You can change or remove the schedule for a saved report from either the Task
Scheduler screen or the Reports screen.

Scheduling a report from the task scheduler

You can also start the entire report creation and schedule process directly from the
Task Scheduler:

1 Click New schedule, then Schedule report.
The Reports tab opens.

2 Configure a new report and schedule it.

Deleting a scheduled report

1 Go to Settings > Task Scheduler.
2 Click a scheduled report.
3 Click Actions, and then Delete.

You can also delete reports from the Reports screen.

Duplex and simplex counters support

You can view duplex and simplex counters by adding them to your report from the
Design tab. Some printing devices will not display counters. These counters can be
displayed in the following report types:

* Groups - Daily summary

* Groups - Day of week

* Groups - Monthly summary

* Printers - Daily summary

* Printers - Day of week

* Printers - Monthly summary

* Projects - Daily summary

* Projects - Day of week

» Projects - Monthly summary

* Users - Daily summary

* Users - Day of week

* Users - Monthly summary

+ Users - Session details
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o Save | P Run

Only you can see this report

Ad paper -
A2 paper

AS paper

B4 paper

BS paper

Other paper

Folio paper

landscape ¥

eters
Ledger paper
Legal paper L All users -
Letter paper -
Statement paper
Rest of paper formats
Color pages (L1) -
Color cost (L) . .
Coler pages (L2) ast 7 days L
Color cost (L2)
Coler pages (L3) I
Color cost (L3)
Simplex
Duplex idth Align Summary

Al printers -

[empty] ¥ | Width Auto ¥ | Mone ¥
Date oK Cancel Mone

B&W pages Sum

Coler Pages Auto Auto Sum

Total Auto Auto Sum

Scans Auto Auto Sum

Total price Auto Auto Sum

Reports - Advanced SQL

You can perform advanced searches on some reports with the Advanced SQL option.
This filter is enabled in the config.ini file:

[ExtraFeatures]
enableReportSglFilter=1

The following lists show supported reports and their corresponding database table
name with the alias included in parentheses. The alias is used in the Advanced SQL
field.

Printers - Daily summary, Printers - Day of the week, Users - Daily summary, Users -
Day of week:

. V_TBLPAGECOUNTS (PC)
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Printers - Monthly summary:

Users - Monthly summary:

TBLUSERS (U)
TBLPRINTERS (P)
TBLENTITIES (G)

V_TBLPAGECOUNTS (PC)

TBLPRINTERS (P)
TBLENTITIES (G)

V_TBLPAGECOUNTS (PC)

TBLGROUPS (GRPS)

TBLUSERS (U)
TBLPRINTERS (P)
TBLENTITIES (G)

Parameters for each table can be found in the Firebird database table.

Administrators can create commands and queries with WHERE and HAVING clauses,
or both combined with SQL-like conditions and "and/or" operators.

I__|= If neither WHERE or HAVING is specified, HAVING clause is assumed.
4

Some examples of SQL conditions and their meaning:

Conditions

SQL expression

Notes

more than 1000 pages
printed

sum(pc.total_pages) >
1000

less than 50 color pages
printed

sum(pc.total_color) < 50

exactly 500 B&W pages
printed

sum(pc.total_mono) = 500

printers with fax module

P.faxpresent = 1

Available only in the
printers category report

Conditions can be combined using "and" and "or". For example, the following code
shows only printers with fax modules that have printed 1000 pages or more, or at least
500 B&W pages:

WHERE P.faxpresent = 1
HAVING sum(pc.total_pages) > 1000 or sum(pc.total_mono) > 500

Using advanced SQL report filter

Here is an example of how to use the Advanced SQL Report Filter feature to select
data shown in a report.

1 Open config.ini in a text editor and add these lines:
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[ExtraFeatures]
enableReportSqglFilter=1

2 Save the file, go to EasyConfig, and restart all KNM services.

w

Create a report of type Printer - Daily Summary and go to the Design tab.

4 Enter these commands into the Advanced SQL field:

WHERE p.color = 1
HAVING sum(pc.total pages) > 2 or sum(pc.total mono > 1

¥ Save P Run

Only you can see this report.

General Design

| Options

Orientation: | Landscape ¥

Show filters in the
final report:

- Filters and parameters

User: '-’c'_ All users v

Accounting Group: -
Printer group: | All printers -
Printer: v

Period: * Last 7 days = -

Advanced SQL: 'WHERE p.color=1
HAVING sumi{pc.total_pages) = 2 or
sum{pc.total_mona) = 1|

5 save and Run the report.

The report will only show data for color devices with printed total pages greater
than two or total B&W pages greater than one.
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Reports - Limit results

The number of results retrieved for a report in a specified period can be limited. The
limit applies to reports generated directly by Run or Preview. Scheduled reports are
not limited.

#. Reports

.

Limit results to: 1000 -

To set or change the limit, go to Settings > Reports.
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Net Manager automatically sends all scanned documents to the user’s box or email.
In this case, the Net Manager server works as a mail server. Through the SMTP
protocol, Net Manager receives a job scanned from a device, checks which device it
was sent from, finds the user currently logged on the sending device, and sends the
job to the user's box or email.

Setting up SMTP in the scanning device

To enable Scan Management, you must provide the address of the SMTP server on
the scanning device.

1
2
3
4

In the web interface, open Printers. Printer IP addresses are listed on the
screen.

Click the IP address of the printer. Click through any security certificate
warnings.

Login to the printer as Admin, password: Admin.

Click Function Settings > E-mail.
If SMTP Protocol is not set to On, click the Protocol link to enable it, then
return to the Function > E-mail page.

For SMTP Server Name, type a hostname or the IP address of the SMTP
server.

I_E! We recommend that you use the address of the KNM server, but
# you may use your own SMTP server.

In E-mail Send Settings, type the sender's email. You may also set a size limit
for out going email. If this value is set to 0, the size is unlimited.

Click Save.

E-mail Size Limit : 10000 KB
Sender Address : device@KMM.local
Signature -~
¥printer
[%etheraddr]

Function Default :
Change the default settings by following this
link. Common/Job Defaults

KYOCERA Net Manager
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I__I= 1 If used, SMTP configuration is handled automatically by Remote Printer
< Setup.

Setting up the user account in Net Manager

To enable Scan Management, you must select the email or folder for the user account.

1 Inthe KNM web interface, go to Users and double-click the user name to open
the user preferences.

2 Enter the user's email. If you would like to scan into a folder or use more than
one email, enter the email or folder path in User's scan storage.

3 Click Save.

Scanning activation and settings

Scan Management is activated on the KNM web interface in Settings > Printers >
Scanning & OCR. You can change the default email subject and message which Net
Manager sends with the scanned document on the same tab.

I_E! Before using the Scan Management function, make sure that no other

# application is using the SMTP protocol (TCP port 25) on the Net Manager
server. If this port is already used by another application, change the
SMTP port in Net Manager.

For printer devices with an independent network module for scanning (with a different
IP address from the print module), enter the IP address of the scanning module into
the Scanner IP address in printer properties.

Scan management options

Scan into a folder

To scan into a folder, you must make the folder accessible via the network with the
access rights for the server account. The SMTP settings for the device must be set
in KNM. The scanned document is sent by the device via email to Net Manager, and
then via the SMB protocol to the folder for the user account.

When your settings are completed, you can scan into the folder. Set the recipients
address on the device, for example, scan@knm.local. This ensures that Net
Manager will send the file to the folder based on the user's settings in KNM.

Scan to email

Before you can scan into an email, you must configure two settings: the SMTP server
on the device and the email for the user. Use the address or hostname of the server
on which KNM is installed.

13-2
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To send the scanned document to a user's email account, use email@knm.local as
the email address. This is a special command that sends the document to the user's
email. Adding any other command (any other email) will send the document to the
folder. If KNM receives an email from this recipient, it will be automatically sent to the
email address saved in the user’s settings (the user during whose session the scan
was done).

To send scanned documents to one or more emails, separate the email addresses
with a comma.

Scan to folder and email

You can scan to a folder and to an email in one operation. For example, you need to
send the document to your colleague (test@test.com) but you also need to modify the
document. To send to both the user's (test@test.com) folder and your email, type the
following recipient addresses into the device during the scanning:

test@test.com
Manually added email address via device menu.

email@knm.local

Special command for sending the scan to the email address of the user logged
in to the scanning device (the user email field in Net Manager).

any_user@knm.local
(for example, scan@knm.local) — The scan is sent to the destination indicated
by the User's scan storage in Net Manager.

KNM automatically recognizes the functions and sends the document as you have
specified.

Scan to email with an external SMTP server

Although it is not recommended, you may use an SMTP server other than the KNM
server. The only requirement is to set the hostname or address of your SMTP server
into the scanning device.

|= 1 Itis not possible to use the addresses email@knm.local and
# any_user@knm.local if you use an SMTP server other than KNM.

To scan the file to email, insert an email address into the menu of the device or use
email addresses from the address book. If you are using your own SMTP server, then
Net Manager cannot send the file to the folder. The only advantage of an external
SMTP server is that in case of a KNM server failure it will be possible to use scan via
a manually set recipient or to use the device address book without changing SMTP
server in the device.

To set the Easy Scan to user email function, go to Settings > Printers > Terminal
Actions > Easy Scan email and set Enabled to On.
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KNM as FTP server

KNM accepts scanned jobs sent by FTP. When receiving a scanned job, KNM checks
the source IP address and verifies that it is coming from a KNM device that has a user
session at the moment. Once verified, the file is accepted and processed. If the job
cannot be verified, the file is dropped.

This feature is not enabled by default.

Configuring KNM as an FTP server

Configuring KNM as an FTP server requires editing the config.ini file. This file is
located in the KYOCERA Net Manager folder.

1 Open config.ini in a text editor and add these lines:

[ExtraFeatures]
useMygFtpServer=1

2 Save the file and use EasyConfig to restart all services.

3 In KNM go to Settings > Network.
The FTP server section displays.
4 SetEnabled to On.

=1 Do not change the default FTP port, 21, unless port 21 is being
# used by another service.

“ KYOCERA Net Manager FTP Server
YOCERA Net Manager FTP server is used by some embedded terminals to store documents scanned by users.
Enabled:

Port: = |21

og in on the device using Embedded Terminal and run Easy Scan. The
Logi the devi ing Embedded Terminal and E S The FTP
protocol will send the scan to the KNM server. You can confirm this in the KNM

log files.

12/07/2017 4:29:30 P.. Info General Scan received (FTP)

12/07/2017 4:29:30 P... Debug  Plug-in FTPServerPlugin Scan jobs FTP session closed ftpserverservice.cpp (142)
12/07/2017 4:29:30 P... Debug Plug-in FTPServerPlugin Closing FTP session for receiving scan jobs. ftpserverservice.cpp (137)
12/07/2017 4:29:29 P... Debug Plug-in FTPServerPlugin Scan jobs FTP session started. ftpserverservice.cpp (133)

12/07/2017 4:29:29 P... Debug Plug-in FTPServerPlugin Starting FTP session for receiving scan jobs. ftpserverservice.cpp (129)

Forwarding scanning error and status messages

To automatically send error and status messages with the Scan Management function,
you must make sure that Net Manager forwards error and status message emails
even if no user is logged in to the device.

Modify the recipient’s address in printing device settings by adding a myqgfwd- prefix
to the address to which the messages are sent. The Net Manager server checks the
recipient address, and if it contains a myqfwd- prefix, the prefix is deleted and the
email is forwarded to the correct recipient address.
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Example: Instead of username@knm.test, use mygfwd-username@knm.test.

Optical character recognition (OCR) connector

A standard scanned document is sent in a format that cannot be easily edited, such
as .jpeg or .pdf. Optical character recognition enables conversion of the document
format into an editable format such as .doc or .txt. The converted document is then
sent to a users's folder or email, based on the settings in the user's account.

U In order for OCR to function on the server (recognition server), OCR
o software must be installed.

|= ‘I OCR processing takes longer than a standard scan, depending on the
# speed of the OCR software and the amount of the text in the scanned file.

Installing KNM OCR software

The new KYOCERA Net Manager OCR (Optical Character Recognition) software
turns PDF documents into machine-readable text.

KNM only supports the Tesseract engine. The ABBYY engine is not supported.

Requirements:

» Operating system: Windows 7 and newer / Windows Server 2008 (SP1-2, R2) and
newer

* Required level of privileges: user with Administrator rights

* Memory for processing multi-page documents: minimum 1GB RAM, recommended
1.5GB

+ HDD space: 1.59 GB for installation

= If possible, install OCR software on a separate server. Installation on the
# same server as KNM can impact software performance.
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1 Double-click setup.exe to begin installation of KYOCERA OCR Server. Click
Install.

OCR Server

®INSTALL
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2 Select the languages that OCR Server should use and assign the working

folder. The working folder location must match the setting in the OCR working
folder in KNM. Click Apply.

Service status: Running Loas

OCR engine: ® Tesseract ) ABEYY

License: |

Languages: |eng|i5h |

[T] bosanski (Gocancku) ~
[] Eedtina EI
[] dansk

[] deutsch

[] eesti keel

Blomisn
[] esparial

[ frangais b

It is not recommended to select more than 3 languages for best peformance and accuracy

Working folder: - |C:\ProgramData'Kyocera\KYOCERA Net Manager\OCR | [ ]

Usemame: | |

Password: | |

F‘I KYOCERA OCR Server can be modified or uninstalled by running
# setup.exe again.

3 In KNM, go to Settings > Printers > Scanning & OCR.
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4 Set OCR to Enabled. Set the OCR server type to KYOCERA Net Manager
OCR. Set the OCR working folder. The default is %app%\OCR.

& Settings = Seanning & OCR
&S License 40CR
= Server Type & Cloud enabied; )
A Genenal QCR server type: © Custom OCR server
2% personalization == ;
& Task Scheduler
* KYOCERA Net Manager OCR Server
@ nework
2 Authentication servers OCR working felder: * | %app%\0CR
B snnmp -
W Printers Profiles & Add
¥, Printer Descovery Name Output format
B Terminal Actions PDF_OCR paf
i Scanning & OCR
Price list

& users « Save M cancel

|= 1 Do not change the OCR engine working folder.
’Q

5 Under Profiles click +Add and enter a name for the profile and the desired
output format. In this case, we are using PDF_OCR as the profile name and pdf
as the output format.

6 Go to Terminal Actions and select an Easy Scan terminal action. In this case,
we are using Easy Scan - Email.

7 Select Parameters > Format.

8 For the Default value, select the profile you created. In this case, PDF_OCR.

1 Paramatar- K
Tide:  Farmat
Typs: | Cocs kaak v
Code Boow * Format
Dafault valye:  POECCR -
Ragqured:
Prowsbat change of &
value
# Advanced

Rederence: - scenformat

W Cave o Creced

O Click Save.

OCR for devices with embedded terminals

I_EI Do not change the OCR engine working folder.
,‘

When a device is equipped with an Embedded Terminal, you must define OCR
profiles in Settings > Printers > Scanning & OCR. Define a profile for each scanned
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file format you would like to use. These profiles are then available as new formats for
the Easy Scan function.

Next, prepare the folders. The folder names must be same as the names of the
profiles you have set, such as \OCR\OCRPDF\. Then you must set the OCR software
to be listening on these folders and save the processed file to the out folder. The file is
processed and then sent to the location set in the scanning profiles (email, folder, FTP,
etc.).

=1 When setting up the OCR software, make sure that the name of the
# processed file will not change. If the name is changed the file will not be
recognized by Net Manager and will not be sent.

OCR for devices without embedded terminals

To use OCR for devices without embedded terminals, go to the in folder and make
a folder named according to the intended outcome format (such as \OCR\in\txt or
\\OCR\in\doc). The outcome format will be chosen according to the folder. Then,
set the OCR software to listen to the in folder to process all the incoming files. The
processed files should be saved to the out folder.

The file comes to the predefined folder, is processed by the OCR software and sent
to the shared folder or email (depends on the users setting). The ability to use OCR
without an Embedded Terminal is available only for Net Manager Pro version of Net
Manager.

To use OCR without an Embedded Terminal, the receiver address must be set as
myqocr.folder@knm.local where folder is the name of the destination folder. For
example, we would like to convert the file in the DOC folder. The folder is named
DOC. The receiver address is myqocr.doc@knm.local.

U When setting up the OCR software, make sure that the name of the
o processed file will not change. If the name is changed, the file will not be
recognized by Net Manager and will not be sent.

KYOCERA Net Manager 13-9






14 System Log

b Aun O Open & Showtrom here I8 Tools = (¥ Refresn | Sec

3 - | {Time Type  Subsystem Context A Text File

L Cul Email sender
Subsysten
aaaaa
Type

' Critica

v Eror

| Wasming
¥ Infa

v Notice

- Debug
w Trace

B8 Search

The KYOCERA Net Manager web interface includes a log displaying all system
events. The log enables you to quickly identify the cause of a malfunction, and you
can monitor the operation and workload of the KNM system. Events in the log are
classified into seven categories.

System log event types

Critical error
"Critical" appears in the type column when the disk storage is almost full.

Error messages

Communication errors are shown in the spooler / server / printer / terminal connection.
If you get frequent error messages, contact KNM support.

Examples of Error messages:

* Network connection interrupted unexpectedly

+  Windows error message (Windows sockets error code)
+ Unable to read the source data of the print job

*  KNM terminal not responding

»  SNMP protocol communication error

Warning messages
Warning messages can be generated by any of the following conditions:

* Non-standard status of print job / user / terminal / print device
* Unknown user or print queue

» Print queue full (print queue capacity overrun)

* Unsupported print device

» Access to print queue not allowed for the user

* KNM terminal not associated with any print device

« |ID card / PIN not associated with any user

* Inactive user
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« License condition violation

Info messages

Info messages show KNM server activity. These messages are informational and do
not require action.

Examples of Info messages:

+  KNM service stop / start

» Print job received / processed / sent to printer
+  KNM terminal discovered / configured / ready
* User session started / finished

Notice messages

Notices include information about internal processes and details about user sessions.
These messages do not require any action.

Examples of Notice messages:

* Communication with print spooler started

* Receiving print jobs

» Status of user session changed to copying / accounting
+ KNM terminal read the ID card / PIN

» Unauthorized print / copy / scan detected
» User session accounting information

Debug messages

These are messages that will help when troubleshooting system problems. A larger
number of debug messages is generated if Log debug level messages is checked in
Settings > General > Log.

Trace

Trace displays specific debug information. These logs are mainly used by developers.

Viewing system status

1 Click Log (either from Quick Links or the KYOCERA menu.)

The log page displays only the first 100 items. It is not necessary to refresh the
page; new events appear at the top.

2 Click Run to pause auto-refresh while the system continues to log events; click
Run again to restart auto-refresh.

3 Select an event and click Open to view details.

4 Click Show from here to display only messages newer than the one selected.
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Enable log event notifications

The Log Notifier sends emails about new log messages based on defined rules. The
log events can be sent to only the Administrator or to any number of users. The Log

Events Notifier is launched 10 seconds after KNM starts and after that adjusts its run
period based on the Log Notifier settings.

Creating Log Notifier rules

1 Go to Settings > Log & Audit.
The default setting for checking the log is 300 seconds..

| | Log & Audit

4 Log Notifier

Check new records in log every: ® 300 seconds

+ Save ¥ cancel

2 Under Log Notifier rules, click + Add item.

§ Log Notifier rules

Edit | Frabled| K 0 Rigular @xesion tos

e Add tem

Ty Subgystinm Contéxt
Wiamng

o Waming Notification Waming

3 Enter settings for the new rule.
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| | Warning Notification x

General

Enabled: *

Rule name: * |Warning Motification

Type: | Warning ¥
Subsystem:
Context:
Text:
% Save K cancel
| | Destinations
4 Add item Edit
Destination Destination settings
i Recipients:
Emal B Administrator
| | Log Notifier rule -
Destination: | Email M
[empty]
4 Email
Recipients: hfindougs EvEnt -og -
Select a user or enter an ema
+ Sawve *K cancel
Enabled (required) Enable or disable the rule.

Rule name (required) Displayed in the email to identify the rule. Maximum
128 characters.

Type (drop-down « Empty = all types
selection) < Info

*  Warning

* Error

* Notice

* Debug

+ Critical
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Subsystem Sets subsystem for closer specification of the rule.
Defined using regular expression, maximum 2048
characters.

Context Sets context for closer specification of the rule.
Defined using regular expression, maximum 2048
characters.

Text Sets text for closer inspection of the rule. Defined
using regular expression, maximum 2048
characters

Destinations « Choose Email or Windows Event Log

» For Email, select from drop-down list of email
addresses or type custom email addresses

4 i using a regular expression as part of the rule, click Regular expression test
and define the rule. Maximum of 3072 characters.

Regular expression test x

Text to test: |

Regular expression: /

(2 Test # Close

5 After defining the rule, click Test to see the result of the expression.

6 Click Close.

Log messages in Windows Event Viewer
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| | Log Notifier rule X

General

Enabled: *

Rule name: * Errar
Type:  Error A
Subsystem: Scheduler{
Context:
Text:

% Save X cancel

You can setup Log Notifier rules in Net Manager so you can view filtered log
messages in the Windows Application Log. You can access this log in the Windows
Event Viewer.

1 In Settings > Log & Audit, click + Add item under Log Notifier rules.

In General, set Enabled to On and add the required information including Rule
name, Type, Subsystem, Context, and Text.

2
3 In Destination, click + Add item.
4 In the Destination drop-down, select Windows Event Log.

| | Log Notifier rule x
Destination: | Windows Event Log v

[empty]
4 Windows Event Log Email

Windows Event Log
W :\CLI.IIIHD

w Save K cancel

5 Click Save.

Filtered logs are sent to the Windows Event Log under Windows Logs > Application.

Searching the log

1 Click Log, either from Quick Links or the logo menu.

2 Enter text that would appear in the Context column for filtering events.
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3 Select from the Subsystem drop-down menu to view messages for a specific
area of concern

4 Use check boxes to filter by message types.

5 To add a date or date range.
a) Click Run to pause auto-refreshing events.
b) Select a Date or date range to search.
6 Click Search.
The filtered results are displayed.

7 Click Run again to clear the date filter and return to auto-refresh and reset other
filters manually. Or, close and reopen the log to return to default settings.

Audit logs

The audit log contains all changes made to settings and objects in KNM. The log
tracks server settings and objects including user properties, groups, and queues.

It also tracks Server Settings under the Settings menu for the following: General,
Network, Printers, Jobs, Credit, Quota, Projects, Reports, External Systems, Log &
Audit, System Management, and External Code Books.

The audit log is enabled by default and can be opened in KYOCERA > Log > Audit
Log. The log can be viewed by Administrators, and users can be granted permission
to view audit logs under Settings > Users > Rights > View log.

The audit log is included in the database backup file when you use database and
settings backup.

Accessing and searching the audit log

The audit log is viewable at KYOCERA > Audit Log.
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© Open & Refrech

Time

08/08/2017 £:40:08 PM
02/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:40:08 PM
08/08/2017 4:32:33 PM
08/08/2017 4:31:14 PM
08/08/2017 11:28:52 AM
09/08/2017 11:28:51 AM
08/08/2017 8:50 AM
08/08/2017 7:29:05 AM
08/08/2017 3:16:28 AM
02/08/2017 3:16:20 AM

08/08/2017 3:12:18 AM
08/08/2017 3:13:02 AM
09/08/2017 3:13:02 AM
08/08/2017 3:12:08 AM
08/08/2017 3:12:00 AM
08/08/2017 3:11:52 AM

02/08/2017 3:11:13 AM

Count: 54 1 (/1

Search >
| Type | Description
User userlQ was created.
User userd was created.
User user8 was created.
User user? was created.
User userf was created.
User user5 was created.
User userd was created.
User user3 was created.
User user? was created.
User userl was created.
Settings were changed.
Settings were changed.
Sattings were changed.
Group All users was edited.
User Unknown user was edited.
Settings were changed.
User 1 was edited.
Settings were changed.
Addition: Queve DQ
Care/PIN **** was added to user 1.
User 1 was created.
Settings were changed.
User Administrator was edited.

Settings were changed.

AT T L L R R N T YRNE AN o L R

Settings were changed.

Items per page:| 1000

Context | User Subsystem
& Administrator « “admin cu
R Administrator » *admin cu
,R, Administrator » “admin cu
£ Administrator » *admin cu
£ Administrator » *admin cu
R Administrator « "admin cu
B Administrator « “admin cu
R Administrator « 2 cu
& Administrator = *admin cu
£ Administrator » “admin cu
i. Administrator « “admin WebUT
B Administrator « "admin WebUl
B Administrator « "admin cu
,_E, Administrator « "admin cu
B Administrator « "admin cu
B Administrator » “admin WebUl
£ Administrator » *admin WebUl
,FA Admimnistrator » “admin WebUI
£ Administrator » *admin WebUl
B Administrator « “admin WebUl
R Administrator « “admin WebU!
B Administrator « “admin WebUl
R Administrator « "admin WebUI
£ Administrator » “admin WebUl
£ Administrator « “zdmir WebUl

The audit log table can be searched by using the search box.

Log entries can be sorted by columns: Time, Context, User, and Subsystem.

There is a filter for the Type column that allows an audit log to be filtered according to
the type of operation.

Operation types are:

All

Addition
Change
Deletion
Restoration
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Date: € open & Refresh | | Export
B ~| |Time Type [Description
User:

v | | Yesterday

Type: 11/07/2017 5:3346 P..| & [Bettings were changed.
All v | |11/07/2017 5:20:10 ... &~ [ettings were changed.
I | ::/07/2017 5:28:407...| o fettings were changed.
Addition ) :
Change 11/07/2017 5:28:07 P...| & Settings were changed.
Deletion 1170772017 121317 .| &” [Bettings were changed.
Restoration .
- 11/07/2017 12:12:30 .. | & [ettings were changed.

The Audit log table can be filtered by Date and User, sorted by Time column, searched
by Search box and expanded by increasing the number of Items per page.

To view details about a log entry, select an item and click Open or double-click an item
in the log. The Audit log details screen shows a timestamp, an Information section,
and a Changes section.

| |-Audit Log: 09/08/2017 4:42:40 PM- v

& User userl was edited.

4 Information
Time: 090872017 4:42:40 PM
LUzer LI:{, userl = userl
Subsystern: WeblUI
|" | Changes
Mame Old value Mew value
Languages e-us =

Audit log - export to .csv file

Export to .csv file is supported for Audit Log.
Go to KYOCERA > Audit Log and click Export.
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Date: Open & Refresh
8 »| |1ime Type Description Context
User:
~ | | Today

Type: 08/30/2018 11:2146 .. ¥  Addition: Queue DQ3
All v | |08/30/2018 11:21:36 ... 4 Addition: Queue DQ2

08/30/2018 11:21:21 ... 4 Addition: Queue DQ1

&8 Search

08/30/2018 11:19:12 .. & Settings were changed.

This week

08/28/2018 7:10:47 P... & Settings were changed.

08/28/2018 7:10:47 P... & Group All users was edited,

08/28/2018 7:10:46 P... & User Unknown user was edited.

08/28/2018 11:04:26 ... + Card/PIN **** was added to user Sally User. Sally User

The .csv file is saved in the destination folder of the browser.

14-10 Administrators Guide



15 Accounting

Price Lists

On the Settings > Price list tab, you can create price lists and assign them to printing
devices. Price lists are used to apply a cost for each printing operation and leverage
KNM accounting features such as credit accounting and quotas.

Adding price lists

1 Go to Settings > Printers > Price list.

2 On the Price list settings tab, click +New price list. The new price list
properties panel opens.

3 On the panel, enter the price list name, set up the price list, and click Save.

To edit an existing price list, double-click the name of a price list to open the properties
panel.

Price list settings

On the Price list properties panel, there are tabs for:

General Create all price settings on the General tab. Under the General
tab there are two sub-tabs:

» User - set prices for all users
» Administrator - set prices that apply only to Administrators

Printers Used to assign the price list to selected printing devices.

Price entries are divided into 5 main areas:

Print Set the price per printed page for B&W and full-color printing.

Some printing devices allow pricing by coverage of paper. You
can set prices for three levels of coverage: Low, Medium and
High.

Copy Set the price per copied page for B&W, full-color and single
color copying.

Some printing devices allow pricing by coverage of paper. You
can set prices for three levels of coverage: Low, Medium and
High.
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Scan Set the price per scanned page.
Paper format Set the prices for different paper formats.
Fax Set the price per printed fax page.

The price entry options on both User and Administrator tabs are the
same.

i

Some printing devices lack the counters necessary to obtain information
about some parameters, for example information about the size of paper.
These parameters are not counted in the final price of jobs that are printed
on these machines.

Q

Whenever the price list is updated and saved a new price list is created.
Pages printed with the previous version of the price list are counted
according to the old settings.

Q

Attaching price lists to printing devices

1 Double-click a price list.
The price list properties panel opens.
2 Click Printers.

w

In the Print tab, click +Add.

4 In the Select printer dialog box, select the printer to which you want to attach
the price list, and then click OK.

The printer displays on the printing devices list on the Printers tab.

=1 You cannot associate more than one price list to a printing device.
# If you add a price list to a printing device that already has a price
list, the existing price list is replaced by the new one.

Attaching price lists to printing devices from the Printers tab

Another way of attaching price lists to printing devices is to select one or more printing
devices on the list of printing devices on the Printers tab and attach the price list to
the selection.

1 On the list of printing devices on the Printers tab, select printing devices and
click Actions.

2 In the drop-down box, click Set price list in bulk.
The Set price list in bulk dialog box displays.

3 In the dialog box, select the price list that you want to attach to the printing
devices, and click OK.
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You can see the price list under General - Price list on the printing device
properties panel of any of the selected printers.

Price list discounts for users or groups

|, I Price list

o= New pricelist | &7 Edit | XK | €

Status Mame Printers

@ Active test 0
Discounts

s New discount | o7 Edit X €

User or group Discount

20 All users 5.00%: PM, PC

Administrators can apply price list discounts for users and groups. The percentage
discount is applied to the original price. The discounts range from 0 to 100 percent
and are applied to the prices established in the original price list. Each item in the
price list can be assigned a different discount. Discounts can be applied to users and
groups in KNM.

Creating price list discounts for users

1

a b WD

In Settings > Printers > Price list, create a price list and assign it to the
desired printers.

Click + New discount.
In User or group, select the recipients of the discount.
Add percentage discounts for each item in the price list.

Click OK.

KYOCERA Net Manager
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- Discount %
User or group: * A Local -
4 Print
B&W: * |50.00 % (PM)
Full-color:* (2500 | % (FC)
4 Full-color by coverage

Levell: = (2500
Leveld: = (2500
Leveld:* (25,00 | % (PCCL3)

“ Copy
B&W: = |50.00 % (CM]
Full-color:* (2500 | %(CC)
Single-color: * (2500 | % [CCI)
# Full-color by coverage
Levell: * (2500 T (CCLLL)
Level2:* (2500 | % (CCCL2)

Level3: * (2500 | % {CCCLS)

4 Scan

Scan:* (75.00 % (Scan)

4 Fax

Printed fax: * {0000 | % (Fax

4 Paper format
Ad* |5000 | % (Ad)
A3:* (2500 | % (A3
Other: * |5000 | % {PaperOther,
AS:* (5000 | % (A5)
B4:* (5000 | %o (B4)

« OK & Cancel

Increasing user costs with a negative discount

User costs are increased by applying a negative discount. Applying a negative
discount makes the price higher than the original price. The negative discount goes
from -1000% to 0%.

In this example, the price per B&W and color page is doubled by setting a -100%
discount for the user group.
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Discount ®
User or group: * M Managers -

4 Print
B&W:* |-10p.00 | % (PM)
Full-color: * |-100.00 | % (PC
4 Full-color by coverage
Levell: * 0.00 % (PCCL1)
Level2: * |0.00 % (PCCL2)
Level3: * |0.00 % (PCCL3)

Credit

Credit accounting provides a payment mechanism for printing, scanning, and
copying by users or groups. With credit activated, a user must have a credit balance
associated with their account to print, scan, or copy.

Users can manage their credit on the web user interface and on embedded terminals.
If the printing device is equipped with an Embedded Terminal or a reader with an LCD
display, logged users can see the status of their credit and can select jobs that do not
exceed available credit.

Users can recharge credit on the KNM web interface, on embedded terminals, and on
recharging terminals. Recharge options include: vouchers, PayPal, import from a bank
statement (GPC format), import from a .csv file, and third-party external accounts
integrated with KNM. The credit system can be restricted to selected users and
groups.

Activating and configuring credit accounting

1 Go to Settings > Users > Credit.

To enable credit accounting click the Enabled switch to On and click Save.

A new item displays on the list of users and groups.

Select a user or group from the Name selection.

2
3 To configure credit for a user or group of users, click +Add item
4
You can add multiple individual users or groups.
5 Select the account Type.
There are three types of accounts:

» Internal account is part of the KNM database. This is the most commonly
and widely used option.
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» External account is used for connecting to third-party accounting systems.
* Managed by the printer is used with external payment services.

=1 For more information about the External account or Managed by
# the printer payment types, contact KNM support.

6 Set the Minimum balance. Users cannot print, copy or scan if their credit is
below this number.

7 If you selected External account type, select the payment provider.

8 To enable any of the options under Credit recharge in the Payment providers
section, select Internal account in the Users and Groups section and click OK,
then enable recharge types by right-clicking a type and selecting Enabled.

Recharge Credit

The Administrator and users the Recharge credit right assigned can manually
recharge credit for users in the KNM system. The credit can be recharged on two tabs
of the KNM web interface: the Credit Statement tab and the Users tab. On each of
the two tabs, credit can be recharged either to selected users (one or more users), or
to selected groups of users (one or more groups).

I_E! Reduce a user's credit by entering a negative number in the Recharge
# Credit dialog box.

By default, the only person who can recharge credit is the Administrator. However, the
Administrator can provide KNM users with rights to recharge credit from the web user
interface.

» With the Recharge credit right, users can recharge credit on the Credit
Statement tab.

« A user with both the Manage users and Recharge credit rights can access the
Users tab and recharge credit there.

Recharging credit on the Credit Statement tab
1 Go KYOCERA > Credit Statement.

Click Recharge Credit.

2

3 For a card: If the computer at the recharging point is equipped with USB card
reader, swipe the card. The system detects the appropriate user.

4

If there is no USB card reader available or if you are recharging credit for a
group of users, select the user or group from the Select user or group list. Users
without credit accounting are not displayed in the list.

5 Enter the recharging amount and click Recharge Credit. A message with
information about the user (or group) and the amount displays.
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Recharging credit on the Users tab
1 Select users or a group on the Users tab.
2 Click Actions, and click Recharge credit.

3 Enter an amount, and click OK.

Resetting User Accounts Credit Amount

The Administrator can reset user account credit amounts for one or more users or
groups. This action replaces whatever credit balance the user has.

1 Go to Users and select one or more users or groups.

2 Right-click Actions > Reset credit.

oy o
(b KHDEERE it A_.-"_‘ Home o Users
=k New group & v | Search j & == New User 5 Actions v | il Tools v & Refresh || &
4 | Searches Stat.. | User name Full name
+— All users E: userl uszer]
#~ Unclassified S e N
o M
r_ L a:azers B usen userd
— Locke
QJ_- rEh userd
= Deleted
o,
4 B Groups ? = =g Recharge Credit
> () AD1 9 "—D" EEN @ Resetcredit
i [ Buildinga b user?
Il CS5D_Development 8 rEh userd
I ||J CSSD_Managament 2 L

> | |4 CSSD_Software QA 6
I || CS5D_Solutions 4 _g Remave from group
| |4 Denied RODC Password Replication Group
I* ||} eapsecure @

|4 MFP_Prohibit Copy 1

I || MFP _Prohibit_FaxSend 1

|4 MFPProhibit_Full Color Copy 1

i ||} MFP_Prohibit_Scan 1 &  Anonymize

7 Delete (Delete)

KYOCERA Net Manager 15-7



Accounting

3 Enter the amount of credit. Click Reset credit.

Reset credit x

. userb

(=i ]

User or group: * L':';, userd L':';, userd L':';, usery
B ousers B userd B userd B user2 -

L':';, user] |

Enter amount: * USD | 100.00

o Reset credit &K Cloze

Credit vouchers

The most common way to recharge user credit is with credit vouchers. The Net
Manager Administrator or any other authorized user can generate and print vouchers,
defining the number of vouchers and the value of each. Vouchers can then be sold to
Net Manager users through any standard distribution channel.

After buying a credit voucher, the user can log into the web interface, enter the
voucher code and recharge the credit balance.

All generated and used vouchers are logged in the Net Manager database. The
Administrator can see which voucher was used for which user, to insure against
possible misuse of vouchers.

Defining voucher format

Before generating vouchers, define the format of the voucher code or serial number
and the message printed on each voucher.

1 Go to Settings > Users > Credit.
2 Double-click the Voucher line under Payment providers > Credit recharge.

3 Enter the voucher code mask.

Net Manager generates a unique code for each voucher using the format
(mask) set here. The mask uses '0' for random numbers and 'a’ for random
alpha/numeric characters. Some examples:

Mask Voucher

00000 56439, 94617, 11344

000-aaa 253-JPC, 427-31L, 483-7EK

aaa-00000-aaa NPF-07961-8P0, K6L-41584-UG3,
HP2-65511-0ZI

I_E! Configure a code format that will support the number of users and
# voucher generation frequency without running out of codes.
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4 If you want a custom message to be printed on the vouchers, enter text in the
Voucher - custom line fields.

= Voucher x

Youcher code mask: |00000

O=number, a=alpha/num, for example: 000-aaa-aaa
Woucher - custom line 1: | The Company

WYoucher - custom line 2: | 5000 Any Street, Anyplace, USA

o Save # Cancel

For information on adding a custom logo to vouchers, see "Adding a custom
logo to reports and vouchers."

@ $15.00

5000 Any Street, Anyplace, USA

Walid till
04/11/2017

25572

5 Click Save.

6 Do not forget to set the currency on the Settings > General page. Currency
printed on vouchers is based on that setting.

Setting rights for managing vouchers

Administrators can grant the Manage vouchers right to users or groups. With this
right, a user will see Voucher Batches on their KNM menu and be able to generate
voucher batches.

1 Go to Settings > Users > Rights.

2 Click Add user, select a user or group, and click OK.
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3 Use check boxes to set rights for the user or group and click OK.

- Rights

EH' Add user *x

Users and groups are displayed with assigned rights.

'lé:_r_’d

4 General

Administrator
Manage settings
Manage users
Recharge credit
Boost quotas
Manage vouchers
View printers
Manage printers
Manage queues
Read Jobs
Manage Jobs
Manage projects
Manage reports
View log

Manage payments

View licenses

o OK

> Rights

+ Add user x
B Joey User

[ 1=k

Mandy User

4@ Managers

L_';'__, Sally User

c

' Recharge credit

' Recharge credit

' Manage vouchers
' Recharge credit

~ Manage vouchers

4 To remove user or group rights, select from the list and click Delete.

5 To change user or group rights, select from the list and click the edit icon.
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Generating new vouchers

1 Go to KYOCERA > Voucher Batches.

< Voucher Batches

Voucher batch: 4 Add Open = Print vouchers | &) SaveasCSV @ Refresh

= Serial n... |Created Created by Price Valid till
Created:

Created by:
Price:

Expire date:

8 Search

2 Click +Add.

3 Type the number of vouchers to generate and the amount of cred

Count Remaining Used

it per voucher.

You can specify an expiration date for the voucher. An expired voucher cannot

be used.
MNew Voucher Batch x
Count: * | =
Price: *
Walid till: =
o DK & Cancel

4 After entering all parameters, click OK.

<+ Voucher Batches

Voucher batch: 4 Add © Open i Printvouchers [ Saveas CSV & Refresh
&) [seriatne. | created” Created by Price Validtill  Count Remaining | Used
Created:
g -| |Today
Tl 3 04/11/2016 12:2... Administrator 2000 04/30/2017 20 20 0%
~| |2 04/11/2016 12:2...  Administrator 20.00 06/30/2016 5 5 0%
Fies 1 04/11/2016 12:0... Administrator 10.00 10 10 0%
Expire date:
(=g
#8 Search

The new voucher batch is added to the list.

Managing, printing and exporting vouchers
From the Voucher Batches tab, you can see all voucher batch records.
You can filter the list of batches by selecting filters for:

» Voucher batch (serial number)

KYOCERA Net Manager
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» Created date
+ Created by

* Price

+ Expire date

<+ Voucher Batches

Voucher batch: 4 Add | © Open (M Printvouchers [ SaveasCSV (& Refresh
% | Serial number | Created Created by Price Valid till Count Remaining  Used
Created:
5 | | Teday
Created by: 5 04/12/2016 11:3... Administrator 15.00 04/11/2017 10 9 10 %
- |4 04/12/2016 11:3... Administrater 10.00 10 10 0%
Price:
Yesterday
3 04/11/2016 12:2.. Administrater 2000 04/30/2017 20 20 0%
Expire date:
B -2 04/11/2016 12:2.. Administrater 2000 06/30/2016 5 5 0%
1 04/11/2016 12:0... Administrator 10.00 10 10 0%
Ef Search

1 Select a batch from the list.
2 Double-click or click Open to see a listing of all vouchers in that batch.

.. Vouchers

Delete 2] Save as CSV ' Refresh

Bat(;w Serial n... Code Price Valid till Used Used by Deleted
5 1 25572 15.00 04/11/2017  04/12/2016 1:27... Joey User -
5 2 65244 15.00 04/11/2017 - -
5 3 25360 15.00 0471172017 - -
5 4 80952 15.00 04/11/2017 - -
5 5 10346 15.00 04/11/2017 - -
3 6 95486 15.00 04/11/2017 - -
5 7 25145 15.00 0471172017 - -
5 g 19836 15.00 04/11/2017 - -
5 9 37301 15.00 04/11/2017 - -

3 Click Save as CSV to export this batch, if needed.

You can also export the batch (or multiple batches) to a .csv file from the
Voucher Batches tab.

4 Click Print Vouchers to preview the vouchers as a .pdf file and save or print.

15-12 Administrators Guide



Accounting

#- Vouchers Batch
k=l POF

+  Automatic Foom 3

o . $15.00
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\ -
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PayPal payment support

PayPal integration with KNM allows users to recharge their credit using their personal
PayPal accounts. A PayPal business account is required to configure this feature.

Enabling PayPal integration
1 Go to Settings > Network and configure the server hostname.

2 Configure the security certificate. The hostname must match the server
hostname. Although this step is not mandatory, not having a certificate is a
security risk.

3 Go to Settings > General and configure the 3-letter currency code. For a list of
supported codes, check the PayPal website: https://developer.paypal.com/docs/
classic/api/currency_codes/#paypal

4 Configure the price list.
5 Configure a PayPal Business account by logging in to the PayPal developer

page and creating a REST API app. You will get a Client ID and Client Secret.
These codes are required by KNM.
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SANDBOX API CREDENTIALS

Sandbox account

Client ID

Jun 15, Eruabbed

6 Go to Settings > Credit and enable PayPal in Payment providers.

Credit recharge

M Disabled Recharge Credit {on a terminal attached to ... Credit recharge
¥ Diabled Voucher Credit recharge
«" Enabled PayPal Credit recharge
M Disabled WebPay Credit recharge
B Desabled External Payment Provider Credit recharge

7 With PayPal still selected, click Edit.
8 Enter the Client ID and Client Secret. There are two modes of configuration:

SANDBOX for testing (actual transactions will not occur) and LIVE for actual
transactions.

Lo PayPal A

Currency: ELIR

Mimimal amount: 1,00

# PayPal
ceeen 10: TR0 ARG R T S T
Sﬂunwﬁﬂl: B R R R R R R R R AR AR
Mode: | LIVE v
+' Save X Cancel
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O Click Save.

Use PayPal to recharge credit

Once PayPal integration is enabled in KNM, users can recharge their credit with
PayPal.

1 Loginto KNM as a user and click Recharge Credit.
Quick links: @ Print File = Jobs ‘_'3, Users f. Reports &0 Settings
Credit
Account balance: €42.92

M Recharge Credit| &5 Credit Statement

2 Select PayPal as the payment provider and enter the amount of credit to
recharge. Click Recharge Credit.

Recharge Credit b4

Account balance: €42,92
Payment provider: * | PayPal v

Enter amount: * EUR Il.DD

+ Recharge Credit X Close

A login window opens for the PayPal account.

3 Log in with the PayPal credentials.
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1P PayPal Chackoot - Los in - Google Chrame l=l@] 2 |

B Secure | hrtps//www.sandboo.paypal.eom/cgi-bn/webscr lomd = _express-checkout
P payPal W 1,00 EUR -
Log In to PayPal English »

Email address
Password

Stay logged in for faster checkout (7)

Having trouble logging in?

ar

Continue without a PayPal account

Cancel and refum fo tesd faciltator's Test Slore

4 Confirm the amount and click Pay Now.
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P PayPal Checkout - Review your payment - Goagle Chrams [ESTET e
8 Secure | hitps://www.sandbox.paypal.com/fcgi-bans/webscrlemd =_express-check ¥ |
P payral W 1,00 EUR ~
Welcome back, Takashi!
Ship to Change »
Pay with
P | PayPal Balance 1,00

Cancel and reham 1o lest tacilitalor's Test Store

Imprnt  Legal Privacy Ky payrnant and $enncs Jescriotion C 1999 2017 &

The confirmation screen displays.

Payment successful

Your credit has been increased by €1.00

Close

5 Refresh your browser to see the new credit value.

KYOCERA Net Manager
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Confirm or cancel pending PayPal payments

Pending payments from PayPal can be confirmed or canceled by an administrator.
After 72 hours, a pending payment will be marked as expired and cannot be confirmed
or canceled.

If a pending payment is canceled, PayPal is notified.

=1 KNM does not automatically refresh the PayPal payment status. For
# example, payment in pending state does not change to completed after
confirmation in PayPal by admin.

1 Goto Payments.
o Confirm 3 Cancel (& Refresh

(5] Ciate Status Value Payment provider User

Today
& 11202018 3:20:43 PM Pending 100 PayPal B user .
Any pending payments are shown in a list.

2 Select the payment item and either click Confirm to change the payment to the
Completed state or click Cancel to change the payment to the Canceled state.

Importing credit from a bank statement

In KNM, you can also import bulk credit from a bank statement. The system can
process data from a .gpc file. The variable symbol from the bank statement is used

as the unique data for pairing the payment with the KNM user. The number must
correspond to the personal number of the user. The personal number can be imported
or manually entered in the Personal Number text box on the user properties panel on
the Users main tab.

1 On the Users main tab , click Tools, and then click Bulk credit recharge in the
Tools drop-down box.

2 In the Bulk credit recharge dialog box, select the GPC format option, choose
the .gpc file, and click OK.

Before importing the file, KNM checks whether the .gpc file has already been
imported. This avoids duplication of the credit recharge. If the system finds that the
import of data from this file has already taken place, an error message displays and
no data is imported.

If KNM identifies the .gpc file as new, it checks all the payments on the bank
statement and if it finds a variable number equal to the personal number of a KNM
user, the user's credit is increased by the corresponding amount from the bank
statement. After KNM checks the .gpc file, it displays a new .html page with a report.
The report displays both the users with increased credit and the payments with a
variable number not corresponding to any personal number in KNM.
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Importing credit from a .csv file

The Bulk credit recharge option lets you add credit for one or more users by importing
a .csv file.

1 Open Notepad or another text editor.

2 Type the user name, the selected .csv delimiter, and the amount of credit to
add. Enter one user per line.

— | Net Manager's default delimiter for .csv is the semi-colon (;). You
# can change this on the General page (Settings > General.)

— 1 You can set up the credit import file in Excel, using an

4 exported .csv User List report for a user name source. When Excel
saves as .csy, it uses the comma character (,) as the delimiter.
If you start with an Excel file, you will have to either edit the
resulting .csv text file to change the commas to semicolons or

change Net Manager's default delimiter as explained above.

Save the file with a .csv extension.
Go to Users.

Click Tools, and select Bulk credit recharge from the drop-down.

(=2 S ) BF N 08

Select the CSV format option, click Choose file, browse to select the file you
created, and click OK.

Net Manager reads the file, matches up the user names to the users and adds
the amount of credit in the file.

When done, a report opens showing which users were successfully updated.

— | If any user names were incorrect, a listing of unknown user names
= "
# displays.

= You can deduct credit from user accounts by entering negative
# numbers in the file.

Credit accounting reports

On the Reports main tab, you can generate and print reports with information about
credit.

Credit balances
Shows credit balances for selected users or groups, in user name order.

Credit operations

Shows all credit balance changes for selected users (or members of the
selected group) over a defined period. It also contains information about the
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person who either spent or recharged the credit, the type of the recharge
method and the voucher code of used credit vouchers. Credit operations are
displayed in chronological order.

Quota status for groups
Shows quota information for selected Accounting Groups.

Quota status for users
Shows quota information for selected Users and User Groups.

For more information about reports, see "Reports."

Quota

The quota feature lets you set limits on the use of print related services. You can limit
the number of printed or scanned pages, or set an overall cost limit for services using
prices from a price list. If the limit is exceeded, the user or the group of users receives
an email warning and the users can be prevented from further printing and copying.

Each quota can monitor one of the following parameters:

* Nnumber of printed and copied pages, both color and B&W
* Number of printed and copied color pages

* Number of scanned pages

» Cost of all print services

Quotas can be active permanently, or for a limited period and reset after a specified
interval. Users can check their quota status through the KNM web user interface and
in the KNM mobile application. If a printing device is equipped with an Embedded
Terminal, users can see the current quota status there.

— 1 The quota on the overall cost of print services requires setting a price list
< with prices of particular functions (print/copy/scan — B&W/color) on each
printer. Both types of quota (the quota on the number of pages and the
quota on the overall cost) require using the KNM parser to get the print job
metadata (number of pages, color, etc.).

Quota activation and setup
You can set quotas by setting Enable quota On (go to Settings > Users > Quota),
then create, enable, or disable individual quotas.

You can also specify the subject and body of the email that is sent after reaching
the preset warning level and the email that is sent when a user or group reaches or
exceeds their limit.

Creating and editing quotas

1 On the Settings: Quota tab, click New quota to create and configure a new
quota.

Configure the quota by filling in the parameters:
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Settings

Description

Enabled

Activate or deactivate the current quota.

Title

Create a title for the quota (for example, Color)

Period

Week, Month, Quarter, Half year, Year, "Last X days"

Period start

Changes depending on the Period chosen.

Who to monitor

Set the user or group for the quota.

If Members of a group is selected, the quota applies
individually to each group member.

If Group as a whole is selected, all members of that
group have one quota. (If the quota is 10 pages and
one member of the group prints 7 pages, there are only
3 pages remaining for the group for the period.)

Monitored value

Set the page type or price to monitor and the limit
(either number of pages or price.)

Actions when warning level is reached

Warning level

Set the percentage of the quota that will trigger a
warning notification

Send a notification to

Select users or groups from the drop-down list to
receive an email notice. You can also enter email
addresses.

Actions when quota is reached

Disable operations

Set the operations to be disabled after the quota is
reached.

* Print
+ Copy
* Scan

» Color printing and copying

When to apply

Set when the restrictions are applied.

*  When the current session is finished
*  When the current job is finished
* Immediately

KYOCERA Net Manager

15-21




Accounting

Settings Description

Send a notification to | Select users or groups from the drop-down list to
receive an email notice. You can also enter an email
addresses.

2 Click Save.

The quotas appear in the list.

=1 For proper functioning of color print quotas, the printer driver must use
# PCL5 emulation.

|= 1 Quotas disabling scanning cannot be applied immediately.
K4

Configuring period settings for quota

The duration of a quota is determined by the Period setting.
1 Go to Settings > Quota and click +New quota.
2 Enter Title and select Period.

The Period start settings adjust to the selected Period.

These three screenshots show examples of Week, Quarter, and Half year
configurations.

Period: * | Wesk v
Period start: * | Monday ¥

Monday
Tuesday

10 to monitor: * Wednesday

Thursday 3 group
Friday hole
Saturday

Group: * sunday
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Period: * | Quarter v
Period start: Day:* 1 v | Month:*| july v
January
) . February
to monitor: * User March

® Members of a group | April
Group as a whole | May

Group: * June
|
August
tored value: * (®) Total pages september
October
Color pages Movember
Scanned pages December
Period: * | Half year v
Period start: Day:*|{ ¥ Month: * July v
January
o February
- to monrtor: * User March
* Members of a group | April
Group as awhole  JLLEN
June
Group: * July
August
itored value: * (@) Total pages september
October
Color pages Movember
Scanned pages December
3 Click Save.

Combine quotas

Quotas are independent of each other. The strictest quota applies to a particular user
or groups of users.

Example: There are two quotas applied to a user. Both of them disable printing after
a certain number of printed pages — one after five printed pages and the other after
ten printed pages. After the user prints five pages, the lower quota applies and further

printing is prevented. The quota can be boosted, allowing the user to print more
pages.
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Using quota boosts

If a user or group exceeds a quota and needs to use print services, the Administrator
can add pages or an amount to a quota.

1 Goto KYOCERA > Quota Boosts.

I_EI You can filter the list by selecting options from the Search screen.
4

Click Add.
Select a user or group from the drop-down list.

Select a Boost date (the date the additional quota will become effective.)

a b ODN

Click OK.

The Boost quota dialog box displays. You can change the user/group and
boost date in this dialog box, if needed.

Boost quota X

User or group: * n@.Groupui". -

Boost date: * | 10/11/2018 [

If you do not change the date, the quota for the
current penod will be boosted. Te boost the quota
for a future period, enter a later date.

Print: @ Enabled
Copy: @ Enabled
Scan: @ Enabled

Color printing and @& Enabled
copying:

GroupA quota: 0%

0 of 500
10/01/2018 — 10/31/2018

Boost by:* |0 pages

This is a group quota. It will boost the quota for the whole
group.

W 0K K Cancel
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6 Enter an amount or number of pages for the boost.
7 Click OK.

The new quota is shown on the screen. You may not edit an existing quota boost, only
delete it. If a future date was chosen for the boost, it will not apply if the boost record
is deleted.

The User or group and Quota column entries are links that will open the user or
group detail or quota detail when clicked.

Project accounting

Administrators use Project Accounting to distribute printing costs across projects and
customers. You can assign print, copy, and scan jobs to projects, providing another
level of internal accounting along with devices, users, and departments. Projects can
be manually created or imported from .CSV files in the Net Manager web interface
and users can select projects in Smart Job Manager or on an Embedded Terminal on
a printing device.

Enabling project accounting

1 Go to Settings > Projects.
2 Set the Enabled switch to On.

3 Select or clear the check boxes for Enable printing without a project and
Enable on local printers.

+ Enable printing without a project lets users print, copy, and scan without
selecting a project for accounting.

» If Enable on local printers is checked, users are prompted to assign a
project to every local job.

4 Click Save.

Creating projects

1 Go to KYOCERA > Projects and click New project.
2 Type a project name, a code, and a description.
3 Click Save.

Project codes can only contain numbers, letters, spaces and the slash (/), backslash
(\), and hyphen (-) characters.
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KNM supports only one code per project. The code must be unique. A duplicate
code results in an error message.

Providing users with rights to a project

Add rights on individual projects properties panels. To open a project properties panel,
double-click the project. The panel opens.

To provide a user or group with rights to a project:

1 Open the project properties panel, and click Rights.
2 On the Rights tab, click +Add User.

3 In the Select user or group dialog box, select the user (or group of users) that
you want to provide with rights to the project, and click OK.

To remove rights to a project from a user or group:

On the Rights tab, select the user (or group of users), and click the remove button
(red X). The user (or group of users) disappears from the Rights list.

Granting and removing Manage projects rights

To grant the Manage projects right:
1 Go to Settings > Users > Rights.
2 Click Add user, select a user or group, and click OK.

3 Select Manage projects and click OK.
Users and groups are displayed with assigned rights.

To remove Manage projects rights:

+ If Manage projects is the ONLY right that user has, click the user name and delete
(red X).

+ If the user has multiple rights, double-click the user name to edit, clear the Manage
projects check box and click OK

Project management

After the projects are created, you can see the list of them in the Projects tab. Use
the options in the toolbar to add new projects, edit projects, import projects from
a .CSV file, and display or hide inactive projects.

Restoring deleted projects
1 Go to Projects.

2 Click Show deleted to display deleted projects.
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Deleted projects appear with a red - in the Status column.
3 Select the project, click Actions, and click Undelete.

The icon in the Status column changes to a green checkmark.

Importing projects from a .csv file

You can import projects with associated parameters (name, code, description, users/
groups) using a .csv file and the Import option. In a text file format, use quotes around
all alphanumeric entries.

The .csv file should provide the following parameters:

Active
Project status (1=active and O=deleted).

Code

The unique project code (numbers, letters, spaces, slash, backslash and
hyphen are allowed).

Name
Project name. (The name and code are visible in Smart Job Manager and on
embedded terminals.)

Description
Project description.

Users
List of users and groups that use the project.

1 On the Projects tab, click Import.

2 Click Choose file, browse to the location of the file to import, click Open, and
then OK to run the import.

The log will indicate that the Project import finished, then the imported projects are
added to the list. Click Refresh on the Projects page to update. If any projects are
missing, check the .csv file for formatting or syntax errors.

|= ‘I The delimiter default in the .csv file and in Net Manager may be different.
# You can change the delimiter in Net Manager on the Settings > General

page.

Assigning projects to print jobs

Once project accounting is enabled, unassigned print jobs are paused and have to be
assigned before they can be printed. To assign them using the KNM web interface:

1 Goto KYOCERA > Jobs.
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2 Select a job from the Paused list and click Edit from the Actions menu.
The job edit panel opens.

3 Select a project from the drop-down list and click Save.

Smart Job Manager for project accounting

This option is available on computers with the Windows or Mac OS operating system.
It requires the KNM Smart Job Manager application running on the computer sending
the print job.

Smart Job Manager runs in the background. When a user has rights to one or more
projects, all jobs are paused and the Smart Job Manager pop-up window opens,
displaying available projects for assignment.

The user can assign the job to a project and print within that project. If printing without
a project is allowed in KNM, the user can select the Without project option.

Offline accounting for network devices

Offline accounting can be used for any network devices connected to KYOCERA Net
Manager. Offline accounting can support the following:

* Unsupported devices
» Devices unable to communicate through the standard SNMP protocol
» Devices connected through an external network card

Offline accounting for network devices has no effect on any other device functions.

Setting offline accounting on a printing device

1 Go to Printers and select an inactive printing device in the list.
2 Double-click to edit the printer properties.

3 Enter offline in the Use driver of model box and click Save.
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(s, TASKalfa 2551ci_7 -
General Groups Queues
4 General

Mame: © | TASKalfa 2551¢ci_7
Location:
IP address/Hostname: * | 10.10.31.143
Scanner IP address:
Fiery IP address:
SMMP profile: | Default v

Use driver of model: |offline

Fax maodule:
Coverage accounting: *

Frice list: -
Administrator user name:
Administrator password:
Terminal type txpand
Infermation Expand
Toner capacity Expanc

Page Counters Expand

v Save ¥ cancel

4 Activate the printing device.

I__I= With Offline accounting, the page counters remain at zero.
,!

During printing, Net Manager LPM accounts for the number of pages printed, except
for jobs that don't finish. Pages are counted even if the entire job does not print.

Offline accounting on a print queue

For every print queue with print devices in offline mode, you can set the method

of handling the print job if the Net Manager Smart Print Service is not correctly
configured and the print job doesn’t contain any information on the number of pages.
This setting is defined in the Job metadata mode parameter.
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Get job name from PIL: * |+

Job metadata mode: * | Not required v

Computer detection
method: = | Required - discard the job if no metadata

Not required
The job is printed in the standard way but pages are not accounted for.

Required - discard the job if no metadata
The system discards the job.

Offline mode accounting

The KNM server can receive accounting information for user jobs that were printed
while the server was offline.

If the server is offline, the device will store the user session accounting information.
After the server comes online, the device sends the information to the server.

Direct queue with offline login and local print spooling

Direct queues can be used when Offline Login/ Local Print Spooling are enabled.
This allows the use of all features of the direct queue, such as MPP/MPPS, that are
available in the online mode of Offline Login/Local Print Spooling.

Share user credit across site servers

The MS SQL Master server manages the user credit and shares it with the site
servers, so that the credit for a user is the same on all site servers. You still have the
option to allow the user to have different credit on different site servers. You can view
the credit balance of the user in the Master server.

Setting user credit on the Master server

1 On the Master server, go to Settings > Credit.
2 Under Credit, set Enabled to ON and click Save.
= Credit

Enabled:

If credit is enabled, it is recommended to enable the Job parser on the Settings > Jobs page

« Save X cancel

3 Under Users and Groups, click +Add item and add users and groups to be
synchronized.
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4 Set Type to External Account.

£ Users and Groups
=k Additem o7 Edit K &

MName Type Minimum balan...| Payment provider

_"{:‘. TestGroup External account €0.00 KYOCERA Net Manager Master Server Account

Lu_, TestUser = | External account ¥ ||0.00 KYOCERA MNet Manager Master Server Accoun ¥
OK Cancel

5 Set a minimum balance.

6 Select KYOCERA Net Manager Master Server Account from the Payment
provider drop-down menu.

7 Click OK.

Fax Box accounting support

Fax Box includes a paper size counter. Jobs printed from Fax Box are assigned to the
logged in user. Anonymous incoming fax jobs are assigned to a fax user whether or
not a user is logged when the fax arrives. Fax user is not associated with any user.
The counter setting assumes simplex printing and A4 or letter paper size.
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Cloud licensing system setup

Installation process

Install KNM on the Master server. The site servers may be added at any time. The
installation file is same for Firebird Master server and Site server. The installation file
for MS SQL Master server is different. To install a Master server using MS SQL, locate
and run KNMM_[version]_setup.exe.

Master server setup

The Master server handles license management, central system management (the
Administrator of the Master server may manage all the site servers), and as a central
replication server for the statistics.

The Master server cannot be used as a print server.

Changing the server type to Master server

— 1 You cannot revert to the Standalone server type once you have changed

# to Master server or Site server. Always back up the database before
changing server type.

Warning

Once you switch to the Master server mode, you
cannot revert the action. Do you want to continue?

b * 4

o Yes & Mo

1 Open Settings > Server Type & Cloud.
The KNM default server type is Standalone server.

Change the server type to Master server.

Set the Password for network communication.

This password is used for authentication on each site server.
Click Save.

O DN
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A new icon with the label Master server displays next to the logo menu in the web
interface as well in the login window. This simplifies navigation for the Administrator
managing the system.

Microsoft SQL server support - Master server

The MS SQL server for the Master server can be installed either on the same
physical server as KNM or on a separate server. Increase the hardware environment
configuration when running both KNM and SQL on the same server.

Microsoft SQL Server (MS SQL) can be used as the Master Server database (DB).
The supported versions are: MS SQL 2012, 2014, 2016, SQL Server 2012 Express,
SQL Server 2014 Express, and SQL Server 2016 Express.

The installer for the Master server supporting MS SQL is different from the
installer for Firebird. To install a Master server using MS SQL, locate and run
KNMM_[version]_setup.exe. There are also the following limitations:

» Firebird Master server cannot be upgraded to the Master server supporting MS
SQL
« Data cannot be transferred from Firebird to MS SQL

The access ports for the web interface are:

+ http: 8083
* https: 8093

= If delegates are used on the Master server site, add the delegates to the
# master server and synchronize the user information.

Connecting to MS SQL
1 Start SQL Server Configuration Manager in the MS SQL software.

2 Go to SQL Server Network Configuration > Protocols for XXXX. XXXX
represents the name of the database. The example shows SQLEXPRESS.

3 Set the Status of TCP/IP to Enabled.
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File Action View Help

= x5 B H

'ﬁ S0L Server Configuration Manager (Local)
E SQL Server Services
_E_ 50L Server Network Configuration (32bit]
I g 5QL Mative Client 11.0 Cenfiguration (324
4 _E_ S5QL Server Network Configuration
B Protocols for SOLEXPRESS
I g 5QL Native Client 11.0 Configuration

<| m [ T>]

Protocel Mame Status
% Shared Memory  Enabled
¥ Named Pipes Disabled

Enabled

Right-click TCP/IP and open Properties.

In the IP Addresses tab, ensure that '1433' is entered in all of the TCP Port IP

addresses.

Click OK.

1P Addresses
TCP Dynamic Ports -~
TCP Port 1433
B ip4
Active Yes
Enabled Mo
IP Address 127.0:0.1
TCP Dynamic Ports
TCP Port 1433
H ps L
Active Yes
Enabled Mo
1P Address fegluSefe: 10,188, 1648513
TCP Dynamic Parts =
TCP Port 1433
B pan
TCP Dynamic Ports
TCP Port 1433 —
|
TP Port
TCP port
[ oc [ caned || ooy |[ reb
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7 Go to SQL Server Services and restart SQL Server XXXX. (XXXX stands for
the name of the database.)

File Action View Help

= 5B [GRORONC]

Sql Server Configuration Manager

_I:I-

48 SOL Server Configuration Manager (Local)
 sQL Server Services
4. s0L Server Network Configuration (32bit
b & SOL Native Client 11.0 Configuration (321
4§ 5L Server Network Configuration
B Protocols for SOLEXPRESS
b 2, SQL Native Client 11.0 Configuration

< m >

Name State  Start Mode
53 S0L Server (SOLEXPRESS) Running _Automatic

[H&150L Server Agent (SOLI Start (Boot, S...
#850L Server Browser Stop (Boot, S...

Pause
Resume

Restart

Properties

Help

8 Start KYOCERA Net Manager Easy Config.

Log On As

NT Service\MS5...
NT AUTHORITY...
NT AUTHORITY..

ProcessID  Service Type
1056 5QL Server
0 QL Agent

O Go to Database > Connection settings, and click Change.

=1 Unless you have installed an SQL Master server, this option does

# not appear.

10 Enter the database information and click Next.

¢! KYOCERA

Provide database connection information

Database name:
KNMSQLDBE

Database server address:
127.0.0.1

Server port:
1433

Username:

58

Password:

Cree

11 If a new database has been entered in the database connection information,
you will be asked to confirm the database creation. Click Yes.

12 In Enter database creation credentials, re-enter the Username and Password
for the database, and click Next.

16-4

Administrators Guide



Server Type & Cloud

13 Ifthe CLR option is not enabled, it will need to be enabled on the server.
Contact Kyocera support for this procedure.

14 After database registration is complete, click Finish.

Site server setup

The Site servers represent all the print servers in the cloud. The number of Site
servers is limited to the number of available licenses.

Licenses

All the licenses are available on the Net Manager Master server. In the Cloud licenses
count section in the Cloud tab, you can define how many licenses of each type to
download. If the licenses are available, they download to the Site server. If the number
of licenses you requested are not available, a message displays. The downloaded
license is valid for 30 days and renews every day.

To move licenses back to the Master server, for example, because you want to close
that particular Site server or move the printing devices to another location, set fewer
required licenses.

Example: the Site server uses 10 printer licenses and 5 embedded licenses. When
you move one device with embedded licenses to another location, you must move the
licenses back to the Master server as they might be used on a different Site server.

To accomplish this:

1 Open Settings > Cloud.
2 Change the license count to 9 for printers and 4 for embedded terminals.
3 Confirm this setting.

The licenses are returned to the Master server where they can be downloaded
by any other Site server. The results are displayed in the license summary on
the Master server.

4 Click Save.

License count

When you download 40 licenses to a Site server, the Site server will be allowed to use
an unlimited number of devices. The Site server will download only 40 licenses but the
number of devices on that Site server is not limited. This function is available only for
printer licenses. The Embedded and Embedded Lite licenses do not have an unlimited
version.

Assigning a site server to an SQL Master server
1 Go to Settings > Server Type & Cloud.

2 Under Site server, type a port number in the Port field, and click Save. Type
'8083' if secure connection is off, and '8093' if secure connection is on.
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. Server Type & Cloud

ne server: licensed separately.
ver: server for distribution of licenses, collection of statistics and other central functions.

ser: Production KYOCER.

A Net Manager server, licenses are allocated from the Master server.

Server type: Site server
4 Site server
Site name: * |sun_531_33
Master server address: * | 192.0.2.0
Enable secure connection: |+

Port:* | 8003

* Cloud licenses count Expand
» Options Expand

4 Security

Password for network  seesseas
communication: * p__o. o is

used for communication with terminals and KYOCERA Net Manager servers,

+ Save K Cancel

Enabling credit accounting on a site server
1 On the site server, go to Settings > Credit.
2 Under Credit, set Enabled to ON, and click Save.

=} Credit

Enabled:

If credit is enabled, it is recommended to enable the Job parser on the Settings > Jobs page

« Save ®K cancel

3 Under Users and Groups, click +Add item, and add users/groups to be
synchronized.

— 1 Steps 1-3, above, work on both SQL and Firebird Master servers.
# Step 4 (below) only works for an SQL Master server.

4 Set Type to External Account and set Payment Provider to Master Server
Account.

£ Users and Groups
4 Additem o7 Edit K &

Minimum balan...| Payment provider

MName Type
‘_@. TestGroup External account £€0.00 KYOCERA Met Manager Master Server Account
& TestUser | ¥ | External account ¥ 0.00 KYOCERA Net Manager Master Server Accoun ¥

OK Cancel
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Central management in Cloud licensing model

The Administrator of the Net Manager Master server (account *admin) maintains
rights as an Administrator over the Master server and all the sites. The Administrator
of the site server serves only as a local admin on the site server.

Managing site servers from the Master server
An Administrator can access site server log, printers, settings, or reports from the
Master server.

In the Sites tab, you can view all the site servers connected to the Master server. You
may select any of the sites and click Manage in the toolbar to open the site.

To move from the site server to the main server, click the blue arrow icon next to the
site name. If you are logged in as a local admin on the site server, you will be required
to enter the Master server Administrator credentials.

1 On the Master server, go to Settings > Server Type & Cloud > Sites.

2 Select a site server in the list of site servers and from the Manage drop-down
menu, select either Log, Printers, Settings, or Reports.

& Sites
G Edi't Replication ¥ Actions = ? Show deleted & Refresh
Name |[°| Log Printers Emb. Emb. Lite | Replication |evel
i _Test.-i'!‘ Aot ; 1 0 (0 @ Replication off
MRS 5% settings | & Edit
% Reports &5l Manage r ._ Log

. (™ Printers

M Settings

LS Reports

A connection opens to the Manage menu of the selected site server.
Replication

With replication, you have an overview of the entire system in one place. The Master
server operates as the central replication server for all the site servers in the cloud.

Replication setup
To set up replication, you must be on the Master server.

1 Open Settings > Server Type & Cloud > Sites.
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2 Select the site from which you like to replicate the statistics.

w

Click Edit.

4 In the setup window, you may edit the Replication level (what kind of data
should be replicated).

I_EI Do not change the replication level if replications are used.
4

5 To start replication manually, click Replication in the toolbar and click
Replicate.
The Replication state will show the volume of data that has not yet replicated.

The system will display a message for a successful replication.

Replication of printer groups from site server to Master
server

Printer groups are replicated from site server to Master server. On the subsequent
replications, printer groups are updated when there is a change in printer properties
such as a printer name change. Changing printer group membership will not trigger an
update to the printer groups.

Scheduling replication

Starting replication manually would not be practical, so the replication process must
be automatically started by the preset action in Task Scheduler.

1 Open Settings > Task scheduler.
2 Double-click Replication in the Action column to edit it.
3 In the new window, you can edit the time and frequency for replication.

The system starts replication for all the servers based on the schedule.

Upgrade external replicator - cloud

It is necessary to upgrade the current system if you are using the old external
replicator. The new external replicator will be used in the Net Manager cloud licensing
system. Follow these steps to upgrade:

1 Upgrade the Master server and all the site servers.
2 Open the web interface on the Master server.

3 Go to Settings > Server Type & Cloud > Sites.
4

Manage each site server and confirm the connection to the Master server.
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5 Click Save.

Now you may start replication — the old replicator will be deactivated and the new one
will start.

Upgrade external replicator - non-cloud

Follow this procedure for Net Manager without the cloud:

1 Select if you have Cloud licenses. The license key must start with the number 5.
If not, contact KNM support.

2 Upgrade all servers.

3 Move all licenses from the site server to the Master server (the server for
replication).

4 Set the communication between the sites and Master server.

5 Start replication.
The old replicator will be deactivated and the new one will start.

The non-cloud licenses will not work in the cloud. They must be changed to cloud
licenses. To change your licenses, contact your dealer or sales company.

Job roaming

The Job Roaming feature sends jobs between Site servers. To use this feature, you
must enable the Job Roaming queue on each site that will use this feature. The Job
Roaming queue is one of the predefined Print&Follow queues in Net Manager. You
must add some devices to this queue and add rights for this queue to some users.
Only jobs sent for the Print&Follow queues will appear as available when using Job
Roaming feature.

Job Roaming requires that you set the same user accounts on both servers, available
via synchronization with the Master server.

Cloud system failure

Use the following procedures in case of system failure, for example, because of
hardware breakdown or connection failure.

Connection failure

If the site server loses its connection to the Master server, replications, license
renewal, and user synchronization processes will not take place. It is also possible
for the Job Roaming feature to fail if the site server is disconnected from other site
servers.
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Licenses

When the system loses the connection with the Master server, licenses for site servers
remain valid for 30 days. Within this period, the system does not need a connection to
the Master server and may work completely on its own.

— 1 Do not change any Site server hardware components while the server
# is disconnected from the Master server. This would cause the license to
remain valid for 7 days instead of 30 days. If a connection failure exceeds
30 days, contact your dealer or sales company.

Whenever the system is again connected to the Master server, the licenses are
automatically renewed.

Replication and cloud system failure

The statistical data for replication is still available on the Site servers so it does not
matter if replication cannot be processed at one time. After the first connection to
the Master server, replication can be run manually or automatically by the Task
Scheduler. To save the same amount of data, set the history to the same value on
the site server as on the master. The history setup can be set at Settings > System
Management > History.

Replication after Site server failure

If the Site server hardware fails and you have to restart from a backup, you must first
delete all replicated data for that site server. Click Delete replicated data in the Sites
menu. Next, replicate data from the Site server again.

User synchronization during connection failure

When the site server synchronizes users from the Master server, it will not be
available when disconnected. Add new users manually to the database during a
connection failure. After the first replication (when the Master server is connected
again), manually added users will be replicated to the Master server database.

Job roaming during connection failure

Job roaming is unavailable when the Site server is disconnected from the rest of the
network. Job roaming is still available to all network servers when disconnected from
only the Master server.

Hardware failure

Database backup

To prevent data loss, you must back up the database.
1 Open Settings > Task Scheduler > Database and settings backup.

2 Save the database to network shared storage that is not hosted on the actual
server.
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Master server hardware replacement

In the case of server hardware failure, contact KNM support for license deactivation.
The licenses are bound to the hardware components of the server. When the Net
Manager Master server is installed on new hardware a new hardware code is
required.

Steps for server hardware replacement are described below:

1

0O ~NOO O AW DN

9

Contact your dealer or sales company to deactivate licenses.

Install the new server. This server must use the same |IP address as the old
Master server.

Install KNM on this new server and stop all services.
Unpack the database backup.

Start the services.

Open the Net Manager web interface.

Open Settings > License and activate the licenses again.
Open the Site servers.

Open Settings > Server Type & Cloud.

10 Click Save.

Failover system

KNM may use a failover system to prevent the loss of the system functionality. Every
server (Master and Site servers) may use the failover system. There are two methods
to configure KNM for failover.

1

When you are using a Net Manager Pro license, you can use Net Manager
Easy Cluster; to provide a failover system for KNM. You will need two identical
servers. Net Manager Easy Cluster uses a "main" server (production print
server) and a "slave" server. The slave server checks the availability of the
Master server. In the event that the Master server interface is not available,
the slave server turns the Master server off and temporarily acts as the Master
server. This solution is part of KNM.

The other option is to install KNM on a Microsoft Cluster. Contact support for
assistance with this option.

KYOCERA Net Manager
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17 Terminal Manager

Terminal Manager provides an interface for simple setup of embedded terminals. It
is installed as part of the installation of KNM. To run Terminal Manager, if not in your

Windows Start menu, go to C:\ProgramFiles(x86)\Kyocera\KYOCERA Net Manager
\Server\TerminalManager.exe.

For more information about using Terminal Manager, see the KYOCERA Net Manager
Embedded Terminal Guide.
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18 Advanced System Settings

Modifying the KNM configuration

To change some Net Manager system settings, it is necessary to modify the
Config.ini configuration file. This configuration file is located in the C:\ProgramData
\Kyocera\KYOCERA Net Manager\ directory. For the changes to take effect, restart
the Net Manager service.

U Mistakes in making changes to the configuration file may cause system
o malfunction. Be careful to change only the parameters that you intend to
change.

Setting up access to run scripts

To manually run KNM system components such as ConfigTerm or scripts for importing
users, you must set up access to the COM objects.

;MyQ configuration
;You must restart the service for the changes to take effect

[Generall]

aEEName=MyQ

Tt lal
;List of users/groups with access to the MYQ service COM object.
;The access is needed to run the command line tools.

;Comma separated 1ist of a SID (e.g. 5-1-5-32-545) or a principal name (e.g. Users)

sessionObjectacl=5-1-5-32-545
m USTU WINLI U CUlldl 5L U CurtimeECL.

. —
sDBs created in those versions must continue to use WIN1250.
useoldobConnectCharset=0

[PrinterIo]

;Comma separated 1ist of snmp oid’s where the model is read.

;The special wvalue "pjl1" instructs to use the PIL guery

model = .1.3.6.1.2.1.25.23.2.1.3.1, .1.3.6.1.4.1.11.2.4.3.1.12.1.2.78, .1.3.6.1.2.1.
snmpComunity = public

[Terminal]

;A time period in milliseconds in which the server tries to discover new terminals.
;The value of 0 will disable terminal discovery.
discoverpPeriodInMs=0

[usersession]

;If the printer is unreachable Tonger than X seconds, interrupt the session. Jobs t
;will not be printed. User can print them next time.

printerunreacnableTimeout=60

The default access setting is BUILTIN\USERS.

To change who has access, use the parameter sessionObjectAcl in the Configuration
file. As the value of the parameter, use the group name in the language of the
operating system (Users, Administrators, etc.) or a universal SID code that is
independent of the language of the operating system.

Examples of universal SIDs are listed below. A complete list of SIDs can be found on
the Microsoft Windows support site.
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Group SID Code

BUILTIN\USERS S-1-5-32-545

BUILTIN\ADMINISTRATORS* S-1-5-32-544

BUILTIN\GUESTS S-1-5-32-546
NT AUTHORITY\SYSTEM S-1-5-18
\EVERYONE S-1-1-0

*Restricting access to COM objects only to BUILTIN\ADMINISTRATORS may cause
start-up problems due to the User Account Control (UAC) setting.

Changing the default LPR port

The standard LPR port setting is TCP 515.

If there is a conflict with other software using the same port, KNM can use another
port, i.e., 516. However, change the LPR port only if necessary after considering all
other possible solutions.

Please contact support to make changes to the default LPR port.

Changing the default HTTP / HTTPS port

The standard HTTP/HTTPS ports that KNM uses with the web interface and
Embedded Terminal are 8080 and 8090.

If there is a conflict with other software using the same port, KNM can use another
port, i.e., 8008. However, change the HTTP/HTTPS port only if necessary after
considering all other possible solutions.

To change the HTTP / HTTPS communication port:
1 Go to Settings > NetworkKYOCERA Net Manager> HTTP Server (Apache).

4 KYOCERA Net Manager HTTP Server (Apache)

Port: * 8080
Secure port (S5L): © 8090

2 Enter a new port number and restart Apache to implement the change.

3 Change the port number in web browser URL address string, so that you can
connect to KNM on the new port.
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Changing the limit for PDF printing from the web interface

The default limit for PDF printing is 50MB per file.
1 Go to Settings > System Management > Advanced.
2 Enter the new file size in the Maximum upload file size field.

3 Click Save.

Ul timeout setting for preview generation

KNM supports adjustments to the timeout value for PDF preview. The increased
timeout value gives the system more time to generate the PDF preview.
1 Add the following to the config.ini file:

[JobPreview]
uiWaitTimeout=5

2 Restart KNM services.
The timeout value will be changed on the server side.

The timeout value specifies increments of seconds that the server allocates for
the preview to be generated. When the timeout is reached, you'll see the following
message: The preview is being generated. Try again later.

The highest value is limited by the maximum execution time of a PHP script (300
seconds).

Managing email notifications

KNM sends information such as error notifications and PIN generation by email
to KNM users. These emails are stored in a queue and sent one by one to avoid
overloading the network and SMTP communication with the mail server.

Unsent email:

If there is a communication problem with the mail server, unsent email is held in the
queue until communication is reestablished. Email send errors are indicated in the
KNM log with information about the number of waiting emails.

Run |8 Stop < Clear #4) Show History

13:25:26 ERROR  CU Email sender: Could not open socket
13:25:23 INFO cu Email sender: Sending 2206 email(s) waiting in the e-mail queue
13:24:55 ERROR CU Email sendar: Could not open socket
13:24:53 INFO cu Email sender: Sending 2206 email(s) waiting in the e-mail queue
13:24:25 ERROR CU Email sender: Could not open socket
13:24:23 INFO cu Email sender: Sending 2206 email(s) waiting in the e-mail gueue

Deleting unsent email:
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You can manually delete the unsent email from the queue. Unsent email is stored in
C:\ProgramData\Kyocera\KYOCERA Net Manager\Emails\failed\.

Limiting pages copied or scanned on MFPs

You can monitor the exact numbers of copied and scanned pages output on MFPs
and prohibit individuals without user identification from copying and scanning.

Some MFPs have a Key Counter, Copy Control interface, or a Foreign Interface
Harness that enables locking and unlocking the device if it is physically connected to a
hardware terminal.

For MFPs that do not have such an interface, especially A4 format devices, KNM uses
software locking. This method does not require any extra cable and is done through
the network protocol using the internal device accounting system.

Setting the output protocol and port

Data is sent from KNM to printing devices through RAW or IPP/ IPPS protocol. The
default output setting is RAW on port 9100.

If you are sending jobs to a different RAW port (9101, 9102, etc.) or an IPP / IPPS
port, you can change the protocol and port number in the print queue.

4 Qutput to printer

Protocol: * | Raw v

Port: * 19100

Using multiple ports

You can enable settings for more than one RAW port in KNM. For example, one print
queue on port 9100 can manage standard printing while port 9102 handles letterhead
printing.

Printing device status

To identify problems with counters and user sessions, monitor printing device counters
and changes.

After activation, KNM saves all status and counter changes from the printing devices
to a .csv file stored in C:\Program Files\Kyocera\KYOCERA Net Manager\Server\Logs
\.

Each printing device registered in KNM has its own .csv file, which contains the date
and time of the status reading, printer status, and total counters for black and white
printing, color printing, black and white copying, color copying, and scanning.
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Card code transformation

# Cards

Card code transformation =0;
Card code transfiormation &1:
USE reader transformation:  None bl

o Save X Cancel

Identification systems have multiple ways of reading a card number. Net Manager
enables several modes of card number transformation to achieve full compatibility with
databases like a time and attendance system. Go to Settings > Printers > Cards >
Advanced.

Because some installations require connecting two card readers with different
technologies to a single terminal, separate transformations are available for card
reader #0 and card reader #1.

USE reader transformation:  MNone :_]

Card code transformation 20
Card code transformation 21

If a card reader is connected to a computer USB slot for credit recharging or

card association, the USB reader transformation parameter will set the correct
transformation of the card number received from this reader to be compatible with
readers mounted on the printing devices.

You can enter one of the following commands (or a combination of commands) in the
Card code transformation field. Individual commands are separated by semicolons;
surround parameters with parentheses.

Command Description Example
Itrim(number of trim characters from the Itrim(2): 12345678
characters) left side of the number becomes 345678
rtrim(number of trim characters from the rtrim(1): 12345678
characters) right side of the number becomes 1234567
prepend(character add a string in before the | prepend(AB): 12345678
string) card number becomes AB12345678
append(character string) | add a the string after the append(90): 12345678
card number becomes 1234567890
left(number of select a number of left(5): 12345678 becomes
characters) characters from the left 12345
right(number of select a number of right(5): 12345678
characters) characters from the right becomes 45678
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Command

Description

Example

mid(left shift, number of
characters)

select a number of
characters from the middle
of the string

mid(2,4): 12345678
becomes 3456

Ipad(number of
positions, symbol)

add (pad) the number to a
number of characters by
adding zeros to the left

Ipad(12,0): 12345678
becomes 000012345678

hex2dec() change the card number hex2dec(): 12345AB
from hexadecimal to becomes 19088811
decimal
dec2hex() change the card dec2hex(): 19088811
number from decimal to becomes 12345AB
hexadecimal
hex2bin() change the card number hex2bin():
from hexadecimal to binary | 123AB becomes
00010010001110101011
bin2hex() change the card number bin2hex():
from binary to hexadecimal | 00010010001110101011
becomes 123AB
dec2bin() change the card number dec2bin(): 19081 becomes
from decimal to binary 100101010001001
bin2dec() change the card number bin2dec():
from binary to decimal 100101010001001
becomes 19081
reverse() reverse the byte sequence |reverse(): 12345678

becomes 78563412

reverseString ()

reverse the character
sequence

reverseString(): 12345678
becomes 87654321

reverseNibbleBits()

converts each character
to binary, performs

bit sequence rotation,
and converts back to
hexadecmial

reverseNibbleBits(): 12A7
becomes 0001 0010 1010
0111 becomes 1000 0100
0101 1110 becomes 845E

“+“

merge two strings

+: 12345678 becomes
1234567812345678

Example of combining several commands:
hex2dec();Itrim(2);append(123):
1 Change to hex: D4955FEA becomes 3566559210

2 Then trim first 2 characters from the left: 66559210

3 Finally, add 123 to the end: 66559210123

18-6

Administrators Guide



Advanced System Settings

Integrate external systems with KNM

Software applications that are external to KNM, such as EveryonePrint, need a key
and the correct rights on the default *api account to be integrated with KNM.

Setting the *api password

1 Go to Settings > External systems.

2 Click Set password under the *api username.

L_I= The *api username cannot be changed.
K4

3 Enter a password and click Save.

Obtaining a key for an external system

1 Open Settings > External systems.
2 Click Add new External System.

3 Enter the name of the external system, for example, EveryonePrint. If needed,
choose Scope.

4 Click OK.

Setting the rights for the *api account

See the documentation that comes with the external application for a list of the
required rights for integration with KNM.

1 Open Settings > Users > Rights.
2 Click Add user.

3 Double-click *api.

Select user or group x
| Search ~
B APl - ~api ~
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4 Select rights for the account. (See Users chapter for more information about
rights.)

5 Click OK.
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19 Backup, Restore, and
Upgrade KNM

System backup

Backups of the server and databases are often needed to resolve problems. The

following table shows some potential Net Manager server and network problems and

how they can be resolved.

Problem

Solution

Server hardware failure

New installation of Net Manager on the same or
different hardware.

Restore database.

Server operating system
failure

Reinstall operating system or new installation of
Net Manager on a new server.

Restore database.

Network failure

Cannot resolve on the Net Manager side.

Net Manager service
malfunction

Reinstall or upgrade Net Manager (use the same
database file).

Firebird or Apache service
malfunction

Reinstall or upgrade Net Manager (use the same
database file).

Net Manager configuration
problems

Reconfiguration of Net Manager (same DB file
used)

Net Manager database
unavailability or corruption

Restore the database.

Within Net Manager, solutions for system backup are based on the complexity of the
Net Manager architecture and availability of the requirements.

KNM server backup

If the environment is sensitive to print service failures and there are resources to have
an extra server, you can have another server with a KNM installation. This server
must have the same IP address as the main server, be installed with the same version
of KNM and be connected to the same database. (If both the main and backup are
virtual servers, you can clone the main KNM server.)
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I_E! The backup server must be switched off or disconnected from the network
# to avoid causing an IP address conflict.

If the main KNM server fails, the Administrator can switch it off and switch on the
backup server.

Manually switching the server is recommended. This avoids server modification in
case of system maintenance, temporary network/server inaccessibility and other
situations not related to the KNM system that must be resolved by the Administrator.

.'-’—77‘_‘
E =
] [ %
KNM service
Firebird service

Apache service /

KNM DB file
Print jobs

KNM DB file

Backup by virtual server snapshot

For Net Manager installations on virtual machines, you can create a system backup
by taking a snapshot of the virtual machine. This option has limitations. The backup
through snapshot should be done only when the databases (myq.fdb and myqlog.fdb)
are stored on the local disk and will be part of the snapshot. If the databases are

not stored on the local disk, for example, for Microsoft Cluster installation or cases
where the databases are moved to another disk you cannot use snapshot as effective
backup. The databases will not be included.

To create a snapshot:

1 Create the backup of the database via the web interface or by using the
restore.bat batch file.

2 Stop the Firebird database server, create a snapshot, and restart the Firebird
database server.

= It is not necessary to use the snapshot with every backup of the
# database.

U When creating a snapshot, the Firebird database server must
o be stopped. If not, returning to this snapshot may corrupt your
database.
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Database backup and restore

It is important to back up the databases to maintain all data in case of a system
collision, a need to transfer data to another server, or when upgrading KNM. During
backup, the database is compressed, reducing file size.

Database backups should be performed by experienced administrators with a basic
knowledge of databases.

KNM database backup

The KNM database file MYQ.FDB is the most important component of the KNM
system. This file includes all the information about users, printers, queues, and user
sessions in addition to all the settings and system licenses.

If you have a backup of the MYQ.FDB file, you can perform a new installation of KNM
on new hardware or reinstall the operating system of the current server and restore
the backup file. Installing this backup gives you a fully functional KNM system within a
few minutes with all the settings and licenses.

This is a sufficient solution for most problems. Make database backups regularly
with every KNM server installation in case of server failure. Store the backups in a
different location from the KNM server.

KNMservice L =
Firebird service =2 j
Apache service —

KNM database
Print Jobs

Location of the KNM database and print files

To simplify restoration, the KNM database can be located on a different server from
the KNM server. That way, the database is not affected by a potential failure of

the server, and as soon as there is a new installation of KNM on new hardware, or
reinstallation on the current server, you have only to set the correct path to the KNM
database file to make the system fully operational again. Relocate print jobs so they
will be available as soon as KNM is reinstalled.

Another reason for backing up the database is to preserve data in case the KNM
database becomes corrupt or inaccessible.
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If you are locating the database on a different server, the connection between the
KNM server and the KNM database file location must allow fast and trouble-free
operation.

KNM service
Firebird service
Apache service

KNM DB file
Print jobs

KNm DB file
backup

Changing database and print file locations is done using the KNM Easy Config
application.

KYOCERA Net Manager Easy Config —0Ox

Settings 0l KYOCERQ

Home

Seivices > Web Administrator Account

Settings

Database > Web Server Ports

Log

~  Data Folder -

KNM Web Interface

Folder path: C\ProgramData\Kyocera\KYOCERA Net Manager

Al Folder size: 105.23 MB
Free space: 28.5 GB
English Total space: 74.19 GB

Files count: &0

Change location

s Jobs Folder -

Folder path: C\ProgramData\Kyocera\KYOCERA Net Manager\Jobs'
Folder size: 0B

Free space: 28.5 GB

Total space: 74.19 GB

Files count: O

Change location
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Creating a scheduled backup of the KNM database

To set up a periodic database backup in the Task Scheduler, go to Settings > Task
Scheduler and edit the Backup/Database and settings backup entry.

.~ Database and settings backup

General Rights

Enabled:

Mame:

x

Database and settings backup

Description:

4 Schedule

Repetition: *
Every MN-th day: *

Hours of run: *

4 Notification

Send a notification after | M
performing the task:

Daily v
1
3

hh:mm, hh, h:mm, hh am, hbh pm

[51]
(1]

For multiple values, separate with a co

8 administrator -

Select a user or enter an ema

Only in case of an error: |+

4 Backup

Destination folder: *

Delete backup after: * |7

%appih\Backup
H#app% is the KYOCERA Net Manager data folder
days

W Save R Cancel

Setting

Description

Name

The name of the task.

Description

More detail, if needed.

Schedule

* Repetition - Minute, Daily, Weekly, Monthly, or Quarterly
» Every... - changes depending on Repetition option
selected

KYOCERA Net Manager
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Setting Description

e Hours of run

Notification An email notification can be sent after performing the task.

Select Only in case of error to limit notifications to errors.

Destination folder The folder for the database backup.

Delete backup after Period after which the old backup should be deleted.

Creating an unscheduled backup of the KNM database

You can also back up the database manually.

1
2

3

Open the location for data storage.

Open your backup script, backup_db.bat, in Notepad.

The parameter -b will perform the database backup independently of the
version of the database service.

The default access parameters -user and -password for the KNM database are
SYSDBA and masterkey, respectively.

If the password for the database was changed by KNM Easy Config, type the
changed password.

The last two parameters specify the .fdb source file and the resulting .fbk file.

File Edt View 5Settings 7

NSO 20| s aalALEQQ @48
1 gbak -b -user "SYSDBA" -password "masterkey” localhost:myq MYQ.FBK
2 gbak -b -user "sYSDBA" -password "masterkey” localhost:myqlog MYQLOG. FEK]

Run the backup_db.bat file to start the backup of MYQ.FDB and MYQLOG.FDB
databases.

After the backup is completed, MYQ.FBK and MYQLOG.FBK are created.

Restoring databases and data via Easy Config

With the Easy Config application, you can backup and restore the databases directly
from the backup zip archive.

1

2
3
4

Install a full installation of the system.
Open the Easy Config database tab and select the archive with the database.

Expand Restore data section, click Select to change folder of the database, if
needed.

Select database or log files to restore.
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5
6
7

If the database needs to be upgraded, select Upgrade database after restore.
Click Restore.

Click Yes to confirm.

Restoring the KNM databases via batch file

1
2

6

Before restoring the databases from the .FBK files, save the existing MYQ.FDB
and MYQLOG.FDB database files.

Open the location of the KNM databases MYQ.FBK and MYQLOG.FBK.

In Notepad, open your script restore_db.bat for restoring databases.
The parameter will restore the database and overwrite the existing .fdb file.

The default access parameters —user and —password for the KNM database are
SYSDBA and masterkey, respectively.

The last two parameters specify the .fbk source file and the resulting .fdb file.

het stop myq

gbak -rep -user "SYSDBA" -password "masterkey” MYQ.FBK localhost:myq

gbak -rep -user "SYSDBA" -password "masterkey” MYQLOG.FBK Tocalhost:myqlog
net start myc

pause

Before database restoration, close the KNM web interface and stop the
KNMweb server. Stop the web server in the KNM Easy Config application. You
can also stop the KNM web server through the Apache service in the system.

Run the restore_db.bat file to start the database restore from the MYQ.FBK and
MYQLOG.FBK files.

After completing the database file restore, the existing MYQ.FDB and
MyQLOG.FDB files will be recreated, and eventually overwritten. The KNM
service start-up is confirmed by the information at the end of the script: “The
KNM service was started up successfully.”

Press any key to exit the Restore script.

Moving KNM to a new server

Preparing for a move to a new server

1

Deactivate the system licenses before moving KNM to another server.

The reason for this is that the license is bound to the hardware code (generated
according to your server hardware components) of your server. For deactivation
of the licenses, contact support.

Back up your database C:\ProgramData\Kyocera\KYOCERA Net Manager
\MyQ.fdb.

KYOCERA Net Manager
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For safety purposes, it is better to use the compressed format of the database,
MyQ.fbk.

Save the print jobs. Copy the jobs from their folder to your backup folder, C:
\ProgramData\Kyocera\KYOCERA Net Manager\Jobs.

The last two steps are optional for installations with modified bin files and
reports:

Save any modified BIN file for your printers.

The BIN files are stored in the folder C:\ProgramData\Kyocera\KYOCERA Net
Manager\Bin. Save all BIN files in this folder.

Save your custom reports.

The custom reports are stored in the folder C:\ProgramData\Kyocera
\KYOCERA Net Manager\Reports\Custom. Copy all the custom reports in this
folder.

Installing a new KNM server

ah ODN

6
7

Install the new server. Use the same version of KNM.

When the installation is done, stop all the services with the KNM Easy Config
application. Only the database server must be running.

Copy the compressed database file, MyQ.fbk, into the database folder. Run the
database restoration process.

Deactivate all services with the KNM Easy Config application.

Copy the files you saved into their folders.

» Copy Jobs into C:\ProgramData\Kyocera\KYOCERA Net Manager\Jobs
» Copy BIN files into C:\ProgramData\Kyocera\KYOCERA Net Manager\Bin

* Copy Custom reports into C:\ProgramData\Kyocera\KYOCERA Net
Manager\Custom Reports

Activate all services.

Activate the licenses in the KNM web interface.

Connecting terminals, drivers and printers

Terminals

Set a new IP address for communication. This includes hardware terminals, Kyocera
Embedded terminals and Android terminals. Set the new IP address with the Terminal
Manager application.

Drivers

Make the same change on the drivers. Modify the port forwarding all the jobs to KNM
and set the IP address of the new KNM server.
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Printers

Configure the SMTP setting on the devices to match the new server. The outgoing
SMTP must be set to send scanned data to the KNM server.

Database upgrade

When upgrading or installing the database from a backup file, the database may
require an upgrade to the latest version. If the Print Server and Plug-in services will
not start after inserting the database, the database is outdated.

Services I KYOCERE

(p»)(m)

Start All Stop Al Restart Al
| B ) Web Server RUNNING
[ ) Print Server STOPPED
[ B ) Service Module STOPPED
| P ) Kyocera Provider STOPPED
| I8 ) Database Server RUNNING

Checking and upgrading the database version

1 Open the Database tab and check the version of database. If Status shows that
the Available update version is higher than the Database version, the system
reports: Upgrade needed.

2 Click Upgrade.
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Available version: 2.2.4
No upgrade needed.

— KYOCERA Net Manager Easy Config —0Ox
—

A Home Database 0] KYOCERA
SRR » Main Database oK
x Settings

= Database version: 27.1.17

- Available version: 27.1.17

= Database No upgrade needed.

D oo

9 T » lLog Database oK
9 T Database version: 2.2.4

English

i » Database Backup

s Restore database

C\ProgramData\Kyocera\KYOCERA Net Manager\Backup

Easy Config upgrades the database automatically.

3 When the upgrade is finished, restart all services.

Upgrade and Uninstall

Upgrade

U Before updating on Windows Server 2008 / 2008 R2/ 2012 / 2012 R2 /
e 2016 (or on Windows 7/ 8/ 8.1/ 10), make sure that the latest Windows
updates are downloaded and installed on the server.

Direct upgrade to 7.0 and higher versions from versions lower than
5.10 is no longer supported. These versions have to be upgraded via an
intermediary version, for example update to v6.2 first.

o—]

To upgrade your KNM version or to reinstall the current version, back up your
database and save the files in the KNM directory. Then follow the instructions for
installing KNM.

If the KNM installer detects an older KNM version, it asks you for permission to
proceed with the installation. Click Yes.

Uninstall

1 To uninstall KNM, run unins000.exe in the directory C:\ProgramData\Kyocera
\KYOCERA Net Manager\.
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2 Click Yes to continue.
Uninstallation includes the database and web server.
3 Click OK.
The KNM uninstallation does not delete KNM database files. These files can be
deleted manually. If you leave them in the system, they will be detected by KNM

during the next installation. The installer prompts you to choose to use the older
database files or overwrite them.
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Easy Cluster is used to switch between the Active and Backup Net Manager servers
in the event of an Active server failure. Install Net Manager on two different physical
servers, one to be the Active server and the other the backup server. The Active
server periodically backs its data up to a shared folder. The Backup server monitors
the Active server and takes over if the Active server fails.

In the event of Active server failure:

Automatic mode

The Backup server turns the Active server off, receives its IP address, recovers
the database from the backup and activates Net Manager on the Backup
server.

Manual mode

The Backup server sends email notification to the system Administrator, who
starts the Backup server manually in Easy Config.

Once the Active server can be repaired or replaced, the Backup server can
automatically restart all the functions of the Active server.

Requirements

* You need two different physical servers for Easy Cluster.

» These servers should not be used for anything other than Net Manager and Easy
Cluster.

+ Net Manager Easy Cluster should not be installed on the domain controller.
+ Set up a backup folder for the Active server that is not on the Active server.

— | In the event of Active server failure, this folder must be available for

Z the Backup server to access the stored files.

» Provide a special local admin account on both servers with rights to log on as a
service.

» To ensure successful failover from Active to Backup servers, both must be on the
same IP subnet and use a static IP address. IP configuration over DHCP is not
supported.

License

+ The Easy Cluster feature is available only with a Net Manager Pro license.

+ The license is set only on the Active server. In a failover, the license is downloaded
from the active server backup folder to the Backup server.

+ In afailover, the license on the Backup server will be active for 7 days. If the Active
server is down beyond 7 days, contact your dealer or sales company to reactivate
it.
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Installing and configuring Easy Cluster

1
2

oo ~N OO O b

Install Net Manager Pro on both servers.

Install the Net Manager Pro license on the Active server. The Backup server
does not require a license.

I__|= 1 Make sure the master password on the Net Manager database is
# the same on both servers.

Open config.ini in a text editor and add these lines:
[ExtraFeatures]
EasyCluster=1

Save the file and restart all services from Easy Config.

Set up a folder for the database backup. This folder cannot be located on the
Active server and must be accessible to both the Active and Backup servers.

Create an identical user with Administrator rights on both servers and set Log
on as a service user in the local policies of both servers.

In Net Manager on the Active server, go to Settings > Easy Cluster.

Set Enabled to On and fill in the remaining fields (all except Password are
required)

Backup server IP IP address of the backup KNM server (static IP
address address).

Backup server network | Select the network adapter from the dropdown
adapter showing all available on the server.

Active server IP address | IP address of the current KNM server.

(this server)

Network mask. Filled in automatically.

Gateway IP address Filled in automatically.

Backup folder Provide the path to the folder for backup of the Active
server. The Backup server uses this data for failover.

Backup period Define (in minutes) the backup frequency.

Active server failure Define (in minutes) how long the Backup server

time out waits without response from the Active server before
initiating failover.

Backup server start Manual: the Backup server sends email to the system

mode Administrator and they start the failover process.

Automatic: The Backup server starts the failover
process automatically.
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User name KNM uses this account to access the backup folder
and switch off the Active server.

Password Set password for the account that performs the
failover.

Enabling Easy Cluster

1
2

Double click MyQEasyCluster.exe (C:\ProgramFiles(x86)\Kyocera\KYOCERA
Net Manager\\Server\).

In Easy Cluster settings, select Backup KNM Server.

=1 Easy Cluster must be enabled on both the Active and Backup
# servers before entering the Backup Server settings.

Enter the settings for the Backup KNM Server.

= OlKYOCERA Easy Cluster settings
E Settings hGDE
Backup KNM Server
D g
o About Backup KNM Server

St Pased 5]
English v

Net connection name: [Ethernet

Active IP Address: [10,183.51.99
Het connection mask: |255,255.248.0
Met connection gate: | 10.183.48.254

Type of switching: (=) Autamatic Manual

switchtimeout 1 | min

Email for notifications: |

Backup falder: ‘C:\u;ers\Adm\mstratnr\Desktop\Easndnf\gEackup \

Launching and shutting down the server

1
2

After configuring both Active and Backup servers for Net Manager, click Start.
The Active server will appear as Running.

To stop either server, click Pause.

= 1 Check the log on the Active server to view all actions performed
# (for example, saving the database, checking backup server
availability, etc.)

To access logs, click the Log tab in Easy Config.

I_E! If you want to shut down the Active server without activating the
# Backup server failover, you must pause the Backup server before
shutting down the Active server.
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Easy Cluster

Simulating server failure

To check that the servers are set properly and Easy Cluster is working, run a failure
simulation test. Before starting the test, make sure that both servers have activated
the Easy Cluster interface and that both are in active (Running) status.

1 Set the Backup server start mode to Automatic.

2 Set the Backup period and Active server failure timeout to one minute.

The Active server will save its database to the shared backup folder every
minute.

3 Deactivate the Active server. (Stop all services in Net Manager Easy Config on
the Services tab.)

4 Within one minute (Active server failure timeout period) the Backup server will
take over the following functions:

» Acquire the IP address of the Active server

* Recover the saved database from the backup

* Turn the Active server off

+ Start the Net Manager service on the Backup server

+ Send an email notification to the system administrator

I_E! A Backup period of one minute is suitable only for testing with a small Net
# Manager database file.

Restoring active server

Follow these steps after a failover or test to bring the main server back to the
Active state. Net Manager printing services will be unavailable until these steps are
completed, so this should be done outside of business hours.

Follow the steps exactly and in sequence. If the Active server is brought back online
before the Backup server IP is changed back to its pre-failover value, an IP conflict will
occur on the network.

On the Backup server

1 Run Net Manager Easy Config and stop the Net Manager server service. Leave
Web server, Cluster server and Database server running.

2 Change the IP address of the backup server back to its pre-failover value.

3 Make a backup of the Net Manager database by running the batch jobC:
\ProgramData\Kyocera\KYOCERA Net Manager\backup_db.bat.

=1 The backup script must be run from a command prompt with
# elevated privileges.

=1 Edit the backup_db.bat file to contain the correct database
# administrator credentials.
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Easy Cluster

6

7

Move the new database backup file (myq.fbk) to a location accessible from the
Active server.

On the Active server:

Restore the Net Manager database from the backup file.

Run Net Manager Easy Config and verify that all services are running correctly.
On the Backup server:

Go to the Easy Cluster tab in Net Manager Easy Config and click Active server.

Reactivation is now finished.

|_E,!

Before switching the Active server back on after a failure, do not forget to
change the IP address of the Backup server to its pre-failover value.
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21 System Management

The following areas are found under Settings > System Management:

* History
* Advanced
+ System Maintenance

History

The KNM database and print job storage may contain redundant data. To avoid
this state, set an interval to regularly delete database records and print jobs. Open
Settings > System Management > History.

@& System Management

4 History
Delete jobs older than: * | 168 hours
Favorite jobs not be deletec
Delete local scans older than: * |24 haurs
Dlder scans cannot be downloaded.
Delete user sessions older than: * | 1460 days
Reports can be created only within th
Delete archived reports older than: * |90 days
Reports are archived so you can do
Delete logs older than: * |14 days

Delete jobs older than
Sets a time after which print jobs are deleted from data storage, whether
printed or not. The default is 7 days (168 hours).

Print jobs indicated as Favorite are not deleted. They can be printed any time
from the web interface until they are deleted from the server.

Delete local scans older than
Once deleted, older scans cannot be downloaded. The default is 24 hours.

Delete user session older than

Sets a limit for maintaining statistical data concerning the use of printer devices
by individual users.
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For example, setting the parameter to 365 days means that user configurations
(statistics) older than 1 year are deleted and cannot be retrieved. Because
even a high volume of user session data does not increase the database size
considerably, we recommend not decreasing the default value of 4 years (1460
days).

Delete archived reports older than
Reports are saved to download without executing.

Delete logs older than

Deletes all log types: all log types: Critical, Error, Warning, Info, Notice, Debug,
andTrace. The default period is 14 days.

|= 1 Limits set too low may lead to a loss of important statistical data.
,‘

Advanced

In this area, you can set the maximum size of files that can be uploaded on the KNM
web interface, such as print jobs uploaded on users' accounts, or custom logos.

System maintenance

Completely remove inactive and deleted users, printers and user data. Go to
Settings > System Management > System maintenance.

I__I= ] These actions cannot be undone. Back up your data before performing
# any of them.

4 Systemn maintenance

Users to delete: 3

& Delete users without session

Users with an user session will not be deleted
Deleted inactive users: 10

#< Permanently remove deleted users

Deleted inactive users will be permanently removed. This action can not be undone

Deleted printers: 40

75 Remove deleted printers

Only the printers that never were active before will be deleted. This action can not be undone

User data: User Sessions, Jobs, Groups, Users, Vouchers

75 Delete user data

his action can not be undone. We recommend that you make a backup:
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22 GDPR Compliance

The General Data Protection Regulation (GDPR) sets rules for handling the personal
identification information of all European Union (EU) citizens.

Anonymize user data

As part of GDPR compliance, the Administrator can anonymize KNM user data for a
single user or multiple users.

The anonymize process removes personal data. The process cannot be reversed.
However, the anonymize process does not apply to users in the database backup
files. This means that the process of anonymization may need to be repeated when
the backup database is used.

Backup database files are automatically deleted after a set number of days configured
in Task Scheduler.

= Jobs archived with the Job archiving feature cannot be anonymized. The
# Job archiving feature is not compatible with GDPR.

Anonymizing user data

The anonymize process removes personal data for users, including deleted users and
jobs.

1 Go to Users and select one or more users. Right-click and choose Anonymize.
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3. userifz2 usar102
3 USEIZ : eard }
B uzer3 & Edit :
3, userd Recharge Cradit .
& j usery {5 Boost quota .
B users 4~ Set password :
2 W Generate PIN

user’? "
& users Remove from group -
% et W Show effective policies i
£ vhartmann | X Delete (Delete) ]
3 wzimni Undalete

fcomas [ 1 10 W R Avorymze |

2 Click OK to confirm.

From 127.0.0.1:8080

Anonymizing cannot be undone, do you want to contimue?

KN

The selected users are deleted. The user name is changed to Anonymxxxxxx
and all personal data is removed.
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5tat.,.|Usernarne P !Gene:al Groups | Queues | Delegates
B Anonymd04fimd

f 3 Anonym34j8bmi

al

Username: * | Anonym4040imd
Aliases: o Add

Cards:
PIN:

Full name: *

Email:

Phane:

Personal number:
Default language: | [empty] v

User's scan storage:

Folder or emal| for storing scanned documents

Use authentication server:

Authentication server: | Mone

Notes:

™ TN NN

Synchronization source:

The users jobs are deleted and the job hames are changed to Anonymxxxxxx.

Status b -&, Mame Size  Owner

Today

Deleted Anonymd{idath 65918 KB Anonymd040imd
Deleted Anonym3Thjoal 65942 KB Anonymd040imd
Deleted Anonym5fol2df 65912 KB ' Anonymd040ird

User data in reports is also changed to Anonymxxxxxx.

Users — Daily summary

Created  04/26/2018 3:58:09 PM ) KYOCERE
Period 04/26/2018 12:00:00 AM - 04/27/2018 11:59:59 PM
Full name Date B&W pages  Color pages Total Scans Total price
4 Anonymd040imd
04/26/2012 2 0 2 0 0.00
2 0 2 0 0.00

KYOCERA Net Manager 22-3



GDPR Compliance

Dashboard user message

As part of GDPR compliance, administrators can add a message on the user's
homepage. The user cannot change, hide, or delete this message. This message
could also contain a link to the company privacy statement.

4 Dashboard custom message

Message: |Kyocera Met Manager is GDPR compliant. In order to exercise your rights for data protection please send an
email to Seadmin

&y Revert values

Administrator email in templates

As part of GDPR compliance, you can use the %admin% parameter in templates to
show the Administrator's email address. The %admin% parameter is configured in
Settings > General.

The template for email sent to newly registered users can be modified to contain
GDPR-related information so that users can be informed about their rights and
procedures to exercise their rights. A link can be included to the company privacy
statement.

4 Email for new registered users

Subject: * |KYOCERA Net Manager: Account created

Message: ©  Hello arealname,
We created a new KYOCERA Net Manager account for you:

User name: %username%
PIN: %pin%:

Your KYOCERA Net Manager

Your personal data is processed according to the company's privacy policy:
www.company.com/privacypolicy

Please contact the administrator at $%eadminss in case of further reguests

=) Revert values

The %admin% parameter can be used in any of these templates:

Settings > Users

+ Email for new registered users
« Email with a new PIN

+ Email with the PIN reset code
Settings > Scanning & OCR

» Default settings of an email with scan
Settings > Quota

* Quota warning email
* Quota exceeded email
Settings > Personalization
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+ Dashboard custom message

Configuring dashboard user message

1 Go to Settings > General, enter the Administrator email, and click Save.

2 Go to Settings > Personalization > Dashboard custom message. Add a
privacy message similar to the one below. Use the %admin% parameter to
allow an email to be sent to the Administrator email address.

|= 1 The sample message also has a link to the company privacy policy.
4

4 Dashboard custom message
Message: Your personal data is processes according to the company's privacy policy: www.company.com/privacypolicy.
In order to exercise your rights for data protection please send an email to %adminS

= Revert values

3 Click Save.

4 Login as the user to confirm the message is appearing correctly.

& Refresh | & Log out

Your personal data is processed according to the company's privacy policy: www.company.com/privacypolicy
In order to exercise your rights for data protection please send an email to user3@cssd.intra

Configuring the user home page to display personal information

As part of GDPR compliance, the Administrator can configure the user home page to
display the user's personal information.

1 Got to Settings > Users > General.

2 Select Show more info about user profile.

4 General
Enable user profile editing: v
I enablied, user can change these properties: Full name, Password, Ema
Froperties which can be changed always: Default language
Show more info about user profile: v
Gadget ‘User profile’ will contain more informations
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Click Save.

Log in as a user and confirm that the user's personal information displays.

User profile

User name:

Full name:
Email:

Default language:
Personal number:
Phone:

PIN:

userd
userd
user2@cssd.intra

English (United States)

123 345 2234

v
W

JaneSmith

o Edit = Generate PIN| 3§ Delete all D cards

i Personal queues
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Appendix : Special Email Commands

This appendix shows all special email commands that can be used with the system.

myqfwd-email@domain

Any email coming from the printer into the system
will be discarded if the device status is not in user
session. To forward messages from devices, you
must use the email address with prefix myqgfwd-.
For example, if you would like to send it to the
email address administrator@test.com, you have
to set it as mygfwd-administrator@test.com in the
device. The email will be automatically forwarded
to the email. You may see this operation in the
system log.

mygqocr.format@knm.local

(for devices without
Embedded terminal)

This is a command for when you are using OCR
as a part of scan management. This is intended
for devices that do not have the HyPAS platform
for installing an Embedded terminal. Devices with
an Embedded Terminal are using the OCR profiles
that can be set via the Terminal Actions menu in
the web interface.

This command must be entered as the
prefix.format@knm.local. The scanned filed in
saved in the folder according to the format used
and afterward processed by the OCR software.

email@knm.local

(for devices without
Embedded terminal)

This is a command for scan management on
devices without Embedded terminal.

This command sends the file to the email stored in
the system as user's email account.

folder@knm.local

Sends the document to the folder or emails set in
the User's scan storage text box on the user's
properties panel.

something@knm.local

(for devices without
Embedded terminal)

This is a command for scan management on
devices without Embedded terminal.

This command sends the file to the user’s scan
storage. Use whatever expression you want in
place of "something".
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